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Zowe overview

Zowe™ is an open source software framework that allows mainframe devel opment and operation teams to securely
manage, control, script, and develop on the mainframe. It was created to host technologies that benefit the IBM Z
platform for all members of the Z community, including Integrated Software Vendors (ISV's), System Integrators, and
z/OS consumers. Like Mac or Windows, Zowe comes with a set of APIs and OS capabilities that applications build
on and also includes some applications out of the box. Zowe offers modern interfaces to interact with z/OS and alows
you to work with zZ/OS in away that is similar to what you experience on cloud platforms today. Y ou can use these
interfaces as delivered or through plug-ins and extensions that are created by clients or third-party vendors. Zoweisa
project within the Open Mainframe Project.

Zowe Demo Video

Watch this video to see a quick demo of Zowe.

Component Overview

Zowe consists of the following components:

Zowe Application Framework

A web user interface (Ul) that provides a virtual desktop containing a number of apps alowing accessto zZ/OS
function. Base Zowe includes apps for traditional access such asa 3270 terminal and aVT Terminal, aswell asan
editor and explorers for working with JES, MV S Data Sets and Unix System Services.

Learn more

The Zowe Application Framework modernizes and simplifies working on the mainframe. With the Zowe Application
Framework, you can create applications to suit your specific needs. The Zowe Application Framework contains aweb
Ul that has the following features:

e Theweb Ul works with the underlying REST APIsfor data, jobs, and subsystem, but presents the information in a
full screen mode as compared to the command line interface.

» Theweb Ul makes use of |eading-edge web presentation technology and is also extensible through web Ul plug-
ins to capture and present awide variety of information.

« Theweb Ul facilitates common z/OS devel oper or system programmer tasks by providing an editor for common
text-based files like REXX or JCL along with general purpose data set actions for both Unix System Services
(USS) and Partitioned Data Sets (PDS) plus Job Entry System (JES) logs.

The Zowe Application Framework consists of the following components:
e Zowe Desktop

The desktop, accessed through a browser. The desktop contains a number of applications, including a TN3270
emulator for traditional Telnet or TLS terminal accessto z/OS, aVT Termnial for SSH commands, as well as
rich web GUI applications including a JES Explorer for working with jobs and spool output, a File Editor for
working with USS directories and files and MV S data sets and members. The Zowe desktop is extensible and
allows vendors to provide their own appications to run within the desktop. See Overview on page 341. The


https://www.youtube.com/embed/NX20ZMRoTtk

| Getting Started | 9

following screen capture of a Zowe desktop shows some of its composition as well as the TN3270 app, the JES
Explorer, and the File Editor open and in use.
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ison path=/u/stevenh/ 1858/ instance=dir /workspace/app=-5ervi

JES Explorer Ap ps

siedh AP Catalog

Pinned Apps

Zowe Application Server

The Zowe Application Server runs the Zowe Application Framework. It consists of the Node.js server plusthe
Express.js as a webservices framework, and the proxy applications that communi cate with the zZ/OS services and
components.

ZSS Server

The ZSS Server provides secure REST servicesto support the Zowe Application Server. For services that
need to run as APF authorized code, Zowe uses an angel process that the ZSS Server calls using cross memory
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communication. During installation and configuration of Zowe, you will see the steps needed to configure and
launch the cross memory server.

» Application plug-ins

Several application-type plug-ins are provided. For more information, see Zowe Desktop application plug-inson
page 220.

z/OS Services
Provides arange of APIsfor the management of z/OS JES jobs and MV S data set services.
Learn more

Zowe provides az/OS® RESTful web service and deployment architecture for z/OS microservices. Zowe contains the
following core zZ/OS services:

e 7/OS Datasets services

Get alist of data sets, retrieve content from a member, create a data set, and more.
* 7/OS Jobsservices

Get alist of jobs, get content from ajob file output, submit ajob from a data set, and more.

Y ou can view the full list of capabilities of the RESTful APIsfrom the API catalog that displays the Open AP
Specification for their capabilities.

* These APIsare described by the Open API Specification allowing them to be incorporated to any standard-based
REST API developer tool or APl management process.
« These APIs can be exploited by off-platform applications with proper security controls.

As a deployment architecture, the z/OS Services are running as microservices with a Springboot embedded Tomcat
stack.

Zowe CLI

Zowe CLI isacommand-line interface that lets you interact with the mainframe in afamiliar, off-platform

format. Zowe CLI helpsto increase overall productivity, reduce the learning curve for devel oping mainframe
applications, and exploit the ease-of-use of off-platform tools. Zowe CLI lets you use common tools such as
Integrated Development Environments (IDEs), shell commands, bash scripts, and build tools for mainframe
development. Though its ecosystem of plug-ins, you can automate actions on systems such as IBM Db2, IBM CICS,
and more. It provides a set of utilities and services for users that want to become efficient in supporting and building
Z/OS applications quickly.

Learn more
Zowe CLI provides the following benefits:

» Enables and encourages developers with limited z/OS expertise to build, modify, and debug z/OS applications.

* Fosters the development of new and innovative tools from a computer that can interact with z/OS. Some Zowe
extensions are powered by Zowe CLI, for example the Installing Zowe Explorer on page 250.

« Ensurethat business critical applications running on z/OS can be maintained and supported by existing and
generally available software development resources.

* Provides amore streamlined way to build software that integrates with z/OS.

Note: For information about software requirements, installing, and upgrading Zowe CLI, see Introduction on page
68.

Zowe CLI capabilities
With Zowe CLI, you can interact with z/OS remotely in the following ways.

¢ Interact with mainframefiles: Create, edit, download, and upload mainframe files (data sets) directly from
Zowe CLI.

e Submit jobs: Submit JCL from data sets or local storage, monitor the status, and view and download the output
automatically.
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e |Issue TSO and z/OS console commands: Issue TSO and console commands to the mainframe directly from
Zowe CLI.

* Integrate z/OS actionsinto scripts: Build local scripts that accomplish both mainframe and local tasks.

* Produceresponses as JSON documents: Return datain JSON format on request for consumption in other
programming languages.

For detailed information about the available functionality in Zowe CLI, see Zowe CLI Command Groups.

For information about extending the functionality of Zowe CLI by installing plug-ins, see Extending Zowe CLI on
page 236.

More | nformation:

e System requirements on page 70
e Installing Zowe CLI on page 171

Zowe Client Software Development Kits (SDKs)

The Zowe Client SDK's consist of programmatic APIs that you can use to build client applications or scripts that
interact with zZ/OS. The following SDKs are available:

e Zowe Nodejs Client SDK
e Zowe Python Client SDK

For more information, see Using Zowe SDK's on page 234.

API Mediation Layer

Provides a gateway that acts as areverse proxy for z/OS services, together with a catalog of REST APIsand a
dynamic discovery capability. Base Zowe provides core services for working with MV S Data Sets, JES, aswell as
working with ZZOSMF REST APIs. The API Mediation Layer also provides aframework for Single Sign On (SSO).

Learn more

The API Mediation Layer provides a single point of access for mainframe service REST APIs. The layer offers
enterprise, cloud-like features such as high-availability, scalability, dynamic API discovery, consistent security, a
single sign-on experience, and documentation. The APl Mediation Layer facilitates secure communication across
loosely coupled microservices through the API Gateway. The API Mediation Layer consists of three components:
the Gateway, the Discovery Service, and the Catalog. The Gateway provides secure communication across loosely
coupled API services. The Discovery Service enables you to determine the location and status of service instances
running inside the APl ML ecosystem. The Catalog provides an easy-to-use interface to view al discovered services,
their associated APIs, and Swagger documentation in a user-friendly manner.

Key features

» Consistent Access: API routing and standardization of API service URLSs through the Gateway component
provides users with a consistent way to access mainframe APIs at a predefined address.

« Dynamic Discovery: The Discovery Service automatically determines the location and status of APl services.

« High-Availability: APl Mediation Layer is designed with high-availability of services and scalability in mind.

* Redundancy and Scalability: API service throughput is easily increased by starting multiple APl service instances
without the need to change configuration.

* Presentation of Services: The API Catalog component provides easy access to discovered API services and their
associated documentation in a user-friendly manner. Access to the contents of the API Catalog is controlled
through a z/OS security facility.

« Encrypted Communication: APl ML facilitates secure and trusted communication across both internal components
and discovered API services.

API Mediation Layer architecture

The following diagram illustrates the single point of access through the Gateway, and the interactions between API
ML components and services:


https://docs.zowe.org/stable/extend/extend-apiml/api-mediation-security.html#participating-in-zowe-api-ml-single-sign-on
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The APl Layer consists of the following key components:
API Gateway

Services that comprise the APl ML service ecosystem are located behind a gateway (reverse proxy). All end users
and API client applications interact through the Gateway. Each service is assigned a unique service ID that is used

in the access URL . Based on the service I D, the Gateway forwards incoming APl requests to the appropriate service.
Multiple Gateway instances can be started to achieve high-availability. The Gateway access URL remains unchanged.
The Gateway is built using Netflix Zuul and Spring Boot technologies.
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Discovery Service

The Discovery Serviceisthe central repository of active servicesin the APl ML ecosystem. The Discovery Service
continuously collects and aggregates service information and serves as arepository of active services. When a
serviceis started, it sends its metadata, such asthe original URL, assigned serviceld, and status information to the
Discovery Service. Back-end microservices register with this service either directly or by using a Eureka client.
Multiple enablers are available to help with service on-boarding of various application architectures including plain
Java applications and Java applications that use the Spring Boot framework. The Discovery Serviceis built on Eureka
and Spring Boot technology.

Discovery Service TL S/SSL

HTTPS protocol can be enabled during APl ML configuration and is highly recommended. Beyond encrypting
communication, the HTTPS configuration for the Discovery Service enables hightened security for service
registration. Without HTTPS, services provide a username and password to register in the APl ML ecosystem. When
using HTTPS, only trusted services that provide HTTPS certificates signed by atrusted certificate authority can be
registered.

API Catalog

The API Catalog is the catalog of published API services and their associated documentation. The Catalog provides
both the REST APIsand aweb user interface (Ul) to access them. The web Ul follows the industry standard
Swagger Ul component to visualize APl documentation in OpenAPI JSON format for each service. A service can
be implemented by one or more service instances, which provide exactly the same service for high-availability or
scalability.

Catalog Security

Access to the API Catalog can be protected with an Enterprise z/OS Security Manager such asIBM RACF, CA
ACF2, or CA Top Secret. Only users who provide proper mainframe credentials can access the Catalog. Client
authentication isimplemented through the zZOSMF API.

Onboarding APIs

Essential to the APl Mediation Layer ecosystem isthe APl services that expose their useful APIs. Use the following
topics to discover more about adding new APIsto the APl Mediation Layer and using the API Catalog:

e Onboarding Overview on page 293
« Onboard an existing Spring Boot REST API service using Zowe APl Mediation Layer
« Using API Catalog on page 226

To learn more about the architecture of Zowe, see Zowe architecture on page 13.

Zowe Third-Party Software Requirements and Bill of Materials

e Third-Party Software Requirements (TPSR)
« Bill of Materials (BOM)

Zowe architecture

Zowe™ isacollection of components that together form a framework that allows Z-based functionality to be
accessible across an organization. This includes exposing Z-based components such as zZZOSMF as Rest APIs. The
framework provides an environment where other components can be included and exposed to a broader non-Z based
audience.

The following diagram depicts the high-level Zowe architecture.
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The diagram shows the default port numbers that are used by Zowe. These are dependent on each instance of Zowe
and are held in the Zowe instance directory configuration filei nst ance. env. For more information, see Creating
and configuring the Zowe instance directory on page 148.

Zowe components can be categorized by location: server or client. While the client is always an end user tool such as
a PC, browser or mobile device, the server components can be further categorized by what machine they run on.

Zowe server components can be installed and run entirely on z/OS, but a subset of the components can alternatively
run on Linux or z/Linux via Docker. While on z/OS, many of these components run under Unix System Services
(USS). The ones that do not run under USS must remain on z/OS when using Docker in order to provide connectivity

to the mainframe.

Zowe architecture when using Docker image

The Zowe Docker build isatechnical preview.

The following diagram depicts the difference in locations of Zowe components when using Docker as opposed to

running all components on z/OS.
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The components on Z/OS run under the Zowe started task ZWESVSTC, which hasits own user ID ZWESVUSR and
includes a number of servers each with their own address space. The ZWESVSTC started task has a STDOUT file
that includes log and trace information for its servers. Sever error messages are written to STDERR. For problem
determination, see Troubleshooting on page 392.

When Docker is used, server components not running on z/OS instead run in a Linux environment provided viathe
Docker container technology. The servers run as processes within the container which log to STDOUT and STDERR
of that container, with some components also write to the Zowe instance's |og directory.

App Server

The App Server isanode.js server that is responsible for the Zowe Application Framework. It provides the Zowe
desktop, which is accessible through a web browser via port 8544. The Zowe desktop includes a number of
applications that run inside the Application Framework such as a 3270 emulator and a File Editor.
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The App Server server logs are written to <I NSTANCE_DI R>/ | ogs/ appSer ver - yyyy- nm dd- hh-

mm | og. The Application Framework provides REST APIsfor its services that are included on the API catalog tile
Zowe Application Framework that canbeviewedat htt ps: // <ZOANE_HOST | P>: 7554/ ui / v1/

api catal og/ #/til e/ ZLUX/ zl ux.

ZSS

The Zowe desktop delegates a number of its services to the ZSS server which it accesses through the http port 8542.
ZSSiswritten in C and has native calls to zZ/OS to provide its services. ZSS logs are written STDOUT and STDERR
for captureinto job logs, but also as afileinto <I NSTANCE_DI R>/ | ogs/ zssSer ver - yyyy- nm dd- hh-
mm | og.

API Gateway

The API Gateway is aproxy server that routes requests from clients on its northbound edge, such as web browsers or
the Zowe command line interface, to servers on its southbound edge that are able to provide data to serve the request.
It isalso responsible for generating the authentication token used to provide single sign-on (SSO) functionality. The
APl Gateway homepageisht t ps: / / <ZONE_HOST_| P>: 7554, that after authentication allows you to navigate
to the API Catalog.
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API Mediation Layer

@ The API Catalog is running
@ The Discovery Service is running

@ The Authentication service is running

API Catalog

The API Catalog provides alist of the API services that have registered themselves as catal og tiles. These allow you
to view the available APIs from Zowe's southbound servers aswell astest REST API calls.
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Available API services

API Mediation Layer API z/0S Datasets and Unix Files services z/OS Jobs services

The APl Mediation Layer for z/OS internal API services. The IBM z/OS Datasets and Unix Files REST services IBM 2/OS Jobs REST services
API Mediation Layer provides a single point of access to
mainframe REST APIs and offers enterprise cloud-like

feature...
® All services are running ® All services are running ® All services are running
z/OSMF services Zowe Application Server
IBM z/0S Management Facility REST services The Proxy Server is an HTTP, HTTPS, and Websocket
server built upon NodeJS and ExpressJ)S. This serves
static content via "Plugins”, and is extensible by REST and
Websocket "Data...
® All services are running ® All services are running

API Discovery

The API Discovery server acts as the registration service broker between the APl Gateway and its southbound
servers. It can be accessed through the URL ht t ps: / / <ZONE_HOST_| P>: 7552. You can view alist of
registered APl services on the API discovery homepage.
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Q. Spring LAST 1000 SINCE STARTUP

System Status

Environment test Current time 2020-04-30T14:50:51 +0000
Data center default Uptime 02:35

Lease expiration enabled true

Renews threshold 18

Renews (last min) 44
DS Replicas

Instances currently registered with Eureka

Application Availability Zones

APICATALOG n/a (1) (4] UP {1} - winmvs3b.hurshey.lbm.com:apicats

DATASETS nfa(l) m UP (1) - STATIC-winmwvs3b.hursley.ibm com:datasets: 26504
DISCOVERY n/a(l) m UP (1} - wir

EXPLORER-JES nfa (1) (81] UP (1) - STATIC-winmvs3b hursley.ibm com:explorer-jes: 26505
EXPLORER-MVS nfa(l) (1] UP (1) - STATIC-winmvs3b.hursley.ibm com:explorer-mvs: 26506
EXPLORER-USS nfa (1) m UP (1} - STATIC-winmvs3b.hursley.ibm.com:explorer-uss: 26507
GATEWAY nfa(l) m UP (1) - winmvs3b hursley.ibm.com:gateway: 26502

JoBs nfa(l) m UP (1) - STATIC-winmwvs3b.hursley.ibm comijobs: 26503
UNIXFILES nfa(l) m UP (1) - STATIC-winmvs3b.hurslay.ibm comounixfiles: 26504
ZLUx n/a(l) (1 UP (1) - localhostziwoc 26508

ZOSMF nfa(l) (41] UP (1} - STATIC-winmvs3b.hursley.ibm com:zosmf-32070

General Info

=

MVS, JES, and USS Ul

Zowe provides a number of rich GUI web applications for working with zZ/OS. Thisincludes the MV S Explorer for
data sets, the JES Explorer for jobs, and the USS Explorer for the Unix File System. Y ou can access them through the
Zowe desktop.
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1 ®/binfsh

1 # Note this script is executed like @ shell script, se can have esbedded varisbles
4 # TODD LATER - rename varisble names to match some comsistent naming conventisns

# global config
ROGT_DIRs /ufwinch)/zowe=1, 10,0/ runt ine
TOWE_PREF 1X=2WE )

TOWE_INSTANCE=1

# Comma separated list of components should start fr
LAUNCH_COMPONENT _GROUPS=DESKTOP, GATEWAY

on [GATEWAY, DESKTOP]

JAVA_HOME=/usr/ Lpp/ javasJB.8_64
NODE_HOME=/usr/ Lpp/TBM/ )/ vBri/ T8N/ node-Latest- aa100- M
WNODE_HOME=/u/winch]/temp/node-v12. 14. 1-05 3001308

MOOE_ROME=/us r/ Lpps 187 cn§ /12 ro/ T8/ node- Latest -5 3085390
NODE_HOME=/u fwineh |/ teng,/ node-vE., 16, 2-05398-5300x
#NODE_HOME=/u fwineh |/ teng,/ node—vE., 16. 1-05398-5308x
#NODE_HOME=/u/wineh |/ temg/ node—vE. 17. 8-05398-5308x

# 1705 MF _config
ZOSMF_PORT=32070
Z0SMF_HOST=wirmvs3b. hurs ley. iba. con

The File API server provides a set of REST APIsfor working with z/OS data sets and Unix files. These APIs are used

by the MV S and USS Explorer apps.

The JES API server provides a set of REST APIsfor working with JES. These APIs are used by the JES Explorer

application.

Both the File APl and JES API servers are registered as tiles on the API catalog, so you can view the Swagger
definition and test API requests and responses.

Cross memory server

The Cross memory server isalow-level privieged server for managing mainframe data securely. For security reasons,
itisnot an HTTP server. Instead, it has atrust relationship with ZSS. Other Zowe components can work through ZSS
in order to handle z/OS data that would otherwise be unavailable or insecure to access from higher-level languages

and software.

Unlike all of the servers described above which run under the ZWESVSTC started task as address spaces for USS
processes, the cross memory server has its own separate started task ZWESI STC and its own user ID ZVESI USR that
runs the program ZVESI SO1.

Release notes

Learn about what is new, changed, or removed in Zowe™

Zowe Version 1.18 and earlier releases include the following enhancements, release by release.

e Version 1.18.0 LTS (January 2021)
e Version 1.17.0 LTS (November 2020)
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e Version 1.16.0 LTS (October 2020)
e Version 1.15.0 LTS (September 2020)
e Version 1.14.0 LTS (August 2020)
* Version1.13.0LTS (July 2020)

e Version 1.12.0 LTS (June 2020)

* Version 1.11.0 LTS (May 2020)

e Version1.10.0 LTS (April 2020)

e Version 1.9.0 LTS (February 2020)
e Version 1.8.1 (February 2020)

e Version 1.8.0 (February 2020)

* Version 1.7.1 (December 2019)

e Version 1.7.0 (November 2019)

* Version 1.6.0 (October 2019)

e Version 1.5.0 (September 2019)

e Zowe SMP/E Alpha (August 2019)
e Version 1.4.0 (August 2019)

e Version 1.3.0 (June 2019)

* Version 1.2.0 (May 2019)

* Version 1.1.0 (April 2019)

e Version 1.0.1 (March 2019)

e Version 1.0.0 (February 2019)

Version 1.18.0 LTS (January 2021)

Notable changes
Zowe Docker build Technical Preview isavailable

The Zowe Docker build enables you to run a subset of the Zowe server-side components outside z/OS. The Docker
build runsin combination with the convenience or SMP/E build. Y ou can download the build directly viathe .tar file,
or as a cloud download from Docker Hub. Separate downloads exist for z/Linux ("s390x") and other Linux ("amd64"
for intel & amd systems).

For more information, see Docker Installation Roadmap (Technical Preview) on page 164. To download the
Docker build technical preview, visit Zowe.org.

New features and enhancements
Zowe API Mediation Layer

e Version 1.18.0 introduces a feature allowing usersto run the Zowe APl Mediation Layer as a standalone
component. After downloading and installing the current Zowe SM PE package, you can then configure and
deploy only the Zowe APl Mediation Layer without the other Zowe components. #856

« You can now configure more detailed logging outside of Spool. #709

« High Availability: The start script per APl ML service has been componentized. Y ou can now launch and restart
APl Mediation Layer components individually. #3862

« High Availability: It is now possible to distinguish between internal and external traffic through port separation,
whereby each port uses a unique certificate; one presenting an internal certificate, and the other an external
certificate. #910

e AP version is now automatically set to the version tab selected in the API Catalog so users can easily grab the
Base Path. #943

« API Catalog versioning has been improved with the addition of the API differences tab. This feature enables you
to compare versions of two APIs. #923


https://www.zowe.org/download.html
https://github.com/zowe/api-layer/issues/856
https://github.com/zowe/api-layer/issues/709
https://github.com/zowe/api-layer/issues/862
https://github.com/zowe/api-layer/issues/910
https://github.com/zowe/api-layer/issues/943
https://github.com/zowe/api-layer/issues/923
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Zowe App Server

* The Zowe App Framework's "single app mode" is now based on code shared with the Desktop, allowing it to
support the Desktop's naotification APl and app2app communication. #67 #292

» Thisisbackward compatible with apps that have previously used single app mode.

* Inthe case where app2app communication is used and spawns a second app, that app will spawn in awindow
but will not be able to be minimized due to single app mode having no Desktop, and therefore no way to
restore a minimized window.

e ZSSplugins can now issue HTTP requests as HT TP clients, provided by anew library in zowe-common-c. #179
Zowe CLI
The following enhancements were added to the core CL I :

e« Addeda--repl ace optiontothezowe zos-fil es copy dat a-set command. Use thisoption if you
want to replace like-named members in the target data set. #808

« Improved acryptic error message that was shown if the TSO address space failed to start for thezowe zos-tso
i ssue conmmand command. #28

The following enhancements were added to the Imperative CLI Framework:

e AddedanarrayAl | owDupl i cat e optionto thel CommandOpt i onDef i ni ti on interface. By default, the
option valueissettot r ue and duplicate values are allowed in an array. Specify f al se if you want Imperative
to throw an error for duplicate array values. #437

e Exposetri mparameter fromwr ap- ansi within Text Uti | s. wor dW ap()

The following enhancement was added to the IBM Db2 Plug-in:

» Added a help example for how to pass output values when calling a Db2 stored procedure.
The following enhancement was added to the FTP Plug-in:

* Movethereusable code from handlers to api folder.

Zowe JES/MVS/USS Explorers

The following features and enhancements were added to the JES Explorer:

» Added webdevSever proxy setting in webpack.config.jsto enable https for local development.
Bug Fixes

Zowe API Mediation Layer

e ZaaslwtService enhancement on IWT parsing and error handling. #897
» Upgrade dependencies for the Enablers. #933

Zowe App Server

» Thezss server log verbosity seen when using the TN3270 desktop app has been reduced. #188

» Keep-dive parsing has been temporarily disabled to patch a memory leak. A permenant fix that will allow the use
of keep-alive parsing is scheduled to be implemented in the next release. #186

« Thewarning messages on the zss server startup have been removed due to a shell syntax problem. #238

e Inprevious versions, static app2app recognizers would not be |oaded from storage because they were treated as
actions instead of as recognizers. This issue has been resolved in this release. #297

Zowe CLI

The following bugs were fixed in the core CL I:

* Removed
#3836

* Improved performance of zowe zos-fil es |ist commandswhen long listsare printed to console. #861
» Updated Imperative dependency version to one that does not contain a vulnerable dependency.

text that appeared in some error messages. The proper text "Imperative API Error” is now displayed.


https://github.com/zowe/zlux-platform/pull/67
https://github.com/zowe/zlux-app-manager/pull/292
https://github.com/zowe/zowe-common-c/pull/179
https://github.com/zowe/zowe-cli/issues/808
https://github.com/zowe/zowe-cli/issues/28
https://github.com/zowe/imperative/issues/437
https://github.com/zowe/api-layer/issues/897
https://github.com/zowe/api-layer/issues/933
https://github.com/zowe/zowe-common-c/pull/188
https://github.com/zowe/zowe-common-c/pull/186
https://github.com/zowe/zss/pull/238
https://github.com/zowe/zlux-app-manager/pull/297
https://github.com/zowe/zowe-cli/pull/836
https://github.com/zowe/zowe-cli/issues/861
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The following bug was fixed in the Imper ative CLI Framework:

» Updated opener dependency due to command injection vulnerability on Windows - GHSL -2020-145

Version 1.17.0 LTS (November 2020)

Notable changes
Z/IOSMF workflow for configuring Cross Memory Server

Y ou can now use the ZZOSMF workflow to install, configure, and launch the cross memory server if you want to
use the Zowe desktop. The ZZOSMF workflow also lets you create APF-authorized load libraries that are required to
install and configure the cross memory server. For more information, see Configure Zowe Cross Memory Server on
page 156 .

Zowe Client SDKs

A new Zowe incubation project - the Zowe Client SDK's (Software Devel opment Kits) is now available for
Node.js, Python, and Swift programming languages. Y ou can leverage these SDK s to rapidly develop off-platform
applications and automation.

For more information about the Node.js and Python SDKs, see Using Zowe SDKs on page 234. For more
information about the Swift SDK, see the Swift SDK Readme.

New features and enhancements
The following features and enhancements were added.
Zowe installation

* You can now start ZSS independent of the Zowe Application Framework server by specifying the
LAUNCH_COVPONENT_GROUP " ZSS" . If DESKTOR is specified instead of ZSS, ZSSwill still beincluded asa
prerequisite to the Application Framework server. #1632

e Zoweinstance configuration script (zowe- conf i gur e-i nst ance. sh) can now skip checking for Node.js by
passing in the - s flag since Node.js may not be needed if the components to be launched don't require it. #1677

e Therun-zowe. sh script can also skip the checking for Node.js by setting the environment variable
SKI P_NODE=1 for the cases where the components to be launched don't require Node.js.

» Exported the EXTERNAL _CERTI FI CATE_AUTHORI Tl ESvariabletothezowe- certi fi cat es. env file
such that it may be used by the Application Framework server. #1742

« A new documentation chapter Upgrading the z/OS system for Zowe on page 160 has been included, that
describes the steps to take when upgrading an existing Zowe installation.

Zowe API Mediation Layer

» Multiple versions of one API are now presented in the Catalog if configured to do so. Users can now switch
between different versions within the Catal og to see differencesin APl documentation between versions. #3844

e Setting APl M._DEBUG _MODE_ENABLEDINni nst ance. env isproperly passed on to the all APl ML services.
#901

Zowe App Server

e ZSSno longer requires NodeJS for its configure.sh script.

¢ Added support for DER-encoded X.509 certificates.

e You are now able to change tags for al filesin the directory excluding subdirectories. For example, POST /
uni xfil e/ chtag/ u/user/tnp?codeset =1047&t ype=t ext & ecur si ve=f al se should change
tags only for filesinu/ user/ t np without changing tags for filesin subdirectories. #176


https://securitylab.github.com/advisories/GHSL-2020-145-domenic-opener
https://github.com/zowe/zowe-client-swift-sdk
https://github.com/zowe/zowe-install-packaging/pull/1632
https://github.com/zowe/zowe-install-packaging/pull/1677
https://github.com/zowe/zowe-install-packaging/pull/1742
https://github.com/zowe/api-layer/issues/844
https://github.com/zowe/api-layer/issues/901
https://github.com/zowe/zowe-common-c/pull/176
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* Multiple enhancementsin the Editor for USS file and directory actions, including: #84 #102 #93

« Theability to cut, copy, & paste filesinto a directory, such as the currently active directory.
* Re-ordered context menu options.

* Improved error messages by including more detail.

« Added support to see afil€'s current tag and changeit.

» chown & chmod enhancement that pre-populates the owner and group fields when opening the ownership and
properties dialogs. It also adds owner and group information to the file properties dial og.

Zowe CLI
The following enhancements were added to the core CL I :

e Zowe CLI was tested and confirmed to be compatible with Node.js v14.

» Published the programmatic interfaces in Zowe CLI as separate Software Development Kits (SDKs). #750

« The"@zowelcli" package still includes both API and CLI methods. In addition, the following SDK packages are
now available:

*  @zowe/provisioning-for-zowe-sdk

e @zowe/zos-console-for-zowe-sdk

* (@zowel/zosfiles-for-zowe-sdk

e  @zowe/zos-jobs-for-zowe-sdk

*  (@zowe/zos-tso-for-zowe-sdk

e @zowe/zos-uss-for-zowe-sdk

*  @zowe/zos-workflows-for-zowe-sdk
*  @zowe/zosmf-for-zowe-sdk

« @zowe/core-for-zowe-sdk

The following enhancement was added to the Imperative CL1 Framework:

e Exposedthet r i mparameter fromwr ap- ansi within Text Ut i | s. wor dW ap() . #458

The following enhancement was made to enable support for Node.js v14 for the Secure Credential Store Plug-in:
« Enabled support on Node.js v14 by updating Keytar dependency to v6. #28

The following enhancement was made to enable support for Node.jsv14 for the IBM Db2 Plug-in:

« Enabled support for Node.js v14 by updating dependencies. #60

Zowe Explorer

* Added login and logout functions for base profiles. Y ou can now log in to APl Mediation Layer and generate a
token for your base profile. #914

Zowe JES/MVS/USS Explorers
The following features and enhancements were added to the JES Explorer:

« Added ahility to refresh content of an open job output file via context menu entry on the job file #549

e Major material ui update from v1.x to 4.x, and minor react update. Accordian and snackbar changes as required by
latest material-ui version.

Bug fixes
The following bugs were fixed.
Zowe API Mediation Layer

« Improved returned information while logging out vialogout on Gateway. #831
« Updated API paths for the APl ML in the API Catalog to use the serviceid in front. #853

Zowe App Server

» Make use of external certificate authorities referenced during keystore setup time.


https://github.com/zowe/zlux-file-explorer/pull/84
https://github.com/zowe/zlux-file-explorer/pull/102
https://github.com/zowe/zlux-file-explorer/pull/93
https://github.com/zowe/zowe-cli/issues/750
https://github.com/zowe/imperative/pull/458
https://github.com/zowe/zowe-cli-scs-plugin/issues/28
https://github.com/zowe/zowe-cli-db2-plugin/pull/60
https://github.com/zowe/vscode-extension-for-zowe/issues/914
https://github.com/zowe/zlux/issues/549
https://github.com/zowe/api-layer/issues/831
https://github.com/zowe/api-layer/issues/853
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e 7SS startup would issue warnings about failure to write yml filesfor APIML in the case APIML was not also
being used.

« Budfix: In previous versions, externa certificate authorities were not registered with the app server properly and
would sometimes contribute to a SELF_SIGNED_CERT_IN_CHAIN error when using the mediation layer. This
issue has been resolved by adding external CA certs to the app-server CA array. #138

Zowe CLI

The following bug was fixed in the core CLI:

» Fixed incorrect syntax of examplefor zowe fil es create dat a-set-vsaminthe help. #3823
The following bug was fixed in the Imperative CLI Framework:

» Updated opener dependency due to command injection vulnerability on Windows. For more information, see
GHSL-2020-145.

Zowe Explorer

» Fixed the empty profile folders in Favorites issue. #1026

» Fixed theinitialization error that occurred when base profiles were used while being logged out from API ML.
#1063

» Fixed the issue preventing the tree refresh function from updating extender profiles. #1078

Version 1.16.0 LTS (October 2020)

Notable changes
Certificate management and keyring support

e InV1.15, the JCL member ZWEKRI NG was added to the sample PDS library SZWESAMP. This member contains
commands to create a keyring that can contain the Zowe certificate(s) and alocal certificate authority. In this
release, the JCL member ZWENOKYR was added to SZWESAMP that contains the inverse commands, so it can be
used to remove the keyring, the Zowe certificate(s), and the certificate authority.

e InV1.15, the JCL member ZWEKRI NG and the supporting code in the Zowe runtimes for working with
certificates held in keyrings were provided in betaformat for early technical preview for RACF only. In this
release, the commands in ZVEKRI NG, ZVVENOKYR and the supporting code in the Zowe runtimes for working
with keyrings and certificatesin RACF, TopSecret, and ACF/2 are now a supported piece of functionality.

* A new documentation section is added to help you understand the configuration scenarios around Zowe
certificates, and the relationship to a Zowe instance directory and Zowe runtime. See Topology for the Zowe z/OS
launch process.

Additional TN3270 terminal configuration options

Additional TN3270 terminal configuration options can now be specified within thei nst ance. env configuration
file. These choices, such as codepage and terminal dimensions, affect server defaults but do not change the pre-
existing ability for you to set your own preferences within the Desktop at runtime. A list of the available options can
be found here.

New features and enhancements
The following features and enhancements were added.

Zowe installation

« Moved explorer-ui-server out of explorersinto new shar ed folder under Zowe Runtime Directory. #1545, #207,
#37

e Created zowe- set up- keyri ng-certifi cat es. env and removed the overloaded properties from zowe-
setup-certificates. env totry to simplify the user experience when setting up certificates in the keyring
and USS keystore modes. #1603


https://app.zenhub.com/workspaces/community-5c93e02fa70b456d35b8f0ed/issues/zowe/zlux-app-server/138
https://github.com/zowe/zowe-cli/issues/823
https://securitylab.github.com/advisories/GHSL-2020-145-domenic-opener
https://github.com/zowe/vscode-extension-for-zowe/issues/1026
https://github.com/zowe/vscode-extension-for-zowe/issues/1063
https://github.com/zowe/vscode-extension-for-zowe/issues/1078
https://github.com/zowe/zlux-app-server/pull/108
https://github.com/zowe/zowe-install-packaging/pull/1545
https://github.com/zowe/explorer-jes/pull/207
https://github.com/zowe/explorer-ui-server/pull/37
https://github.com/zowe/zowe-install-packaging/issues/1603
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Zowe APl Mediation Layer

ZAAS Client can now use HTTP so that the Application Transparent Transport Layer Security (AT-TLS) can be
used for communication to ZAAS. #3813

Implemented the logout functionality in ZAAS Client. #308

Added amore helpful and actionabl e description to message ZWEAMS511E, which occurs when APl ML does not
trust the certificate provided by the service. #3818

Zowe App Server

Thei nst al | - app. sh script used to install App Server plugins can now be used without Node.js. If Nodejsis
not detected when the script is executed, this behavior will be automated. Y ou can also force this behavior with
the environment variable | NSTALL_NO_NODE=1, such asin the following example:

e | NSTALL_NO NODE=1 ./install-app.sh ~/zl ux-editor #137
ZSSisnow automatically registered to the APl Mediation Layer when both are present, using a static registration
file. #208

Additional environment variables are now supported, which provides more options for TN3270 for the
i nst ance. env configuration file #1176 while also allowing TN3270 host to be specified during installation
configuration. #1125. The following new environment variables are now supported ini nst ance. env #108:

e ZOWNE_ZLUX TELNET_HOST = string
e ZOWE_ZILUX_SSH HOST = string
e ZOWE_ZLUX TN3270_ROW = nunber
e ZOWE_ZLUX_TN3270_CCOL = nunber
e ZONE_ZLUX TN3270_MID = nunbers 2-5 as well as "dynanic" or other
vari ations of the word
o ZOWE_ZLUX TN3270_CCODEPAGE = ccsid nunber or string as seen in the ui
The Agent API now provides limited information without the need for authentication. Non-admins are able to
view asubset of the information available to admins, specifically regarding the functionality of Zowe. Examples
of the information available to non-admins are: OS architecture and environment variables for Zowe configuration
such as the components used and the portsthey are accessible on. #211

 /server/agent/environment (linmited info)

 /server/agent/services

TheZSS/ uni xf i | e API has been updated to include an option to force file content to be sent or received as a
specific encoding. If not specified, the pre-existing behavior of automatically choosing encoding based on tagging
and file extensions will be used. #160

The app server can now read and use keys, certificates, and certificate authorities contained with PKCS12 files.
Thisisin addition to existing support for PEM-encoded files as well as z/OS keyrings. #244

Zowe CLI

The following enhancements were added to the core CL I :

Added a- - pattern optiontothezowe files Iist all-menbers command. The option letsyou
restrict returned member names to only names that match a given pattern. The argument syntax is the same as the
"pattern” parameter of the ISPF LMMLIST service. #810

Added new options- - | recl and--recf mtothezos-fil es creat e command. Use these options to
specify alogical record length and record format for data sets that you create. #788

Zowe Explorer

Added the Allocate Like feature. #904

Added the ability to disable/enable profile validation. #922

Added the ability to access other profiles during profile validation. #953
Grouped Favorites by profile for Datasets, USS, and Jobs. #168

Once entered, datasets and members are displayed in uppercase. #962
Updated the environment check for Theia compatibility. #1009


https://github.com/zowe/api-layer/issues/813
https://github.com/zowe/api-layer/issues/808
https://github.com/zowe/api-layer/issues/818
https://github.com/zowe/zlux-app-server/pull/137
https://github.com/zowe/zss/pull/208
https://github.com/zowe/zowe-install-packaging/issues/1176
https://github.com/zowe/zowe-install-packaging/issues/1125
https://github.com/zowe/zlux-app-server/pull/108
https://github.com/zowe/zss/pull/211
https://github.com/zowe/zowe-common-c/pull/160
https://github.com/zowe/zlux-server-framework/pull/244
https://github.com/zowe/zowe-cli/issues/810
https://github.com/zowe/zowe-cli/issues/788
https://github.com/zowe/vscode-extension-for-zowe/issues/904
https://github.com/zowe/vscode-extension-for-zowe/issues/922
https://github.com/zowe/vscode-extension-for-zowe/issues/953
https://github.com/zowe/vscode-extension-for-zowe/issues/168
https://github.com/zowe/vscode-extension-for-zowe/issues/962
https://github.com/zowe/vscode-extension-for-zowe/issues/1009
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Zowe JES/MVS/USS Explorers

The following enhancement was added to the Explorer Ul Server:

» Explorer Ul Server isnow published as separate pax and decoupled out of explorers. #37
The following features and enhancements were added to the JES Explorer:

* Moved explorer-ui-server out of explorersinto new shar ed folder under Zowe Runtime Directory. Changed JES
lifecycle start script to use new shared location. #207

* Added context menu entry for download JCL used to submit ajob. #335
» Updated webpack to latest version, added . npnt ¢ to specify npm registry as config. #222

The following features and enhancements were added to the MV S Explorer:

« Extracted out explorer-ui-server, changed MV S lifecycle start script and packaging script accordingly. #151
» Added loading icon to editor menu bar when opening a dataset's contents. #291
e Added. npnr c to specify npm registry as config.

The following features and enhancements were added to the USS Explorer:

» Extracted out explorer-ui-server, changed USS lifecycle start script and packaging script accordingly. #100
e Added. npnr c to specify npm registry as config.

Bug fixes
The following bugs were fixed.
Zowe APl Mediation Layer

» Changed the default expiration time value for IWT token to 8h for consistency with the ZZOSMF default. #615

* Reduced excessive and unhel pful log messages. #672

* Added the Base Path field in the API Catalog if one is available, which can override the Swagger Base Path. This
causes the proper Base Path to be displayed in the event that the api doc is not populated properly. #3810

« Removed overwriting of the Swagger Base Path, which resulted in malformed API routes when the base URL is
shared among multiple services. #852

« API ML was previously not reporting SSL certificate errors when servers were unable to communicate. Now, if a
SSL Exception occurs, SSL certificate errors are reported. #698

» Fixed language in log messages for consistency. #8330
Zowe App Server

In previous versions, the environment ar ch and os fields were incorrect. This has been fixed, and the updated
response from/ ser ver/ agent/ envi r onment serviceis#213:

{
"agent Nane": "zss",
"agent Versi on": "1.15.0+20200903",
"arch": "s390x",
"os": "zos",
"osRel ease": "04.00",
"osVersion": "02",
“hardwar el dentifier": "8561"

}

Zowe CLI

The following bug was fixed in the FTP plug-in for Zowe CLI:

« Fixed anissuewherethevi ew spool -fil e-by-i d command retrieved incorrect contents. #61

Zowe Explorer
* Fixed USSrenaming issues. #911


https://github.com/zowe/explorer-ui-server/pull/37
https://github.com/zowe/explorer-jes/pull/207
https://github.com/zowe/zlux/issues/335
https://github.com/zowe/explorer-jes/pull/222
https://github.com/zowe/explorer-mvs/pull/151
https://github.com/zowe/zlux/issues/291
https://github.com/zowe/explorer-uss/pull/100
https://github.com/zowe/api-layer/issues/615
https://github.com/zowe/api-layer/issues/672
https://github.com/zowe/api-layer/issues/810
https://github.com/zowe/api-layer/issues/852
https://github.com/zowe/api-layer/issues/698
https://github.com/zowe/api-layer/issues/830
https://github.com/zowe/zss/pull/213
https://github.com/zowe/zowe-cli-ftp-plugin/issues/61
https://github.com/zowe/vscode-extension-for-zowe/issues/911
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» Fixed the deletion of datasetsissue. #963.
» Removed errorsin Favorites items caused by profiles that are created by other extensions. #968

Version 1.15.0 LTS (September 2020)

Notable changes
Keyring support

Prior to v1.15, the Zowe z/OS components were only able to use a certificate held in a USS Java KeyStore. In v1.15,
the Zowe z/OS components can now use a certificate that is held in a Z/OS keyring as described in Configuring Zowe
certificatesin akey ring on page 142.

For more information about Zowe certificates, certificate authorities, trust stores, and how they are used by Zowe, see
Configuring Zowe certificates on page 134.

Auto-Save plug-in data

Plug-in developers can now make use of the new autosave feature, which can automatically save state data based on
what the developer intendsto retain, at regular time intervals. Thisisto protect against client crashes, and in the case
of acrash, the apps are reopened upon desktop login and restored with the saved state. This new capability furthers
the larger goal of high availability and fault tolerance for all Zowe components.

Support for starting Zowe APl ML without ZOSMF on your system

By default, the APl Gateway uses ZZOSMF as an authentication provider. With the release of Zowe 1.15 it is now
possible to switch to SAF as the authentication provider instead of ZZOSMF. So, if you want to securely run the
Zowe API ML but your system does not have ZZOSMF, simply select SAF as your authentication provider. For more
information on how to switch to SAF, see APl Gateway configuration parameters.

New features and enhancements
The following features and enhancements were added:
Zowe API Mediation Layer

e The API Path Pattern now supportsser vi cel d asthefirst element. Thisimproves the consistency of the URL
when processing through the Gateway or outside of the Gateway. #688

« The SAF Provider can now be used as a possible authentication provider. This removes the APl ML dependency
on Z/OSMF for authentication enabling SAF to obtain the IWT. #472

» The Swagger URL isnow provided for zZZOSMF. This URL provides full documentation containing the Try It
Out functionality if the zZOSMF version supports the Swagger endpoint. Alternatively, the URL providestheinfo
endpoint to directly enable access to Zowe endpoints. #665

« The default configuration of APl ML now supports character encoding. #777

ZSS
A new endpoint has been added to the Agent API. This new endpoint will return alist of servicesto the user. #209

e Samplerequest: GET / server/agent/services
e Sampleresponse:

{
"services": [

"name": "plugin definitions service",
"url Mask": "/plugins",
"type": "REST"

}!

{ .
"name": "Uni xFi | eCont ents",
"url Mask": "/unixfilel/contents/**",

"type": "REST"


https://github.com/zowe/vscode-extension-for-zowe/issues/963
https://github.com/zowe/vscode-extension-for-zowe/issues/968
https://github.com/zowe/docs-site/blob/docs-staging/docs/user-guide/api-mediation/api-gateway-configuration.md#apimlsecurityauthprovider
https://github.com/zowe/api-layer/issues/688
https://github.com/zowe/api-layer/issues/472
https://github.com/zowe/api-layer/issues/665
https://github.com/zowe/api-layer/issues/777
https://github.com/zowe/zss/pull/209
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}1

{ o
"nane": "Uni xFi | eRenane",
“url Mask": "/unixfilelrenane/**",
"type": "REST"

}

Zowe App Server

» Added afeature that allows users to auto save plug-in data by subscribing to the event. By default, the feature will
auto save every 5 minutes, but thisinterval can be customized. #250
* Thisfeature is enabled viathe Plugin Definition. " aut osave": true

e You are now able to select multiple jobsin the job tree, which allows for functions such as purging multiple jobs
at once. #274, #204

Zowe CLI

The following features and enhancements were added to the core CL I

* Addeda- -responseTi meout option tothez/OS Files APIs, CLI commands, and ZZOSMF profiles. Specify
--responseTi meout <###> to set the number of seconds that the TSO servlet request runs before a timeout
occurs. The default is 30 seconds. Y ou can set the option to 5 - 600 seconds (inclusive). #760

e Addedthe- - encodi ng option forthezowe zos-files upload dir-to-pds command. Thisoption
lets you upload multiple members with a single command. #764

The following features and enhancements were added to the Imperative CL1 Framework:

e Added support for dynamically generated cookie names. Updated Abst r act Sessi on. st or eCooki e() to
process cookie names that are not fully known at build-time. #431

e Added the SSO Callback function, which allows applications to call their own functions while validating session
properties (that is, host, port, user, password, token, and so on). The callback option is named get Val uesBack.
#422

The following features and enhancements were added to the Secure Credential Store Plug-in:

e Addedthescs revert command. Use the command to revert securely stored credentialsin your user profiles
to be stored in plain text. #22

e Changedthescs update andscs revert commands so that they fail if Secure Credential Manager is not
enabled. #23

Zowe JES/MVS/USS Explorers
The following features and enhancements were added to the JES Explorer:

» Changed the packaging and lifecycle st ar t . sh script to add explorer-ui-server keyring support. #1177

» Added app bar, along with settings, and local storage to store user preferences and remember the last search filter.
#487

« Notifications preference can set duration for snack bar notification. #273

The following features and enhancements were added to the MV S Explorer and USS Explorer:

« Changed the packaging and lifecycle st ar t . sh script to add explorer-ui-server keyring support. #1177
» Added ability to collapse and resize jobs tree. #259

Bug fixes

The following bugs were fixed.

Zowe API Mediation Layer

» Fixed SSL validation when Eurekais running in HTTP mode. When the schemeisHTTP, SSL configurationis
not verified sinceit is not used. #792


https://github.com/zowe/zlux-app-manager/pull/250
https://github.com/zowe/zlux/issues/274
https://github.com/zowe/explorer-jes/pull/204
https://github.com/zowe/zowe-cli/issues/760
https://github.com/zowe/zowe-cli/issues/764
https://github.com/zowe/imperative/pull/431
https://github.com/zowe/imperative/issues/422
https://github.com/zowe/zowe-cli-scs-plugin/issues/22
https://github.com/zowe/zowe-cli-scs-plugin/pull/23
https://github.com/zowe/zowe-install-packaging/pull/1177
https://github.com/zowe/zlux/issues/487
https://github.com/zowe/zlux/issues/273
https://github.com/zowe/zowe-install-packaging/pull/1177
https://github.com/zowe/zlux/issues/259
https://github.com/zowe/api-layer/issues/792
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» Fixed aproblemin error handling when no api-doc is available. Now a specific return code and message is
generated when a problem occurs when obtaining or transforming the api-doc. #571

ZSS
*  When RBAC isdisabled, only the following services will be available. #210

e /server/agent/environment (withlimited information)
e /server/agent/services

Zowe App Server

« Externa CA certificatesto the Zowe ZWED node_htt ps_certificat eAuthorities array only after
checking to seeif the certificates exist, which preventsit from pointing to nothing, resulting in it breaking. #136

« Inpreviousversions, the corponent . j son file was only being created when users upgraded their Zowe
system to amore recent version. Performing an initial installation would not result in the conponent . j son file
being created. In this version, this bug has been resolved, and the conponent . j son fileis created both when
upgrading and performing an initial installation. #135

Zowe CLI
The following bugs were fixed in the core CLI:

« Renamed the Z/OS Files API option from st or ecl ass tost or cl ass. Thisfixed an issue where the CLI
could define the wrong storage classon cr eat e dat aset commands. #503

» Fixed an issue where the output of thezowe zos-uss i ssue ssh command would sometimes omit the last
line. #795

The following bug was fixed in the Imperative CLI Framework:

» Fixed anissuewith Connect i onPr opsFor SessCf g where the user would be prompted for user/password
even if atoken was present. #436

Zowe JES/MVS/USS Explorers
The following bugs were fixed in the JES Explorer:

» Fixed abug where no jobs would show after auth token expired and user logs back in. #408
e Added default value for ZONE_EXPLORER _FRANME_ANCESTORS at lifecycle start script. It resolves #44.
» Fixed an issue where job tree height is greater than app container which makes the page scrollable. #484

The following bugs were fixed in the MV S Explorer:

» Fixed an issue where the dataset tree and the content viewer were not aligned. #484
e Added default value for ZONE_ EXPLORER FRANME _ANCESTORS at lifecycle start script. It resolves #44.

The following bugs were fixed in the USS Explorer:
e Added default value for ZONE_ EXPLORER FRANME _ANCESTORS at lifecycle start script. It resolves #44.

Version 1.14.0 LTS (August 2020)

Notable changes
Zowe Node APIs

Did you know that you can leverage the Zowe Node APIs directly? The Zowe Node APIs are the programmatic
APIsthat enable Zowe CL1 to interface with the mainframe. Y ou can use the APIs to build your own applications or
automation scripts, independent of Zowe CLI. For more information and usage examples, see the Zowe CLI readme
file.

Support for verifying Zowerelease integrity

Zowe now provides a new tool to verify that the code in the Zowe runtime directory installed on your z/OS® system
isidentical to the released code. The tool comprises a script filezowe- veri fy-aut henti city. sh, plusthe
filesit needsto check the release contents.


https://github.com/zowe/api-layer/issues/571
https://github.com/zowe/zss/pull/210
https://github.com/zowe/zlux-app-server/pull/136
https://github.com/zowe/zlux-app-server/pull/135
https://github.com/zowe/zowe-cli/issues/503
https://github.com/zowe/zowe-cli/issues/795
https://github.com/zowe/imperative/pull/436
https://github.com/zowe/zlux/issues/408
https://github.com/zowe/explorer-ui-server/issues/44
https://github.com/zowe/zlux/issues/484
https://github.com/zowe/zlux/issues/484
https://github.com/zowe/explorer-ui-server/issues/44
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https://github.com/zowe/zowe-cli#using-the-zowe-node-apis
https://github.com/zowe/zowe-cli#using-the-zowe-node-apis
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If the contents of the Zowe runtime directory have been modified, then it may result in unpredictable behavior. For
more information about the tool, see Verify Zowe runtime directory on page 395.

New features and enhancements
The following features and enhancements were added.
Zowe installation

e |f you are upgrading to Zowe v1.14 from a previous release, and the value of ZONE_EXPLORER HOST does not
match the host and domain that you put into your browser to access Zowe, you must update your configuration
due to updated referrer-based security. See System Requirements for information on updating your configuration.

« Allow the user to verify the authenticity of aZowe driver. The script zowe- veri fy-aut henti ci ty. sh will
check that aZowe ROOT_DI Rfor aninstalled rel ease matches the contents for when that rel ease was created,
which assists with support and troubleshooting. To verify pre-1.14 releases, the script and its associated code are
available separately (see #1552). For more information, see the new topic Verify Zowe runtime directory on page
395 that describes the operation of the script.

» Allow multiple domains (names/IP Addresses) when generating certificates. This also includes SMP/E
HOLDDATA for the affected function Zowe Confi gur ati on. #1511

e Included ZZOSMF workflows for Zowe z/OS configuration. #1527

e Added warning if ZWESVSTC runs under user ID | ZUSVR. #1534

» Changed the documentation so that SZWEAUTH PDSE load library members should not be copied elsewhere,
but instead the original installation target SZWEAUTH PDSE should be APF-authorized and used as the runtime
load library. This also includes SMP/E HOLDDATA for the affected function STC JCL aswell as changesto
topics Installing and configuring the Zowe cross memory server (ZWESISTC) on page 144 and Installing and
starting the Zowe started task (ZWESV STC) on page 154.

* Added anew topic Installing and configuring Zowe z/OS components using scripts.

APl Mediation Layer

* Prevented crashing of APl ML when null routes are set. #767
e Added support to the X-Forwarded-* Headers. #769

« Improved the configuration validator for the enablers to improve message specificity when one or more
parameters required for setup are missing. #760

Zowe App Server

« Using across-memory server without REUSASI D=YES may result in an ASID shortage. This pull-request adds a
check that will print awarning if REUSASI D=YES is not detected. #145

* Inprevious versions, the server used the property | nst ancel Dinstead of ZOAE_| NSTANCE. In order to
maintain backwards compatibility, these properties are now unified when the value of ZOAE_| NSTANCE is non-
default. Additionally, the server uses these values whenever an instance number is needed, such asin the case of
determining profile names for RBAC use #130

» The packaged size of the Editor has been significantly reduced by removing uncompressed versions of files that
have compressed variants and . map files which were used for devel opment debugging. #160

* TheZSS /unixfile REST APl now supports the changing of permissions on afile or folder, similar to chnod, by
caling /unixfile/chmod. The behavior is documented in swagger. #195 #132

« A natification will be displayed when users attempt to upload a wallpaper image that istoo large. #254

» The desktop personalization panel's color selection Ul now has an extra highlight around the selected color to
make the selection more apparent. #236

» Users can now recall migrated datasets in the Editor (viathe File Tree) by clicking on them. #78

Zowe CLI
The following features and enhancements were added to the core CL I

e Addedthecommand zowe zos-files del ete mi grated- dat a-set s todelete migrated data sets.
#716


https://github.com/zowe/zowe-install-packaging/blob/staging/files/fingerprint.pax
https://github.com/zowe/zowe-install-packaging/issues/1552
https://github.com/zowe/zowe-install-packaging/issues/1511
https://github.com/zowe/zowe-install-packaging/issues/1527
https://github.com/zowe/zowe-install-packaging/issues/1534
https://github.com/zowe/api-layer/pull/767
https://github.com/zowe/api-layer/pull/769
https://github.com/zowe/api-layer/pull/760
https://github.com/zowe/zowe-common-c/pull/145
https://github.com/zowe/zlux-app-server/pull/130
https://app.zenhub.com/workspaces/zowe-apps-5ce5829c1c7e0448d98d961e/issues/zowe/zlux-editor/160
https://github.com/zowe/zlux-app-server/blob/rc/doc/swagger/fileapi.yaml
https://github.com/zowe/zss/pull/195
https://github.com/zowe/zlux-app-server/pull/132
https://github.com/zowe/zlux-app-manager/pull/254
https://github.com/zowe/zlux-app-manager/pull/236
https://github.com/zowe/zlux-file-explorer/pull/78
https://github.com/zowe/zowe-cli/issues/716
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e Addedanew--fail-fast optiontothezowe zos-files downl oad al |l - menber s command. The
option defaultsto t r ue, which preserves existing behavior. Set the option to f al se to continue downloading
membersif one or more of the downloads fails. #759

e Updated the Imperative CLI Framework version. #744

Z/OSFTP Plug-in for Zowe CL1:

The following enhancement was added to the z/OS FTP Plug-in:

* Thefollowing flagswere added tothezowe zos-ftp submit data-set command: #55

e --wait - Specify aquery interval and max timesto query as commarseparated, numeric values. For example,
specify 5, 12 to query the job status every 5 seconds up to 12 times.

e --wait-for-output - Wait for the job to enter OUTPUT status.

e --wait-for-active -Waitforthejobtoenter ACTIVE status.

Zowe Explorer
The following features and enhancements were added to the Zowe Explorer:

« Added awebpack that works with localization and logging.
» Allowed extenders to load the saved profile sessions upon activation.
* Added an automatic re-validation for invalid profiles.

Also, check out the Zowe Explorer FAQ to learn more about the purpose and function of the VS Code extension.

Bug fixes
The following bugs were fixed.
Zowe App Server

* Budfix: ZSSwill nhow maintain the connection if users respond to the 404 message with the request
Connecti on: Keep-Alive #147

* NOTE: Thecode only recognizes Connect i on: Keep- Al i ve. Other "Keep-Alive" properties will be
ignored.

» Bugfix: If aload moduleisincorrectly copied to STEPLIB, the zZ/OS loader will fail to load it. In these cases, an
available copy in LPA will be used instead, if oneis available. The problem with LPA isthat any IDENTIFY calls
to amodule with an incorrect version number may cause serious issues. This pull-request ensures that ZWESISO1
comes from private storage. #146

« Bugfix: Fixes various issues that would occur when the number in the Cont ent - | engt h response header was
different from the actual content length. #150

« Bugfixesfor default plugin config and terminal handler location. This change was made in order to include the
_internal folder. st or ageDef aul t s other than _i nt er nal are aready supported. For more information,
see the wiki. #229

« Thisfix alowsthe server-side plugin config to exist within its own folder, rather than in the instance directory.
Asaresult, plugins no longer have to perform a copy operation during installation.

* You can now specify terminal proxy handler overrides within $| NSTANCE_DI R, which was previously only
possible within $ROOT_DI R. $ROOT_DI R modification is not recommended and not conformant for Zowe
plugins.

» Bugfix: The process of auto-converting untagged USS ebcdic files when using the ZSS /unixfile REST API has
been improved by determining if the files are text or binary based on alist of file extensions. The API behavior
towards unknown extensions has been changed from assuming text to now assuming binary. This fixed some
cases where text files were not readable through the REST API. #148 #152

* Bugfix: When using ZSS's /unixfile/contents REST AP, large files would occasionally cause an incorrect HTTP
message to be sent because the content-length header did not match the actual content length. This could result
when there is a conversion error. This issue has been solved by updating the API, alowing it to use the transfer
encoding type "chunked" instead, which allows these previoudly broken files to be sent successfully. #150


https://github.com/zowe/zowe-cli/pull/759
https://github.com/zowe/zowe-cli/pull/774
https://github.com/zowe/zowe-cli-ftp-plugin/pull/55
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https://github.com/zowe/zowe-common-c/pull/147
https://github.com/zowe/zowe-common-c/pull/146
https://github.com/zowe/zowe-common-c/pull/150
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» Budfix: Somefile actions in the Editor would generate URL s that included multiple slashesin arow, which may
caluse errors on servers that receive such requests. In this update, the URI Broker now removes multiple slashes
when they are encountered, which may additionally improve behavior in other apps that use the URI Broker for
the ZSS REST API /unixfile. #251

» Bugfix: During ZSSinitiaization, certain warning log messages were not displayed, such as the warning about
lack of permission to use | CSF to generate a random number. This issue has been resolved by initiaizing the
logger responsible for issuing the messages. #143

» Bugfix: In order to conserve log space, ZSS no longer prints debug information regarding HT TP dispatch. #156

« Bugfix: In previous versions, the app framework build process referenced webpack incorrectly, leading to an
unnecessary build-time error if webpack was not installed globally. Thisissue has been resolved. #248

« Budfix: In previous versions, developing with the app framework would show linting warnings in VSCode. This
issue has been resolved by updating tsconfig.json #240

* Bugfix: Some app server configuration values could not be specified via environment variables due to the limited
characters allowed in variables. A new syntax has been made to allow these edge-case configuration valuesto be
specified, and this new syntax is seen here: #230

e Overdl behavior is described in the wiki.
Zowe CLI
The following bug was fixed in Imperative CLI Framework:

» Fix update profile API storing secure fields incorrectly when called without CLI args.
» Fixed acompilation error when building the CLI from source.#770

Zowe Explorer

» Fixed the bug related to saving USSfiles.
» Fixed the bug related to the deletion of datasets.

Version 1.13.0 LTS (July 2020)

Notable changes

Zowe CL | added the ability to access mainframe services through APl Mediation Layer using single-sign on (SSO)
and multi-factor authentication (MFA). Use Zowe CLI to log in to APl Mediation Layer and receive atoken that is
used for secure authentication to one or more services. For more information, see Integrating CLI with APl Mediation
Layer.

The CLI also supports atype of profile named "base profile" that |ets you store configuration information for multiple
services. For more information, see Using Profiles.

New features and enhancements

The following features and enhancements were added.

Zowe installation

» Updated zowe- confi gur e- i nst ance upgrade to update ROOT_DIR. This allows you to move the Zowe
runtime to a different place when you install a new version of Zowe. #1414

« Updated the port validation logic to reduce false negatives. #1399
« Updated the Zowe installation and configuration to tolerate ZERT Network Analyzer better. #1124

API Mediation Layer

e Added Cross-origin resource sharing (CORS) Headers Support.
« Introduced an option to set connection timeout for a service.

* Provided SAF Keyrings support for aZAAS Client.

* Introduced Spring Boot enabler configuration validation.
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Zowe App Server

» Theapp server is now able to use more than one certificate authority (CA). This allows the server to validate other
server's authenticity by recognizing the CA that another server may have used #128

e Thedi spat cher. i nvokeAct i on method now returns promise, which provides the ability to wait until
di spat cher. i nvokeAct i on finishes and handles errors #59

» Thengx-color picker has been replaced by a custom hue selection bar, lightness swatches bar, and color palette,
alowing for a more customizabl e personalization experience #235

« Inthisversion, cross-launch via URL has been implemented, allowing for integration between the Application
Framework and applications. This feature enables users to bookmark a set of app2app communication actions (in
the form of aURL) that will be executed when opening the webpage #234

» Bookmarking features have been added to the TN3270 emulator #30

» Users can now save connection preferences on a per-user level. Clicking the floppy disk icon saves user
settings to that user's scope.

» Codepages have been reorganized so that the numbers are shown first, making it easier for users to navigate to
their favorites

e The buttons found in this feature have been realigned
» Several features have been added to the Zowe Editor #153

« Globally increased the shortest duration of snackbar notifications from 2 seconds to 3 seconds
e Added a"Close All" button in the menu (hot key is Alt + W + Shift)
« A snackbar notification will be displayed when users attempt to open afile that they do not have permission to
open
* Added an "Undo" option to the Close All feature to reopen tabs & files
« Login activity and session activity is now synchronized across multiple desktop tabs #242

«  When auser logs out of adesktop tab, all other active tabswill also log out
* When auser performs an action on a desktop tab, the other tabs register this activity, which stops them from
timing out
Zowe CLI
The following features and enhancements were added to the core Zowe CL I:

* Added the ability to log into and out of APl ML using atoken. #718

e Addedthe- - base- profil e optionto al commandsthat use profilesto let them make use of base profiles that
contain shared values. #718

e CLI commands now prompt for any of the following option values if the option is missing: host, port, user, and
password. #718

» Added character encoding/code page support for download and upload data set operationsin the APl library and
the CLI. #632

* Addedthe- - encodi ng option tothezosnf profile type. #632
* Introduced an API to delete migrated data sets. #715.

The following features and enhancements were added to the Imperative CL1 Framework:
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e Added the Connect i onPr opsFor SessCf g. addPr opsOr Pr onpt function to store credentials, such asa
token, in a session configuration object. #718

e CLI plug-ins must implement this function to create sessionsin order to consume automatic token-handling
and prompt for mission options features.

« Connection information is obtained from the command line in the following order: Environment variables,
service profiles, base profiles, or adefault option value.
 |f connection information is not supplied to any core CLI command, the user is prompted for:

e host
e port
e user
e password

The prompt times out after 30 seconds so that automated scripts will not fail.

« Added base profiles, atype of profile that can store values and provide them to other profile types, such as zosmf
profiles. #402

The following properties can be stored in a base profile:

e host

e port

e user

e password

* rejectUnauthorized
e tokenType

» tokenValue
* Added! ogi nand | ogout commandsto retrieve and delete tokens. #405

« Added ashowToken flag to display the token and not save it to the user profile.
* Added the ahility to create a user profile upon login, if no profile of that type existed previously.

e Added the- - dd flag, which lets users create a profile without using the default values specified for that profile.
#718

« |If atokenis present in the underlying REST session object, Imperative uses the token for authentication.

e CLI help text includes new options such ast okenVal ue. Plug-in developers might need to update mismatched
snapshots in automated tests.

« Updated the version of TypeScript from v3.7.4 to v3.8.0.
e Updated the version of TSLint from v5.x to v6.1.2.
» Update logdjs to improve Webpack compatibility for extenders.

Zowe Explorer
The following features and enhancements were added to Zowe Explorer:

» Added acredentials check feature that allows users to update their credentials if they receive an authorization
error.

* Added astar icon that clearly denotes data sets, USS files, and jobs as favorites.

« Added aprofile validation feature that checks whether a profileisvalid. The feature is triggered when any action
is performed with the profile. Vaidated profiles are indicated by a green mark.

» Disallowed case sensitivity for profiles with same names.

» Enabled editing of search filters.

» Enabled editing of ASCII filesin USS.

* Improved text in confirmation dia ogs.

» Reorganized the Data Sets context menu to match the order of commands recommended by V SCode.

Bug fixes

The following bugs were fixed.


https://github.com/zowe/zowe-cli/issues/718
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ZSS
* Budfix: ICFS error message is not printed. In this version, the issue has been resolved #143
Zowe App Server

» Budfix: Changing editor syntax in the MV S explorer caused a callstack limit exception. Thiswas dueto atrap
focus conflict between the Orion editor and the modal part within the ui Select component on syntax change. In
this version, the issue has been resolved by disabling di sabl eEnf or ceFocus for the syntax selector #129

< Budfix: An Infinite Auth loop would occur on explorer apps dueto APIML and z/OSMF auth timeouts mismatch.
In this version, the issue has been resolved by adding aforcelogin flag if a datasets request comes back as 401
#124

« Bugfix: When using the JES Explorer to view Spool files of ajob, users cannot open a spoal file that has the same
name as one aready open. This issue has been resolved by adding a unique id to content tabs to allow opening of
overlapping names #188

e Budfix: TheEnv var for TERMgets set to "linux", which is not recognized by USS. This issue has been
resolved through the removal of rxjs-compat #29

» Budfix: NGX-monaco-editor library has been removed in order to fix a bug. This now allows the Editor to open
and view files after the second instance of opening them #155

* Removed use of node-sass, so that native compilation is not required
« Updated to typescript 3.7 from version 2.7.2
» Updated to monaco 0.20 from version 0.13. The monaco changelog can be found here

Zowe CLI

» Fixed anissue where CLI web help failed to load in Internet Explorer 11. #393.

» Fixed anissue wherethe - - hel p- web option did not function on macOS when the DI SPLAY environment
variable was undefined. #322.

» Updated Imperative version to include security fixes.

« Updated Imperative version to fix a problem where users could not use a service profile after storing atokenin a
base profile.

» Fixed an issue where optional secure fields were not deleted when overwriting a profile.

Version 1.12.0 LTS (June 2020)

New features and enhancements
The following features and enhancements were added.
Zowe installation

» Keystore directory generation updated to add new parameters. If you wish to enable SSO for the desktop you
need to rerunthezowe- set up- certi fi cat es. sh script during the upgrade process, with new valuesin the
zowe-set up-certificates. env file #1347/ Doc: #1162

e Addeda-| optiona parameter to the zowe- suppor t . sh script. This parameter allows you to specify the
custom log directory used in installation and configuration when collecting support data. #1322 / Doc: #1165

e Added the validate only mode of Zowe. This allows you to check whether all the component validation checks of
the Zowe installation pass without starting any of the components. #1335/ Doc: #1181

* Separated ZSS component from the Zowe App Server component. #1320
* Introduced ZZOSMF Workflows that accomplish the following Zowe installation and configuration tasks:

e Install Zowe runtime using ZZOSMF Workflows.

e Configure Z/OS Security Manager.

« Configure Zowe certificates.

» Create and configure the Zowe instance directory, and run the Zowe started task.

API Mediation Layer
* Provided Zowe Authentication and Authorization Service (ZAAS) client.
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» Refreshed the static client definitions from the API Catalog Ul.
» Switched to sso- aut h instead of api m - aut h.

e Added logout endpoint API documentation.

e« Madejjw only atest dependency.

» Fixed the order of fetching the IWT from arequest.

» Implemented request retrying for service instances.

ZSS

» ZSS now follows the Zowe Component scheme, as part of the DESKTOP component group #177

« Read JWT token information from environment variables, if they exist, to further support SSO during a standard
installation. #178

e Inpreviousversions, ZIS did not use the version information provided inzss/ ver si on. t xt . Inthisversion,
the ZISbuild usesver si on. t xt the same way that ZSS uses it. #184
Zowe App Server

» Added SSO token name and label to convert - env. sh for use with ZSS. #118

» Script has been updated to allow ZSS to be a separate component. #117

* Theapp-server will favor and use a SAF keyring if defined for usein Zowe, rather than a unix file for keys,
certificates, and certificate authorities. #116

» The process for making bundled plugins using ROOT_DI R has been upgraded #123

« Updates have been implemented for modal keyboard accessibility. #148:

« Editor now has keyboard navigation in the browsing tree and pop-up modals.
* Pop-ups can be traversed with Tab/Tab + Shift.
» Desktop redesign suite and personalization settings have been implemented. #221
« Right-click context menus have been implemented for the new desktop style. #216
« A new attribute has been implemented to load plugins from different relative paths. #212

Zowe CLI
The following features and enhancements were added to the core Zowe CLI;

e Addedthezowe files hrec ds command torecal data sets. #556
* Madetheaccount option optional in TSO profiles. #709
« Madeuser and host optionsoptional in SSH profiles. #709

The following features and enhancements were added to the zZOS FTP Plug-in for Zowe CLI:

e Addedthezowe zos-ftp |ist data-set-nmenbers command tofind membersinaPDS. #45
e Addedthezowe zos-ftp make uss-directory command. #47

Zowe Explorer
Review the Zowe Explorer Change Log to learn about the |atest features, enhancements, and fixes.

You caninstall the latest version of the extension from the Visual Studio Code Marketplace.

Bug fixes
The following bugs were fixed.
Zowe installation

* Minor enhancements to add log directory validation and remove unnecessary log file splitting. #1334, #1300

*  When the automatically detected hostname that Zowe is installed on cannot be resolved, use the | P address
instead. This covers the scenario when the USS host nanme command returned a system name that wasn't
externally addressable. #1279

» Fixed an issue that could cause an upgraded version of Zowe to try and use an old version of plug-ins, by
switching the desktop to use arelative reference to find plugins. #1326


https://github.com/zowe/zss/pull/177
https://github.com/zowe/zss/pull/178
https://github.com/zowe/zss/pull/184
https://github.com/zowe/zlux-app-server/pull/118
https://github.com/zowe/zlux-app-server/pull/117
https://github.com/zowe/zlux-app-server/pull/116
https://github.com/zowe/zlux-app-server/pull/123
https://github.com/zowe/zlux-editor/pull/148
https://github.com/zowe/zlux-app-manager/pull/221
https://github.com/zowe/zlux-app-manager/pull/216
https://github.com/zowe/zlux-server-framework/pull/212
https://github.com/zowe/zowe-cli/issues/556
https://github.com/zowe/zowe-cli/pull/709
https://github.com/zowe/zowe-cli/pull/709
https://github.com/zowe/zowe-cli-ftp-plugin/issues/45
https://github.com/zowe/zowe-cli-ftp-plugin/issues/47
https://github.com/zowe/vscode-extension-for-zowe/blob/master/CHANGELOG.md
https://marketplace.visualstudio.com/items?itemName=Zowe.vscode-extension-for-zowe
https://github.com/zowe/zowe-install-packaging/pull/1334
https://github.com/zowe/docs-site/issues/1300
https://github.com/zowe/zowe-install-packaging/pull/1279
https://github.com/zowe/zowe-install-packaging/pull/1362

| Getting Started | 38

ZSS

» Budfix: Fixed a segfault when no config fileis provided by moving all the zowelog invocationsto alocation
where the logging environment is ready. Additionally, cleanup logic has been introduced to ensure that we free the
STC base resources before leaving main. #187

« Budfix: In previous versions, if awarning message is produced by the compiler, the build processis considered
successful. Thisis often dangerous as warnings can indicate passing the wrong type or redefinition of a
#def i ne, which should be considered bugs. The following changes have been implemented to make the build
process more strict #188:

* Make sure there are no warning messagesin the current build.

» Update depsto removetheht t pfi | eservi ce. ¢ warning message, and pick up aminor type fix.
e Ensureside-deck fi | e/ SYSDEFSD DD by adding thedl | option to the linker.

e Adjust the compiler env variable that controls the severity.

e Ensureno ZSSbinary is created if RC !=0.

Zowe App Server

» Budfix: Logout of sso-auth was not working because it was expecting apiml parameters that should have been
there but were controlled by the env var APIML_ENABLE_SSO. In this version, the issue has been resolved.
#126

» Bugfix: In this release, many bugs picked up by the Sonar scan for core Zowe repositories have been resolved
#214

« Bugfix: Plugin api would not respond if a plugin could not load due to a dependency not being met. That plugin
would not be placed in the array that checks when the processing has finished, so aresponse would never be
generated. #208

« Bugfix: Fixed alogout cookie bug and sso-auth behavior bug in order to fully support SSO. Additionally,

t okenl nj ect or wasremoved asit is no longer required with the introduction of SSO. #209

» Budfix: Fixed lease information for APl ML #218

« Budfix: In previous versions, the user was never shown the logout screen when the plugin would detect zss, but
not apiml. In this version, thisissue has been resolved. #221

« Bugfix: Fixed issue where localhost & 127.0.0.1 were aways used even when not true. Additionally, each worker
in the cluster attempted registration even though, from an outside perspective, it is 1 server. In thisversion, the
server uses areal hosthame and tries to find the ip that best matches what apiml would be able to use #203

Zowe CLI

Updated Yargsin Zowe Imperative CLI Framework to fix vulnerabilities.

Version 1.11.0 LTS (May 2020)

New features and enhancements

The following features and enhancements were added:

APl Mediation Layer

The following new feature was added to the Zowe APl Mediation Layer in this version:

e The'Try it out' functionality has been added to test for public and private endpoints.#258
API ML Changelog

ZSS

* A new query parameter (?addQualifiers) which can be appended to /datasetM etadata/ allows for searching that
more closely represents the search behavior of 3.4 #108
« Added support for changing log levelsvia REST APl #173


https://github.com/zowe/zss/pull/187
https://github.com/zowe/zss/pull/188
https://github.com/zowe/zlux-app-server/pull/126
https://github.com/zowe/zlux-server-framework/pull/214/
https://github.com/zowe/zlux-server-framework/pull/208
https://github.com/zowe/zlux-server-framework/pull/209
https://github.com/zowe/zlux-server-framework/pull/218
https://github.com/zowe/zlux-server-framework/pull/221
https://github.com/zowe/zlux-server-framework/pull/203
https://github.com/zowe/api-layer/issues/258
https://github.com/zowe/api-layer/blob/master/CHANGELOG.md
https://github.com/zowe/zowe-common-c/pull/108
https://github.com/zowe/zss/pull/173
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Zowe App Server

» Updated the JES Explorer, MV S Explorer, and USS Explorer apps to support single sign-on from the Zowe API
Mediation Layer. #344 #345 #346

* Modalsin the Editor now have an " X" icon to close the modal . #130

< Anevent emitter for session changes, login, logout, and sessionExpire for Angular, React, and iFrame applications
has been added #210

» Session events have been added to mvdhosting #53

» Updates made to generate_zlux_certificates.sh because apiml_cm.sh has been moved into the zowe-install-
packaging repo #110

e Zowe Web browser plugin, which can be used to view webpages that are not Zowe apps, has been added. #194

« Trandations have been added for labels and buttons for password reset forms #215, #218

» Browser-based apiml token, auth simplification #196:

1. APl mediation layer token is now held in the browser upon login via the Desktop. This also allows for the
Desktop to do single-sign-on login with the token if it is already present in the browser.

2. Auth plugins no longer need to be specified explicitly within the server configuration file, the capability
remains for backwards compatibility. The server will now auto-detect the auth plugins that are available

3. Auth plugins can how be of more than one type, to satisfy environments that have plugins that need access to
APIs of similar but different types

» New shortcuts have been added to navigate the start menu with a keyboard #213
e Sessions are now maintained based on most recent activity across tabs #219
e Support for password changing, including expired password changing, has been implemented #193

Zowe APlIs
Zowe Jobs APIs

* Version 2 APIs now support single sign-on from the Zowe APl Mediation Layer #21
» Updated embedded Spring Boot version #39

Zowe Data Set and Unix FilesAPIs

« Version 2 APIs now support single sign-on from the Zowe APl Mediation Layer #18
« Updated embedded Spring Boot version #151
« Added incomplete connect timeout parameter to prevent Slowloris DOS attacks #158

Zowe CLI

Reference the appropriate version in each of the following changelogs to learn about CL 1 features, enhancements, and
fixes:
Core CLI Changelogs:

e ZoweCLI -v6.11.0
e Imperative CLI Framework - v4.6.0
» Secure Credentia Store Plug-in - v4.0.4

CLI Plug-in Changelogs:

e IBM CICSPlug-in - v4.0.2
e IBM DB2 Plug-in - v4.0.6
e IBM FTPPlug-in - v1.0.2
e IBM IMSPug-in-v2.0.1
e IBM MQ Plug-in-v2.0.1

Zowe Explorer
Review the Zowe Explorer Change Log to learn about the |latest features, enhancements, and fixes.

You caninstall the latest version of the extension from the Visual Studio Code Marketplace.


https://github.com/zowe/zlux/issues/344
https://github.com/zowe/zlux/issues/345
https://github.com/zowe/zlux/issues/346
https://github.com/zowe/zlux-editor/pull/130
https://github.com/zowe/zlux-app-manager/pull/210
https://github.com/zowe/zlux-platform/pull/53
https://github.com/zowe/zlux-app-server/pull/110
https://github.com/zowe/zlux-app-manager/pull/194
https://github.com/zowe/zlux-app-manager/pull/215
https://github.com/zowe/zlux-app-manager/pull/218
https://github.com/zowe/zlux-server-framework/pull/196
https://github.com/zowe/zlux-app-manager/pull/213
https://github.com/zowe/zlux-app-manager/pull/219
https://github.com/zowe/zlux-app-manager/pull/193
https://github.com/zowe/jobs/issues/21
https://github.com/zowe/jobs/pull/89
https://github.com/zowe/data-sets/issues/18
https://github.com/zowe/data-sets/pull/151
https://github.com/zowe/data-sets/pull/158
https://github.com/zowe/zowe-cli/blob/master/CHANGELOG.md
https://github.com/zowe/imperative/blob/master/CHANGELOG.md
https://github.com/zowe/zowe-cli-scs-plugin/blob/master/CHANGELOG.md
https://github.com/zowe/zowe-cli-cics-plugin/blob/master/CHANGELOG.md
https://github.com/zowe/zowe-cli-db2-plugin/blob/master/CHANGELOG.md
https://github.com/zowe/zowe-cli-ftp-plugin/blob/master/CHANGELOG.md
https://github.com/zowe/zowe-cli-ims-plugin/blob/master/CHANGELOG.md
https://github.com/zowe/zowe-cli-mq-plugin/blob/master/CHANGELOG.md
https://github.com/zowe/vscode-extension-for-zowe/blob/master/CHANGELOG.md
https://marketplace.visualstudio.com/items?itemName=Zowe.vscode-extension-for-zowe
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Zowe installer

e Addeda-| parameter to the Installing Zowe runtime from a convenience build on page 100, zowe-setup-
certificates.sh, zowe-install-xmem.sh, and Step 1: Copy the PROCLIB member ZWESV STC on page 154
scripts. This parameter allows you to specify where the setup scripts write trace logs.

* Improved port validation to assist determining whether Zowe's ports are available.
Zowe troubleshooting

« Improved the troubleshooting script zowe- suppor t . sh to assist with offline problem determination. See
Capturing diagnostics to assist problem determination on page 393.

Zowe documentation

» Added atopic Zowe lifecycle on page 386 that describes the use of the EXTENDER COVPONENTS vauein
thei nst ance. env file. See Extensions on page 152.

» Improved the Zowe architecture on page 13 information to include a more current architecture topology
diagram and more details on the individual Zowe services, where they log their data, and how to perform high-
level problem determination.

e Added new problem determination scenarios and resolution. See Troubleshooting Zowe Application Framework
on page 428

» Added information on how to determine which release of Zowe isinstalled. See Zowe releases.
» Added a Zowe resources on page 65 topic, which provides alist of resources that supplement the

documentation on this site.
Bug fixes
The following bugs were fixed:
ZSS
* Budfix: Fixed a below-the-line leak in the QSAM code #138
Zowe App Server

» Budfix: Materia dialogs no longer overlap over the login screen #145

* Bugfix: Re-login to same desktop session would duplicate itemsin the launch menu. In this version, the session is
cleared on logout, fixing the duplication issue #208

» Bugfix: Bugfix for websockets to prevent server throwing exception on malformed message #189

« Bugfix: Fixed app server configuration bug where min worker count was ignored when max worker count was not
defined #187

* Budfix: Added missing pluginlD argument for setStorageAll method. #191

» Bugfix: app-server agent information was not available to pluginsif it was specified via command line arguments
#111

Version 1.10.0 LTS (April 2020)

New features and enhancements

The following features and enhancements were added:

APl Mediation Layer

The following new feature was added to the Zowe API Mediation Layer in thisversion:
e Zowe APl ML can now use ZZ OSMF to provide JSON Web Tokens (JWT). #433
ZSS

* Fast EBCDIC to UTF8 character trandation is now supported by using the TROO instruction with a"EBCDIC
1047 to ISO/IEC 8859-1" trandation table. #127

» Performance improvementsin character conversion, JSON and collections code. #162
» Thecode now prints fewer warnings when AT-TLSis not set up. #130


https://github.com/zowe/zowe-common-c/pull/138
https://github.com/zowe/zlux-editor/pull/145
https://github.com/zowe/zlux-app-manager/pull/208
https://github.com/zowe/zlux-server-framework/pull/189
https://github.com/zowe/zlux-server-framework/pull/187
https://github.com/zowe/zlux-server-framework/pull/191
https://github.com/zowe/zlux-app-server/pull/111
https://github.com/zowe/api-layer/issues/433
https://github.com/zowe/zowe-common-c/pull/127
https://github.com/zowe/zss/pull/162
https://github.com/zowe/zowe-common-c/pull/130
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ZSS logs belonging in the ZSS repo have been refactored so that they now use the Zowe logger and message 1Ds.
#163

Config variable names have been updated to stay consistent with IBM terminology. #165

Zowe App Server

The sample-react-app README has been updated to state prerequisites. #20

An example of how to use the Zowe Desktop's built-in context menu has been added. #31
Sample angular app has been updated for angular 6 best practices use of HttpClient, RxJS #33
Simple conda build scripts have been added. #46

App server logs now have I1Ds prefixed, for easy lookup in future documentation. #49
Enhancements for plugin adding. #51

App server logs now have | Ds prefixed, for easy lookup in future documentation #102.

App server now defaults to prevent apps from being embedded in an iframe that does not come from the same
origin. #104

The jes-explorer has been updated to support Single Sign On functionality offered by the api-layer. #160

Desktop now has key bindings to minimize (ctrl-alt-down), maximize windows (ctrl-alt-up), and show launchbar
menu (ctrl-alt-m). #176

App server “router”-type dataservices now have a new Storage API within their context object, for standardized
in-server state persistence. #178

App server can now add plugins on-demand without arestart, by re-scanning plugins directory via REST API /
plugins. #179

App server can now be configured to set HTTP headers that will default and possibly override those of the
plugins. #180

App server /auth APl now returns which handler is the default. #183

Events and actions for viewports and windows are now accessible to iframe via the standardized
window.ZoweZL UX.iframe object. #184

Focus on app2app, as well as some package updates. #188
3 features:

1. Desktop can now filter the list of apps by search query.

2. Desktop cleanup has reduced the bootstrapping server requests by half.

3. Desktop now can load new apps added to the server without a page reload. #189
Desktop’s DOM now has lang attribute as soon as the language preference is known. #190
Desktop login screen updated with new Zowe logo. #204

JES, MV'S Explorers now have support for APIML’ s Single Sign On feature #344

Zowe CLI

The Secure Credential Store plug-in is now packaged with tools that build dependencies locally. This fixes an issue
where the installation could fail at sites with firewall restrictions. #9

Tip: Zowe CLI release notes are now aggregated in changel ogs. Reference the appropriate version in each changelog
to learn about features, enhancements, and fixes.

CoreCLI| Changelogs:

Zowe CLI - v6.10.1
Secure Credentia Store Plug-in - v4.0.3

CLI Plug-in Changelogs:

IBM CICS Plug-in - v4.0.2
IBM DB2 Plug-in - v4.0.5
IBM FTP Plug-in: - v1.0.1
IBM IMS Plug-in: - v2.0.1
IBM MQ Plug-in: - v2.0.1


https://github.com/zowe/zss/pull/163
https://github.com/zowe/zss/pull/165
https://github.com/zowe/sample-react-app/pull/20
https://github.com/zowe/sample-angular-app/pull/31
https://github.com/zowe/sample-angular-app/pull/33
https://github.com/zowe/zlux-build/pull/46
https://github.com/zowe/zlux-platform/pull/49
https://github.com/zowe/zlux-platform/pull/51
https://github.com/zowe/zlux-app-server/pull/102
https://github.com/zowe/zlux-app-server/pull/104
https://github.com/zowe/explorer-jes/pull/160
https://github.com/zowe/zlux-app-manager/pull/176
https://github.com/zowe/zlux-server-framework/pull/178
https://github.com/zowe/zlux-server-framework/pull/179
https://github.com/zowe/zlux-server-framework/pull/180
https://github.com/zowe/zlux-server-framework/pull/183
https://github.com/zowe/zlux-app-manager/pull/184
https://github.com/zowe/zlux-app-manager/pull/188
https://github.com/zowe/zlux-app-manager/pull/189
https://github.com/zowe/zlux-app-manager/pull/190
https://github.com/zowe/zlux-app-manager/pull/204
https://github.com/zowe/zlux/issues/344
https://github.com/zowe/zowe-cli-scs-plugin/issues/9
https://github.com/zowe/zowe-cli/blob/master/CHANGELOG.md
https://github.com/zowe/zowe-cli-scs-plugin/blob/master/CHANGELOG.md
https://github.com/zowe/zowe-cli-cics-plugin/blob/master/CHANGELOG.md
https://github.com/zowe/zowe-cli-db2-plugin/blob/master/CHANGELOG.md
https://github.com/zowe/zowe-cli-ftp-plugin/blob/master/CHANGELOG.md
https://github.com/zowe/zowe-cli-ims-plugin/blob/master/CHANGELOG.md
https://github.com/zowe/zowe-cli-mq-plugin/blob/master/CHANGELOG.md
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Zowe Explorer
Review the Zowe Explorer Change Log to learn about the | atest features, enhancements, and fixes.

You caninstall the latest version of the extension from the Visual Studio Code Marketplace.

Bug fixes
The following bugs were fixed:
Zowe z/OS Installation

Bugfix: zowe- confi gur e-i nst ance. sh doesnot alow the - ¢ instance directory location to be an existing
Zowe runtime. This caused a deadlock and running out of BPXAS instances. See Unable to create BPXAS instances
on page 399. #1123

Zowe App Server

« Bugfix: subloggers would not inherit message translation maps from parent loggers. #24
» Bugfix: sample-angular-app could not be run from afolder outside of $ROOT_DIR. #34

« Budfix: Menu locations were wrong when multiple apps opened because the numbers used partially came from
the previous instance. #36

» Bugfix: Apps that were the target of app2app communication were not put into focus. #50
« Bugfix: Developers could not run app-server without a certificate authority. #98

* Budfix: App server could not work with self-signed/invalid TLS certificates sometimes used in test/devel opment,
because the configuration option broke. The option has been restored. #103

« Budfix: App server instance settings initialization had inconsistent write permissions. #105

« Bugfix: App server no longer issues warning about failure to load undefined log file. #182

« Bugfix: Fixes unformatted messages when alanguage is not specified. #186

« Budfix: Editor would not work for unix files when used through api mediation layer due to encoded slash. #187
« Budfix: App framework’sright click menu could go off screen vertically at the bottom. #200

« Bugfix: zosmf-auth no longer issues configuration warning during startup. #398

« Doc Bugfix: Sample react app did not state its dependence on the sample angular app. #405

* Budfix: Substitute zosmf-auth for apiml-auth to remove warning. #1232

Version 1.9.0 LTS (February 2020)

Zowe v1.9.x is designated as the current Zowe Long-term Support (LTS) version.

New features and enhancements

The following features and enhancements were added:

API Mediation Layer

The following new features and enhancements have been made to the Zowe API Mediation Layer in this version:

» Support of special characters has been added to APl Mediation Layer core services. In addition, al onboarding
enablers now support special characters aswell.

¢ Custom metadata support has been added to the onboarding enablers. Additional parameters can now be easily
added to an expandable parameter array. This feature may be used for security configuration in the future.

» Passticket support has been added to APl ML Core Services and onboarding enablers. This makesit easier to
authenti cate existing mainframe applications with the APl Mediation Layer.

* New versions of Spring Boot based onboarding enablers (V1 and V2) have been released. These enablers support
the new version of the metadata required by the Discovery Service. The hew versions of the enablers consume
significantly less disk space.

The following bug fixes have been introduced:

« A fix of acritical authentication issue with some versions of ZZOSMF has been applied.
« A fix has been applied to support multipart requests.


https://github.com/zowe/vscode-extension-for-zowe/blob/master/CHANGELOG.md
https://marketplace.visualstudio.com/items?itemName=Zowe.vscode-extension-for-zowe
https://github.com/zowe/zowe-install-packaging/issues/1123
https://github.com/zowe/zlux-shared/pull/24
https://github.com/zowe/sample-angular-app/pull/34
https://github.com/zowe/sample-angular-app/pull/36
https://github.com/zowe/zlux-platform/pull/50
https://github.com/zowe/zlux-app-server/pull/98
https://github.com/zowe/zlux-app-server/pull/103
https://github.com/zowe/zlux-app-server/pull/105
https://github.com/zowe/zlux-server-framework/pull/182
https://github.com/zowe/zlux-server-framework/pull/186
https://github.com/zowe/zlux-app-manager/pull/187
https://github.com/zowe/zlux-app-manager/pull/200
https://github.com/zowe/zlux/issues/398
https://github.com/zowe/zlux/issues/405
https://github.com/zowe/zowe-install-packaging/pull/1232
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» A fix has been applied to the ZZOSMF authorization header.
Zowe App Server

* Added support for Node.js - ZZOS VV12. See Installing Node.js on z/OS on page 74 for details.
* A new endpoint for removing dataservices has been added #62

» Functionality for removing data sets has been added #65

« Deletion of data sets and their membersis now supported #88

» Deletion of data sets and their membersis now supported #85

» Thefollowing helper functions have been added to test caller's environment #115:

e A function to test whether the caller isrunning in SRB
e A function to test whether the caller isin cross-memory mode
« A function to test whether the caller is holding a CPU, CMS, CML or local lock

» Thelogout endpoint has been re-added for zss #100

» Added support of SRB and locked callers to the Cross-Memory server's PC space switch routine #153

e Thispull request add the following features #120: Ability to use the lock-free queue intrusively which allows
amore flexible storage management on the user's side Functions to copy to/from foreign address space using
destination/source keysand ALETSs

» Reformatted the save as modal in zowe editor #129

» Added snackbar notification for directory error #131

« Removed language server tab in editor #134

» Explicitly call zssfor logout to make sure cookies are known to be invalid #28

« Thefollowing changes have been made to Zlux server framework logging #174:

« Added English resource files for messages

* Added codeto all error, warning, debug and informational logged outputs

* Replaced most console.log calls with logger calls
e Support for HTTP-Strict-Transport-Security. Custom headers for static content are now available #173
» Functionality for controlling application access for individual users has been added #216
e Out-of-band multi-factor authentication is now supported #225

Zowe CLI

To leverage the new features and plug-ins available in this version, you must follow the stepsin Migrating to Long-
term Support (LTS) version on page 175.

The following new CLI plug-ins are added:

» IBM® z/OS FTP Plug-in for Zowe CLI on page 245

« IBM® IMS™ Plug-in for Zowe CLI on page 246

« IBM® MQ Plug-in for Zowe CLI on page 247

¢ Secure Credential Store Plug-in for Zowe CLI on page 248

The following new features and enhancements are added in this version:

* Notable Change Thezowe zos-fil es downl oad ds andzowe zos-files downl oad uf
commands no longer put the full content in the response format json (- - r f j ) output. More information.

* Notable Change: The- - pass option ischanged to - - passwor d for al commands and profiles (zosmf, cics,
etc...). Thealiases- - pwand - - pass still function. To update a profile, issuethezowe profil es update
command and use the new option name - - passwor d.

* Notable Change: You can enter PROVPT* asavaue for any CLI option to enable interactive prompting. If you
wrote scripts in which any option is defined with the exact value PROMPT* , the script will not execute properly in
this version. For more information, see Using the prompt for sensitive options.


https://github.com/zowe/zss/pull/62/files
https://github.com/zowe/zowe-common-c/pull/65
https://github.com/zowe/zss/pull/88/commits
https://github.com/zowe/zowe-common-c/pull/85/commits
https://github.com/zowe/zowe-common-c/pull/115
https://github.com/zowe/zlux-app-server/pull/100
https://github.com/zowe/zss/pull/153
https://github.com/zowe/zowe-common-c/pull/120
https://github.com/zowe/zlux-editor/pull/129
https://github.com/zowe/zlux-editor/pull/131
https://github.com/zowe/zlux-editor/pull/134
https://github.com/zowe/zss-auth/pull/28
https://github.com/zowe/zlux-server-framework/pull/174
https://github.com/zowe/zlux-server-framework/pull/173
https://github.com/zowe/zlux/issues/216
https://github.com/zowe/zlux/issues/225
https://github.com/zowe/zowe-cli/pull/331
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e Zowe CLI was tested and confirmed to run on Unix System Services (USS) on zZ/OS. For more information, refer
to blog Installing Node.js on the Mainframe.

(The IBM Db2 and Secure Credentia Store plug-ins for Zowe CLI will not run on Z/OS due to native code
reguirements.)

e Thezowe fil es copy commandwasadded for copying the contents of a data set or member to another data
set or member. #580

» Zowe CLI now exploits Node.js stream APIs for download and upload of spool files, data sets, and USS files.
(#331)

« Thefollowing new commands were added for interacting with file systems:

e zowe zos-files list fs#429
e zowe zos-files nount fs #431
e zowe zos-files unmount fs #432
» Thefollowing new commands were added for creating USS files and directories:

e zowe zos-files create fil e #368
e zowe zos-files create dir #368

The IBM® CICS® Plug-in is updated with the following functionality:

« Notable Change: The plug-in now uses HTTPS by default when connecting to CMCI. The option - - pr ot ocol
ht t p was added to let you override the default as needed. #77

» Define, enable, install, discard, disable, and delete CICS URIMaps. #53 #49 #48 #51 #50 #52
» Define and delete CICS web services. #58 #59
e Add and remove CSD Groups to/from CSD Lists #60.

Zowe Explorer
Review the Zowe Explorer Change Log to learn about the |atest features, enhancements, and fixes.
You caninstall the latest version of the extension from the Visual Studio Code Marketplace.

Watch avideo on how to Installing on page 250.

Bug fixes
The following bugs were fixed:
Zowe App Server

* URL encoding with % sign were always returning with authorization:false with RACF #27
« Usersareno longer able to delete the initial “/” in the address bar for selected files #379

e The search bar text for datasets has been changed from "Enter a dataset” to "Enter a dataset query”. The Address
bar text for files has been changed from “Enter adirectory” to “Enter an absolute path” #60

Version 1.8.1 (February 2020)

Bug fixes for Zowe CLI

A bug was fixed where Zowe CL| installation could fail and users could receive the following error message when
installing Zowe CL1 v1.8.0:

981 verbose stack Error: EPERM operation not pernitted
Toinstal the fix, download the new v1.8.1 package from Zowe.org and retry the installation process.

Version 1.8.0 (February 2020)

New features and enhancements

The following features and enhancements were added.


https://medium.com/@plape/installing-node-js-on-the-mainframe-both-linux-and-z-os-to-run-zowe-cli-19abb6494e41
https://github.com/zowe/zowe-cli/pull/580
https://github.com/zowe/zowe-cli/pull/331
https://github.com/zowe/zowe-cli/issues/429
https://github.com/zowe/zowe-cli/issues/431
https://github.com/zowe/zowe-cli/issues/432
https://github.com/zowe/zowe-cli/issues/368
https://github.com/zowe/zowe-cli/issues/368
https://github.com/zowe/zowe-cli-cics-plugin/issues/77
https://github.com/zowe/zowe-cli-cics-plugin/issues/53
https://github.com/zowe/zowe-cli-cics-plugin/issues/49
https://github.com/zowe/zowe-cli-cics-plugin/issues/48
https://github.com/zowe/zowe-cli-cics-plugin/issues/51
https://github.com/zowe/zowe-cli-cics-plugin/issues/50
https://github.com/zowe/zowe-cli-cics-plugin/issues/52
https://github.com/zowe/zowe-cli-cics-plugin/issues/58
https://github.com/zowe/zowe-cli-cics-plugin/issues/59
https://github.com/zowe/zowe-cli-cics-plugin/issues/60
https://github.com/zowe/vscode-extension-for-zowe/blob/master/CHANGELOG.md
https://marketplace.visualstudio.com/items?itemName=Zowe.vscode-extension-for-zowe
https://github.com/zowe/zss-auth/pull/27
https://github.com/zowe/zlux/issues/379
https://github.com/zowe/zlux-file-explorer/pull/60
https://www.zowe.org/download.html
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Installation of Zowe z/OS components

Theinstallation now just needs two parameters configured: the USS location of the runtime directory and a data
set prefix where a SAMPLIB and LOADLIB will be created. The runtime directory permissions are set to 755 and
when Zowe isrun, no datais written to the runtime directory.

The way to configure Zowe is changed. Previously, you configured Zowe at installation time with the zowe-

i nstall.yam file Thisfile hasbeen removed and is no longer used in thisrelease.

A new directory zowe- i nst ance- di r has been introduced that contains configuration data used to launch
Zowe. This allows more than one Zowe instance to be started from the same Zowe runtime directory. A new file

i nst ance. env within each zowe- i nst ance- di r directory controls which ports are alocated to the Zowe
servers aswell aslocation of any dependencies such as Java, ZZOSMF or node. No configuration data is specified
a install time. The dataiis only read, validated and used at launch time. Thei nst ance. env file containsa
parameter value LAUNCH COVPONENT _GROUPS that allows you to control which Zowe subsystems to launch,
for example you can run the Zowe desktop and not the APl Mediation Layer, or vice-versa; you can run just the
APl Mediation Layer and not the Zowe desktop. The zowe- i nst ance- di r directory isaso wherelog files
are collected. Static extensions to the API Mediation Layer are recorded in the Zowe instance directory as well

as any plug-in extensions to the Zowe desktop. This allows the runtime directory to be fully replaced during PTF
upgrades or moving to later Zowe releases while preserving configuration data and extension definitions that are
held in the instance directory.

A new directory keyst or e- di r ect or y has been introduced outside of the Zowe runtime directory which is
where the Zowe certificate is held, as well as the truststore for public certificates from z/OS services that Zowe
communicates to (such as ZZOSMF). A keystore directory can be shared between multiple Zowe instances and
across multiple Zowe runtimes.

All configuration of z/OS security that was done by Unix shell scripts during installation and configuration

has been removed. A JCL member ZWESECUR is provided that contains all of the JCL needed to configure
permissions, user IDs and groups, and other steps to prepare and configure a z/OS environment to successfully run
Zowe. Codeisincluded for RACF, Top Secret, and ACF/2.

The Zowe cross memory server installation script zowe- i nst al | - apf - server. sh isremoved. Inthis
release, the steps for configuring z/OS security are included in the ZWESECUR JCL member.

Previously, Zowe runs its two started tasks under the user ID of | ZUSVR and admin of | ZUADM N. These belong
to ZZOSMF and are no longer used in thisrelease. Instead, Zowe includes two new user 1Ds of ZWESVUSR (for the
main Zowe started task), ZWESI USR (for the cross memory server), and ZWEADM N as a group. These user IDs
are defaults and different ones can be used depending on site preferences.

Previoudly, the main Zowe started task is called ZONESVR. Now it is called ZWESVSTC.

Previoudly, the cross memory started task is called ZWESI S01. Now it is called ZWESI STC.

The script zowe- veri fy. sh isno longer included with Zowe. Now the verification is done at launch time and
dependent on the launch configuration parameters. It is no longer done with a generic script function that zowe-
verify. sh usedto provide.

For more information about how to install Zowe z/OS components, see z/OS Installation Roadmap on page 97.

API Mediation Layer

The API Catalog backend has been modified to support the OpenAPI 3.0 version. The API Catalog now supports
the display of API documentation in the OpenAPI 3.0 format.

A new Eureka metadata definition has been devel oped to enable service registration that does not require using
existing pre-prepared enablers. Both new and old metadata versions are supported by the Discovery Service.
Corresponding documentation to onboard a service with the Zowe APl ML without an onboarding enabler has
also been refactored.

The plain Java enabler has been redesigned for simple and straight-forward APl service configuration.
Configuration parameters have been refactored to remove duplicates and unused parameters, and improve
consistency with other parameters. Documentation to Onboard a REST API service with the Plain Java Enabler
(PJE) has also been refactored.

Zowe App Server

The app server now issues amessage indicating it is ready, how many plug-ins loaded, and where it can be
accessed from #355


https://github.com/zowe/zlux/issues/355
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* Restructured the App server directories to separate writable configuration items from read-only install content
#I11 #627 #87 #43

* Moveinstall-app script to instance directory bin folder for ease of use #966
» Access control for app visibility 216
« Thefollowing features and enhancements were made in the default apps:

« Ul changesfor write support for datasetsin editor #340

e Support for QSAM and VSAM deletion in the ZSS dataset REST API #339
 Editor: Dataset deletion capability #229

« Editor: File deletion Ul changes #338

« Editor fix: When saving a new file use the opened directory in the dialog #233
« Editor fix: Disable text areafor datasets in the absence of write ability #342

« Editor fix: When saving a new file use the opened directory in the dialog #233

Zowe CLI
e TheZowe CLI REST API now supports the following capabilities for managing data sets:

* Rename sequential and partitioned data sets. #571
* Migrate data sets. #558
» Copy data sets to another data set and copy members to another member. #578

e TheZowe CLI REST API now supports HTTP ETags in response data. The ETag mechanism allows client
applications to cache data more efficiently. ETAQs can also prevent simultaneous, conflicting updatesto a
resource. #598

Zowe Explorer
Review the Zowe Explorer Change Log to learn about the |atest features, enhancements, and fixes.
You caninstall the latest version of the extension from the Visual Studio Code Marketplace.

Check the new "Getting Started with Zowe Explorer” video to learn how to install and get started with the extension.
For more information, see Installing on page 250.

Bug fixes
The following bugs were fixed.
Zowe App Server

e Useof environment variables ( TAG_REDIR_XXX) required to run Zowe with node v12 #333
e install-app. sh script would not work without first server run, improper permissions #373

Zowe CLI

* Fixedanissuewherezowe zos-jobs submt stdi n command returned an error when handling data from
standard in. #601

» Updated dependencies to address potential vulnerabilities. Most notably, Yargsis upgraded from v8.0.2 to
v15.0.2. #333

Version 1.7.1 (December 2019)

New features and enhancements
The following features and enhancements were added.
Zowe App Server

« A backup routine for when anon-administrator tries to access the API. Instead of executing privileged commands
and failing, it will execute a command to get their profile, and return only the information in their scope. Thisisa
feature that most people won't need, since you'd ideally want to be an administrator if you were using this API, but
the functionality isthere. (#114)


https://github.com/zowe/zowe-install-packaging/pull/911
https://github.com/zowe/zowe-install-packaging/issues/627
https://github.com/zowe/zlux-app-server/pull/87
https://github.com/zowe/zlux-build/pull/43
https://github.com/zowe/zowe-install-packaging/pull/966
https://github.com/zowe/zlux/issues/216
https://github.com/zowe/zlux/issues/340
https://github.com/zowe/zlux/issues/339
https://github.com/zowe/zlux/issues/338
https://github.com/zowe/zlux/issues/233
https://github.com/zowe/zlux/issues/342
https://github.com/zowe/zlux/issues/233
https://github.com/zowe/zowe-cli/issues/571
https://github.com/zowe/zowe-cli/issues/558
https://github.com/zowe/zowe-cli/issues/578
https://github.com/zowe/zowe-cli/issues/598
https://github.com/zowe/vscode-extension-for-zowe/blob/master/CHANGELOG.md
https://marketplace.visualstudio.com/items?itemName=Zowe.vscode-extension-for-zowe
https://github.com/zowe/zlux/issues/333
https://github.com/zowe/zlux/issues/373
https://github.com/zowe/zowe-cli/issues/601
https://github.com/zowe/imperative/issues/333
https://github.com/zowe/zss/pull/114

| Getting Started | 47

* Theahility to retrieve profiles only by prefix. This can be done by looking for aprofilewitha"." at the end. This
will act as awildcard which extracts everything matching that prefix. (#114)

Zowe SMP/E installation
The pre-release of the Zowe SMP/E build is updated to be based on Zowe Version 1.7.1.

Bug fixes
The following bugs were fixed.
Zowe App Server

» Fixed abug where the end of an acid is cut off when getting the access list of a group, resulting in invalid output
in the response.(#114)

» Fixed abug where al of the different administrator suffixes weren't defined, so it was incorrectly returning
administrators. (#114)

Version 1.7.0 (November 2019)

New features and enhancements
The following features and enhancements were added.
API Mediation Layer

« Cleanup Gateway dependency logs (#413)

e Cleanup Gateway - our code (#417)

» Cleanup Discovery Service dependency logs (#403)

» Cleanup Discovery Service - our code (#407)

« Externa option to activate DEBUG mode for APIML (#410)

Zowe App Server
« Introduced the "SJ' feature to the JES Explorer application (#282)

Y ou can now right-click ajob label and click "Get JCL" to retrieve the JCL used to submit the job. This JCL can
then be edited and resubmitted.

Cwmear= JORDAMN Prafix= * Jobld= " JOBOSS4E-JESICL ¥ JOBOSS46-SYSPRINT %

1 1DATA SET UTILITY - GEMERATE PAGE Boal
Job Filters - o

3 PROCESSING EMDED AT EOD
B JORDANTSU0S543 [ABEND 5222) c s
I-COPY1:J0B0SS4E [0 O000]
BCOPY:JOBOEELS [CC 0000)
B COPYIOBDS544 [JEL ERRORA]
B JORDAN-TSU0S520 [ABEND 5222)
B JORDANTSUOS4E0 [ABEND 5222)
IJORDAN-TSUOSATA [ABEND 22232
I JORDAN-TSUOSATS [ABREND 22232
B JORDANTSU0S44E [ABEND 5222)
B JORDANTSU0SE4S [ABEND 5222)
B JORDANTSUOSS53ACTIVE]

« File Explorer now offersaright click Delete option for files and folders (#43)


https://github.com/zowe/zss/pull/114
https://github.com/zowe/zss/pull/114
https://github.com/zowe/zss/pull/114
https://github.com/zowe/api-layer/pull/413
https://github.com/zowe/api-layer/pull/417
https://github.com/zowe/api-layer/pull/403
https://github.com/zowe/api-layer/pull/407
https://github.com/zowe/api-layer/pull/410
https://github.com/zowe/zlux/issues/282
https://github.com/zowe/zlux-file-explorer/pull/43
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* Prevented creation/deletion of files and folders queued for deletion. (#48)

» Updated back-end API to give more accurate del ete responses. (#93)

» |Frame adapter: added support for plugin definition, logger, and launch metadata. (#174)
 |Frame app-to-app communication support (#174)

* Removed unnecessary warning suppression (#23)

» Digpatcher always sends message, even when context doesn't exist (#174)

* Support constructor injectables via Iframe adapter (#174)

« Browser tab for the desktop now includes opened app name. (#175)

» File Explorer now offersaright click file and folder Properties menu. (#180)

» File Explorer now offersaright click dataset Properties menu. (#49)

« Madeit possible to specify config properties viacommand line arguments for the App server. (#81)
« Allow override of configuration attributes using a-D argument syntax. (#154)

» Allow specifying environment variables that can be interpreted as JSON structures. (#156)

Zowe Explorer (Extension for VSCode)

* The name of the extension was changed from "V SCode Extension for Zowe" to "Zowe Explorer"”.
» TheVSCode Extension for Zowe contains various changes in this release. For more information, see the V SCode

Change Log.
Bug fixes
The following bugs were fixed.
API Mediation Layer
Fixed atypo in Gateway startup script. (#427)
Zowe App Server

Fixed natification click, time stamp, inconsistent notification manager pop up clicks, empty notification bubbles, and
safari issue. (#171)

Zowe CLI

This version of Zowe CLI contains various bug fixes that address vulnerabilities.

Version 1.6.0 (October 2019)

No changes were made to APl ML or Zowe CLI in thisrelease.

What's new in the Zowe App Server
The following features and enhancements are added:

e Added two NodelS issues to the App Framework Troubleshooting section. #786
* Added aREST API for new core dataservices to administer the servers and plugins. #82
» Added pass through express router ws patcher in case plug-ins need it. #152, #149

« Updated security plugins to manage proxied headers so that unnecessary things are not put into the browser.#152,
#26

» Clear cookie on complete logout.#152
What's new in Zowe CLI

The following enhancement was added:

* The--wait-for-output andthe--wait-for-active optionswere added. You can append these
optionstoazowe zos-j obs submit command to either wait for the job to be active, or wait for the job to
complete and enter OUTPUT status. If you do not specify - - vasc, you can use these options to check job return
codes without issuing zowe zo0s-j obs vi ew j ob-status-by-jobid <jobid>.


https://github.com/zowe/zlux-file-explorer/pull/48
https://github.com/zowe/zss/pull/93
https://github.com/zowe/zlux-app-manager/pull/174
https://github.com/zowe/zlux-app-manager/pull/174
https://github.com/zowe/zlux-shared/pull/23
https://github.com/zowe/zlux-app-manager/pull/174
https://github.com/zowe/zlux-app-manager/pull/174
https://github.com/zowe/zlux-app-manager/pull/175
https://github.com/zowe/zlux/issues/180
https://github.com/zowe/zlux-file-explorer/pull/49
https://github.com/zowe/zlux-app-server/pull/81
https://github.com/zowe/zlux-server-framework/pull/154
https://github.com/zowe/zlux-server-framework/pull/156
https://github.com/zowe/vscode-extension-for-zowe/blob/master/CHANGELOG.md#0270
https://github.com/zowe/vscode-extension-for-zowe/blob/master/CHANGELOG.md#0270
https://github.com/zowe/api-layer/pull/427
https://github.com/zowe/zlux-app-manager/pull/171B
https://github.com/zowe/docs-site/pull/786
https://github.com/zowe/zss/pull/82
https://github.com/zowe/zlux-server-framework/pull/152
https://github.com/zowe/zlux-server-framework/pull/149
https://github.com/zowe/zlux-server-framework/pull/152
https://github.com/zowe/zss-auth/pull/26
https://github.com/zowe/zlux-server-framework/pull/152
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What's new in the Visual Studio Code (VSC) Extension for Zowe

The Visua Studio Code (VSC) Extension for Zowe lets you interact with data sets and USS files from a convenient
graphical interface. Review the Change Log to learn about the latest improvements to the extension.

Y ou can download the latest version from the VSC Marketplace.

Version 1.5.0 (September 2019)

What's new in APl Mediation Layer

The following features and enhancements are added:

The Discovery Service Ul now enables the user to log in using mainframe credentials or by providing avalid
client certificate.

API Catalog REST endpoints now accept basic authentication by requiring the user to provide a username and
password.

The following bugs are fixed:

A defect has been resolved where previously an authentication message was thrown in the service detail pagein
the API Catalog when the swagger JSON document link was clicked. The message requires the user to provide
mainframe credentials but did not link to an option to authenticate. Now, alink isincluded to provide the user
with the option to authenticate.

What's new in the Zowe App Server

The following features and enhancements are added:

Adds dynamic logging functionality for plugins (#60, #63)

Top Secret updates to the security lookup APl (#71, #72, #74)

Accept basic auth header as an option for login (#80)

JSON parsing enhancements for UTF8, and printing to buffer (#67)

Optimization, memory bugfix and improved tracing for authentication (#72)

Performance optimization for app thumbnail snapshots: Fixed a bug causing slowdown relative to number of apps
open (#131)

Trandations: Added missing language transl ations about session lifecycle (#137)

Logger reorganized for Zowe-wide log format unification. Includesi18n-able message ID support & new info.
See #90 (#17, #119, #116, #142, #35, #19, #132, #146, #126, #1309, #67, #133, #21)

Establish rules & recommendations for conformance (#142)

Launchbar menu of apps now has same context menu properties as pinned apps (#140)

Properties App now showsthe ID of the chosen plugin (#140)

Added group permission for plugin access when installing viainstall script (#125)

Updated URIBroker include new parameter for searching datasets with included trailing qualifiers (#34, #138)
App2App communication now allows you to target a specific app instance, as well as to request minimization or
maximization (#38, #148)

Configuration Dataservice now can load plugin defaults from the plugin's own folder (#129)

Configuration Dataservice can now support GET like HEAD (#140)

Configuration Dataservice can now utilize binaries as opposed to JSON. This mode does not process the objects,
just stores & retrieves. (#130)

Added a notification menu, popup & APl where messages can be sent by administrators to individual or all end
users (#36, #144)

Doc: Configuration Dataservice Swagger document updated for new features (#136)

Desktop now supports loading a custom wallpaper, and the launchbar & maximized window style has been
changed to improve screen rea estate (#151)

The App Server configuration and log verbosity can now be viewed and updated on-the-fly viaa REST API (#66,
#128)


https://github.com/zowe/vscode-extension-for-zowe/blob/master/CHANGELOG.md
https://marketplace.visualstudio.com/items?itemName=Zowe.vscode-extension-for-zowe
https://github.com/zowe/zss/pull/60
https://github.com/zowe/zowe-common-c/pull/63
https://github.com/zowe/zss/pull/71
https://github.com/zowe/zss/pull/72
https://github.com/zowe/zowe-common-c/pull/74
https://github.com/zowe/zowe-common-c/pull/80
https://github.com/zowe/zowe-common-c/pull/67
https://github.com/zowe/zowe-common-c/pull/72
https://github.com/zowe/zlux-app-manager/pull/131
https://github.com/zowe/zlux-app-manager/pull/137
https://github.com/zowe/zlc/issues/90
https://github.com/zowe/zlux-shared/pull/17
https://github.com/zowe/zlux-app-manager/pull/119
https://github.com/zowe/zlux-server-framework/pull/116
https://github.com/zowe/zlux-app-manager/pull/142
https://github.com/zowe/zlux-platform/pull/35
https://github.com/zowe/zlux-shared/pull/19
https://github.com/zowe/zlux-server-framework/pull/132
https://github.com/zowe/zlux-app-manager/pull/146
https://github.com/zowe/zlux-server-framework/pull/126
https://github.com/zowe/zlux-app-manager/pull/139
https://github.com/zowe/zlux-app-server/pull/67
https://github.com/zowe/zlux-server-framework/pull/133
https://github.com/zowe/zlux-shared/pull/21
https://github.com/zowe/zlux/issues/142
https://github.com/zowe/zlux-app-manager/pull/140
https://github.com/zowe/zlux-app-manager/pull/140
https://github.com/zowe/zlux-server-framework/pull/125
https://github.com/zowe/zlux-platform/pull/34
https://github.com/zowe/zlux-app-manager/pull/138
https://github.com/zowe/zlux-platform/pull/38
https://github.com/zowe/zlux-app-manager/pull/148
https://github.com/zowe/zlux-server-framework/pull/129
https://github.com/zowe/zlux-server-framework/pull/140
https://github.com/zowe/zlux-server-framework/pull/130
https://github.com/zowe/zlux-platform/pull/36
https://github.com/zowe/zlux-app-manager/pull/144
https://github.com/zowe/zlux-server-framework/pull/136
https://github.com/zowe/zlux-app-manager/pull/151
https://github.com/zowe/zlux-app-server/pull/66
https://github.com/zowe/zlux-server-framework/pull/128
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The App Server environment parameters and log output can now be viewed viaa REST API (#66, #128)

The App Server can now have Application plugins added, removed, and upgraded on-the-fly viaa REST API
(#137, #69)

A dataservice can now import another import dataservice, as long as this chain eventually resolves to a non-import
dataservice (#139)

Y ou can now open any Zowe App in its own browser tab by right clicking itsicon and choosing "Open in new
browser window" (#149, #150)

Iconsimproved for datasets that are migrated/archived (#30)

Support App2App to open a given dataset (#87, #35)

Navigate the editor menu bar via keyboard (#85)

Add keyboard shortcuts to open and close tabs (#81)

Add loading indicator for dataset loading (#34)

Compress the terminals with gzip for improved initial load time, same as was done with the editor previously
(#22, #23)

Made the following enhancements to the JES Explorer App

e Add ahility to open and view multiple Spooal files at once (#99)
e Migrate from VO to V1 of Material Ul (#98)
e Migrate from V15 to V16 of React (#98)

The following bugs are fixed:

New directories/files from Unix file APl would have no permissions (#75)

Properties App can now be reused when clicking property of a second app (#140)

Logout did not clear dispatcher App instance tracking (#32)

Iframe Apps were not gaining mouse focus correctly (#37, #145)

Remove placeholder swagger from swagger response when plugin-provided swagger is found (#139)

ZSS Dataservices could fail due to incorrect impersonation environment variable setting ( BPX_SHAREAYS)
(#68)

Restore focus of text on window restore (#84)

Reposition menu from menu bar on Edge/Firefox (#82)

Could not open the SSH terminal in single window mode (#21)

What's new in Zowe CLI and Plug-ins

The following commands and enhancements are added:

You can append - - hel p- web to launch interactive command help in your Web browser. For more information,
see Interactive Web Help. (#238)

Zowe SMP/E Alpha (August 2019)

A pre-release of the Zowe SMP/E build is now available. This alpharelease is based on Zowe Version 1.4.0. Do not
use this alpharelease in production environment.

To obtain the SMP/E build, go to the Zowe Download website.
For more information, see Installing Zowe SMP/E on page 106.

Version 1.4.0 (August 2019)

What's new in APl Mediation Layer

This release of Zowe API ML contains the following improvements:
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https://github.com/zowe/zlux-editor/pull/81
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https://github.com/zowe/zlux-server-framework/pull/139
https://github.com/zowe/zlux-app-server/pull/68
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https://www.zowe.org/download.html
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JWT token configuration

* RS256 isused as atoken encryption algorithm

« JWT secret string is generated at the time of installation and exported asa. pemfile for use by other services
e JWT secret string is stored in akey store in PKCS 11 format under "jwtsecret" name

SonarQube problems fixed

» Variousfixes from SonarQube scan
APl Mediation Layer log format aligned with other Zowe services:

%l{yyyy- Mt dd HH: mm ss. SSS, UTC} %l r (& t; ${| ogbackServi ce: -
${| ogbackServi ceNane}}: % hread: ${PI D: - }&gt;){nmagenta} %X{userid:-}
%l r(%5level) %l r(\ (% ogger{15},%ile:%ine\)){cyan} %sg%

Added an NPM command to register certificates on Windows. The following command installs the certificate to
trusted root certification authorities:

npmrun register-certificates-wn
Cookie persistence changed

* Changed the APl Mediation Layer cookie from persistent to session. The cookie gets cleared between browser
sessions.

Fixed high CPU usage occurrence replicated in Broadcom (#282)

e Changed configuration of LatencyUtilsto decrease idle CPU consumption by APl ML services
APl Mediation layer now builds using OpenJDK with OpenJ9 JVM

What's new in the Zowe App Server

Made the following fixes and enhancements:

Added the ability for the App Server Framework to defer to managers for dataservices that are not writtenin
NodeJS or C. The first implementation is a manager of Java servlet type dataservices, where the App Server
manages Tomcat instances when Tomcat is present. (#158)

Added atomcat xml configuration file with substitutions for values (ports, keys, certificates) necessary for the
App Server to manage one or more instances of Tomcat for hosting servlet dataservices. Also added a new section
to the zluxserver.json file to describe dataservice providers such as the aforementioned Tomcat Java Servlet one.
(#49)

Added Swagger APl documentation support. Application developers can include a Swagger 2.0 JSON or YAML
filein the app's /doc/swagger directory for each REST data service. Each file must have the same name as the data
service. Developers can then reference the files at runtime using a new app route: /ZLUX/pluging/ PLUGINID/
catalogs/swagger. They can reference individual services at: /ZL UX/plugins/PLUGINID/catal ogs/swagger/
SERVICENAME. If swagger documents are not present, the server will use contextual knowledge to show some
default values. (#159)

The following new REST and cross-memory services have been added (#32):

» Extract RACF user profiles

« Define/delete/permit general RACF resource profiles (limited to asingle class)

e Add/remove RACF groups

¢ Connect usersto RACF groups (for alimited set of group prefixes)

e Check RACF user access levels (limited to a single class)

Fixed multiple issuesin the File Editor App. (#88)

Fixed multiple ZSS file and dataset API issues (#49 #42 #40 #44 #45)

Remove severa CSS styles from the Desktop to prevent bleed-in of stylesto Apps (#117)

Fixed incorrect count of open Apps upon logging in more than once per browser session (#123) Add OMV'S
information API to uribroker (#116)

Enhanced auth plugin structure for application framework that lists auth capabilities (#118 #14 #19)
Improved searching for node libraries for dataservices within an plugin (#114)


https://github.com/zowe/api-layer/issues/282
https://github.com/zowe/zlux/issues/158
https://github.com/zowe/zlux/issues/159
https://github.com/zowe/zss/pull/32
https://github.com/zowe/zlux/issues/88
https://github.com/zowe/zss/pull/49
https://github.com/zowe/zowe-common-c/pull/42
https://github.com/zowe/zowe-common-c/pull/40
https://github.com/zowe/zowe-common-c/pull/44
https://github.com/zowe/zowe-common-c/pull/45
https://github.com/zowe/zlux-app-manager/pull/117
https://github.com/zowe/zlux-app-manager/pull/123
https://github.com/zowe/zlux-app-manager/pull/116
https://github.com/zowe/zlux-server-framework/pull/118
https://github.com/zowe/zosmf-auth/pull/14
https://github.com/zowe/zss-auth/pull/19
https://github.com/zowe/zlux-server-framework/pull/114
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» Editor & File Explorer Widget Changes

* Unix directory listing now startsin the user's home directory (#16)

e JCL syntax coloring revision (#73)

» Cursor, scroll position and text selection is now kept while switching tabsin editor (#71)
« Editor now scrollstab bar to newest tab when opening, and tab scrolling improved when closing tabs (#69)
« Tab name, tooltip, and scroll fixes (#55 #60 #63)

» Changein double and single click behavior of file explorer widget (#21)

» Fix to show language menu on new file (#62)

» Fix to keep language menu within the bounds of app window (#59)

» Fix to the delete file prompt (#61)

« Fix to allow closing of multiple editor instances (#22)

« Fix to query datasets correctly by making queries uppercase (#65)

» Fixed issue where the cascading position of new windows were wrong when that application was maximized.
(#102)

» Fixed issue where thefile tabsin File Editor app were vertically scrollable, and where the close button would not
be accessible for long file names. (#170)

» Updated the package lock filesin all repositories to fix vulnerable dependencies. (#163)

» Fixed an issue where the Desktop used the roboto-latin-regular font for all text, which would not display well with
non-latin languages. Now the fallback font is sans-serif. (#118)

What's new in Zowe CLI and Plug-ins
Y ou can now explore the Zowe CLI command help in an interactive online format. See Zowe CL1 Web Help.
The following new commands and enhancements are added:

* TheVSCode Extension for Zowe now supports manipulation of USSfiles. (#32)
e You can now archive z/OS workflows using awildcard. (#435)

« The z/OS Workflows functionality is now exported to an API. Developers can leverage the exported APIsto
create applications and scripts without going through the CLI layer. (#482)

* TheCLI now exploits all "z/OS data set and file REST interface" optionsthat are provided in ZZOSMF v2.3.
(#491)
The following bugs are fixed:

» Fixed an issue where examplesfor zowe files |ist uss-fil es weredightly incorrect. (#440)
e Improved error message for zowe db2 cal | procedur e command. (#22)

Version 1.3.0 (June 2019)

What's new in APl Mediation Layer
Thisrelease of Zowe API ML contains the following user experience improvements:

« Added authentication endpoints (/login, /query) to the APl Gateway
» Added the Gateway APl Swagger document (#305)

» Fixed the bug that causes JSON response to set incorrectly when unauthenticated
» Fixed error messages shown when a home page cannot be modified
e Added anew e2etest for GW, and update the detail servicetile (#309)
* Removed a dependency of integration-enabler-java on the gateway-common (#302)
* Removed access to the Discovery service Ul with basic authentication (#313)
» Fixed the issue with the connection logic on headers to pass in the websocket (#275)
» Fixed the bug 264: Bypass the APl Gateway when the server returns 302 (#276)

» Fixed the issue that causes the API ML Services display as UP, and makes the API doc available in the Catalog
regardless whether the APl ML Services stop (#287)


https://github.com/zowe/zlux-file-explorer/pull/16
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https://github.com/zowe/zlux-editor/pull/55
https://github.com/zowe/zlux-editor/pull/60
https://github.com/zowe/zlux-editor/pull/63
https://github.com/zowe/zlux-file-explorer/pull/21
https://github.com/zowe/zlux-editor/pull/62
https://github.com/zowe/zlux-editor/pull/59
https://github.com/zowe/zlux-editor/pull/61
https://github.com/zowe/zlux-file-explorer/pull/22
https://github.com/zowe/zlux-editor/pull/65
https://github.com/zowe/zlux/issues/102
https://github.com/zowe/zlux/issues/170
https://github.com/zowe/zlux/issues/163
https://github.com/zowe/zlux-app-manager/pull/118
https://marketplace.visualstudio.com/items?itemName=Zowe.vscode-extension-for-zowe
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https://github.com/zowe/zowe-cli/pull/435
https://github.com/zowe/zowe-cli/pull/482
https://github.com/zowe/zowe-cli/pull/491
https://github.com/zowe/zowe-cli/issues/440
https://github.com/zowe/zowe-cli-db2-plugin/issues/22
https://github.com/zowe/api-layer/pull/305
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https://github.com/zowe/api-layer/pull/313
https://github.com/zowe/api-layer/pull/275
https://github.com/zowe/api-layer/pull/276
https://github.com/zowe/api-layer/pull/287
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» Fixed theissue that preventsthe APl Catalog to load under zLux 9 (314)

What's new in the Zowe App Server
Made the following fixes and enhancements:

e Added internationalization to the Angular and React sample applications. (#133)
* Made the following enhancements to the ZSS server:

* Added support for Zowe on Z/OS version 2.4. (#15)
» Updated documentation for query parameter to file API. (#48)
» Made the following enhancements to security:

e App Server session cookie is now a browser session cookie rather than having an expiration date. Expiration is
now tracked on the server side. (#132, #97, #381)

e Added a"mode=base64" option to the unixfile API. (#127)
» Added aport to the cookie name to differentiate multiple servers on same domain. (#95)
» Made the following fixes and enhancements to the Code Editor application:

* Added amenu framework to provide options specific to the current file/data set type. (#131)
* Added ISPF-like syntax highlighting for JCL. (#48)
» Fixed an issue by notifying users if the editor cannot open afile or data set. (#148)
» Fixed an issue with event behavior when atab is closed. (#135)
» Fixed an issue with not showing the content of filesin Chrome and Safari. (#100)
« Fixed an issue with files shown without alphabetical sorting. (#85)
« Made the following fixes and enhancements to the TN3270 application (#96):

» Fixed an issue where the application could not be configured to default to a TL'S connection.

» Fixed an issue whereit could not handle a TN3270 connection, only TN3270E. Improved preference saving.
Administrators can now store default values for terminal mod type, codepage, and screen dimensions.

* Made the following fixes and enhancements for App2App for IFrames (#24, #107):

» Fixed an issue with an exception when handling App2App communication with |Frames.
e Added experimental support for App2App communication with an IFrame application as destination.
« Made the following enhancements to support TopSecret:

e Added a user-profiles endpoint. (#113)
* Added an endpoint extraction for groups. (#129)

» Fixed an issue with app names not being internationalized when translations were present. (#85)

» Fixed Russian language errorsin trandation files. (#100)

» Fixed severa issues with using the Application Server as a proxy. (#93)

» Fixed an issue with the App Server throwing exceptions when authorization plugins were installed but not
reguested. (#94)

» Fixed an issue with ZSS consuming excessive CPU during download. (#147)

» Fixed documentation issue by replacing "zLUX" with "Zowe Application Framework" and "MVD" with "Zowe
Desktop." (#214)

» Fixed an issue with an incorrect translation for word " Japanese" in Japanese. (#108)
What's new in Zowe CLI and Plug-ins

The following new commands and enhancements are added:

e Return alist of archived zZZOSMF workflows with thezowe zos-wor kfl ows [i st arwcommand. (#391)

e Return alist of systemsthat are defined to azZZ OSMF instance withthezowe zosnf |ist systens
command. (#348)

e Thezowe uss issue ssh command now returnsthe exit code of the shell command that you issued. (#359)
e Thezowe files upload dtucommandnow supportsthe metadatafilenamed. zosat t ri but es. (#366)

The following bugs are fixed:
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» Fixed anissuewherezowe wor kfl ow | s awcommands with the - - wn option failed if there was a spacein
the workflow name. (#356)

* Fixedanissuewherezowe zowe-fil es del et e uss command could fail when resource URL includes a
leading forward-slash. (#343).

Version 1.2.0 (May 2019)

Version 1.2.0 contains the following changes since Version 1.1.0.

What's new in the Zowe installer
* Madethefollowing installer improvements:

» Check whether ICSF is configured before checking Node version to avoid runaway CPU.
*  Warnif the host name that is determined by the installer isnot avalid | P address.

« Fixed abug where anumeric valueis specified in ZOWE_HOST_NAME causing errors generating the Zowe
certificate.

« Madethe following improvementsto the zowe- check- pr er egs. sh script:

e Improvements for checking and validating the telnet and ssh port required by the Zowe Desktop applications.

What's new in APl Mediation Layer
This release of Zowe APl ML contains the following user experience improvements:

* Prevented the Swagger Ul container on the service detail page from spilling.

« Added acheck for the availability of the zZZOSMF URL contained in the configuration. ZZOSMF is used to verify
users logging into the Catalog.

* Made PageNotFound error visible only in the debug log level.

e Added zD& T-compatible ciphers and the TL S protocol restricted to 1.2.

 Introduced support for V SCode devel opment.

* Introduced a common cipher configuration property.

» Fixed URL transformation defects.

» Fixed reporting that the Catalog is down when it is started before the Discovery Service.

* Removed the bean overriding error message from the log.

» Fixed the state manipulation mechanism in the Catalog. As aresult, no restoring of the application stateis
performed.

» Fixed the Catalog routing mechanism for a users who is already logged in so that the user is not prompted to log in
again.

» A timeout has been set for Catalog login when ZZOSMF is not responding.

« Atilechangeinthe Catalog is now propagated to the Ul.

» Fixed aproblem with an incorrect service homepage link in the Catal og.

« The Catalog Login button has been disabled when the login request isin progress.

What's new in the Zowe App Server

» Improved security by adding support for RBAC (Role Based Access Control) to enable Zowe to determine
whether a user is authorized to access a dataservice.

« Added Zowe Desktop settings feature for specifying the Zowe desktop language.

* Added German language files.

» Fixed abug by adding missing language files.

» Enabled faster load times by adding support for serving the Zowe Application Framework core components, such
as the Desktop, as compressed filesin gzip format.

« Added support for application plug-ins to serve static content, such asHTML, JavaScript, and images, to browsers
in gzip and brotli compressed files.

» Fixed a Code Editor bug by separating browsing of files and data sets.


https://github.com/zowe/zowe-cli/pull/356
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What's new in Zowe CLI and Plug-ins

The Zowe CLI core component contains the following improvements and fixes:

Thezos- uss command group is added to the core CLI. The commands let you issue Unix System Services shell
commands by establishing an SSH connection to an SSH server. For more information, see #unique_272.

The zowe zos- wor kf | ows command group now contains the following act i ve- wor kf | ow detai |l s
options:

e --steps-summary-only | --sso (bool ean): Anoptiona parameter that lets you list (only) the
steps summary.
e --skip-workflow sumary | --sws (bool ean): Anoptional parameter that |ets you skip the

default workflow summary.
Zowe CLI was updated to correct an issue wherethezowe zos-wor kf | ows st art command ignored the
-- wor kf | ow nane argument.
Updated and clarified the description the- - overwr i t e option for thezowe zos-wor kfl ows create
wor kf | owf r om dat a- set command and the Zowe zos-wor kfl ows create workfl owfrom
uss-fil e command.
The CLI Reference Guide is featured on the Zowe Docs home page. The document is a comprehensive guide to
commands and optionsin Zowe CLI.
Y ou can now click the links on the Welcome to Zowe help section and open the URL in a browser window. Note
that the shell application must support the capability to display and click hyperlinks.

What's new in Zowe USS API

Made the following enhancements:

Chtag detection and ASCII/EBDCIC conversion on GET & PUT requests. For details, see thisissue.

New optional header on GET Unix file content regquest to force conversion from ebcdic to ascii. For details, see
thisissue.

New response header on GET Unix file content requests. E-Tag for overwrite detection and validation. For details,
see thisissue.

Reintroduced PUT (update) Unix file content endpoint. For details, see thisissue.
Reintroduced DELETE Unix file content endpoint. For details, see thisissue.
Reintroduced POST (create) Unix file or directory endpoint. For details, see thisissue.

Fixed a problem with incorrect return error when the user requests to view contents of a USS folder they do not
have permission to. Now it returns a 403 (Forbidden) error. For details, see thisissue.

Version 1.1.0 (April 2019)

Version 1.1.0 contains the following changes since the last 1.0.x version.

What's new in Zowe system requirements

Z/OSMF Lite is now available for non-production use such as development, proof-of-concept, demo and so on. It
simplifies the setup of ZZOSMF with only a minimal amount of z/OS customization, but provides key functions that
arerequired. For more information, see Configuring ZZOSMF Lite (for non-production use) on page 78.

What's new in the Zowe App Server

Made the following user experience improvements:

» Enabled the Desktop to react to session expiration information from the Zowe Application Server. If auser is
active the Desktop renews their session before it expires. If auser appears inactive they are prompted and can
click to renew the session. If they don't click, they are logged out with a session expired message.

e Added the ability to programmatically dismiss popups created with the "zlux-widgets" popup manager.


1b5058fcf805c9919ce030238504d5a2dbe8fa15.pdf
https://github.com/zowe/data-sets/issues/82
https://github.com/zowe/data-sets/issues/82
https://github.com/zowe/data-sets/issues/88
https://github.com/zowe/data-sets/issues/83
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https://github.com/zowe/data-sets/issues/77
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* Made the following security improvements:

» Encoded URIs shown in the App Server 404 handler, which prevents some browsers from loading malicious
scripts.

« Documented and support configuring HTTPS on ZSS.

» For ZSS API callers, added HTTP response headers to instruct clients not to cache HTTPS responses from
potentially sensitive APIs.

« Improved the Zowe Editor App by adding app2app communication support that allows the application to open
requested directories, dataset listings, and files.

* Improved the Zowe App API by allowing subscription to close events on viewports instead of windows, which
allows applications to better support Single App Mode.

» Fixed abug that generated an extraneous RACF audit message when you started ZSS.
« Fixed abug that would sometimes move application windows when you attempted to resized them.
« Fixed abug in the "Getting started with the ZOWE WebUi" tutorial documentation.

» Fixed abug that caused applications that made ZSS service requests to fail with an HTTP 401 error because of
dropped session cookies.

What's new in the Zowe CLI and Plug-ins
This release of Zowe CLI contains the following new and improved capabilities:

* Added APIsto allow the definition of workflows

e Added the option max- concurrent - r equest s tothezowe zos-fil es upload dir-to-uss
command

* Added theoptionoverwr i tetothezowe zos-workfl ows creat e commands
* Added the option wor kf | ow nane tothezowe zos-wor kf | ows commands
e Added the following commands along with their APIs:

e zowe zos-workflows archive active-workflow

e zowe zos-workfl ows create workfl owfrom dat a-set
e zowe zos-workflows create workfl owfromuss-file
e zowe zos-workfl ows del ete active-workfl ow

e zowe zos-files list uss-files

This release of the Plug-in for IBM DB2 Database contains the following new and improved capabilities:

« Implemented command line precedence, which lets users issue commands without the need of a DB2 profile.
e The DB2 plug-in can now be influenced by the ZONE_OPT _ environment variables.

What's new in APl Mediation Layer

« Made the following user experience improvements:

« Documented the procedure for changing the log level of individual code componentsin Troubleshooting API
ML.

¢ Documented a known issue when the APl ML stops accepting connections after zZOS TCP/IP isrecycled in
the Troubleshooting API ML.

Version 1.0.1 (March 2019)

Version 1.0.1 contains the following changes since the last version.

What's new in Zowe installation on z/OS

During product operation of the Zowe Cross Memory Server which was introduced in V1.0.0, the ZZOSMF user 1D
IZUSVR or its equivalent must have UPDATE access to the BPX.SERVER and BPX.DAEMON FACILITY classes.
Theinstall script will do this automatically if theinstalling user has enough authority, or provide the commandsto be
issued manually if not. For more information, see Installing the Zowe Cross Memory Server on z/OS
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What's new in the Zowe App Server
* Made the following improvements to security:

* Removed the insecure SHA1 cipher from the Zowe App Server's supported cipherslist.
« Added instructionsto REST APIsto not cache potentially sensitive response contents.
e Set secure attributes to desktop and Z OSMF session cookies.

» Fixed abug that caused the configuration data service to mishandle PUT operations with bodies that were not
JSON.

» Fixed abug that prevented | Frame applications from being selected by clicking on their contents.

» Fixed various bugs in the File Explorer and updated it to use newer API changes.

» Fixed abug in which App2App Communication Actions could be duplicated upon logging in a second time on the
same desktop.

What's new in Zowe CLI

» Create and Manage zZZOSMF Workflows using the new zos- wor kf | ows command group. For more
information, see Zowe CLI command groups.

* Usethe@t s-increnental tagwhenyouinstal and update Zowe CLI core or plug-ins. The tag ensures that
you don't consume breaking changes that affect your existing scripts. Installation procedures are updated to reflect
this change.

e A Zowe CLI quick start on page 59 is now available for users who are familiar with command-line tools and
want to get up and running quickly.

e IBM CICS Plug-in for Zowe CLI| was updated to support communication over HTTPS. Users can enable https by
specifying - - pr ot ocol htt ps when creating a profile or issuing a command. For backwards compatibility,
HTTP remains the default protocol.

What's new in the Zowe REST APIs

Introduced new Unix files APIsthat reside in the renamed API catalog tilez/ OS Dat asets and Unix files
servi ce (previousy named z/ OS Dat asets servi ce). You can usethese APIsto:

« List the children of a Unix directory
» Get the contents of a Unix file
What's changed

e Zoweexplorer apps

« JES Explorer: Enhanced Info/Error messages to better help users diagnose problems.

e MVS Explorer: Fixed an issue where Info/Error messages were not displayed when loading a Dataset/
Members contents.

Version 1.0.0 (February 2019)

Version 1.0.0 contains the following changes since the Open Beta release.

What's new in API Mediation Layer

e HTTPsisnow supported on al Java enablers for onboarding APl microservices with the APl ML.
e SSO authentication using ZZOSMF has been implemented for the API Catalog login. Mainframe credentials are
required for access.

What's new in Zowe CLI

e Breaking changeto Zowe CLI: The - - pass command option is changed to - - passwor d for all core Zowe
CLI commands for clarity and to be consistent with plug-ins. If you have zosmf profiles that you created prior to
January 11, 2019, you must recreate them to use the - - passwor d option. The adiases- - pwand - - pass still
function when you issue commands as they did prior to this breaking change. Y ou do not need to modify scripts
that use - - pass.
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The @ext npm tag used toinstall Zowe CLI is deprecated. Usethe @ at est npm tag to install the product

with the online registry method.

What's new in the Zowe Desktop

Y ou can now obtain information about an application by right-clicking on an application icon and then clicking
Properties.

To view version information for the desktop, click the avatar in the lower right corner of the desktop.

Additional information was added for the Workflow application.

Thettitlebar of the active window is now colored to give an at-a-glance indication of which window isin the
foreground.

Window titlebar maximize button now changes style to indicate whether a window is maximized.

Windows now have a slight border around them to help see boundaries and determine which window is active.
Multiple instances of the same application can be opened and tracked from the launchbar. To open multiple
instances, right-click and choose Open New. Once multiple instances are open, you can click the application icon
to select which application to bring to the foreground. The number of orbs below the application icon relates to the
number of instances of the application that is open.

Desktop framework logging trimmed and formalized to the Zowe App Logger. For more information, see https.//
github.com/zowe/zlux/wiki/Logging.

The UriBroker was updated to support dataservice versioning and UNIX file APl updates.

Removed error messages about missing conponent s. j s by making this optional component explicitly
declared within an application. By using the property "webContent.hasComponents = true/false”.

Set the maximum username and password length for login to 100 characters each.

Applications can now list webContent.framework = "angular" as an alias for "angular2".

Fixed abug where the desktop might not load on high latency networks.

What's new in the Zowe App Server

HTTP support was disabled in favor of HTTPS-only hosting.

The server can be configured to bind to specific I Ps or to hostnames. Previously, the server would listen on all
interfaces. For more information, see https://github.com/zowe/zl ux-app-server/pull/30.

The core logger prefixes for the Zowe App Server were changed from™_unp” to"_zsf".
Dataservices are now versioned, and dataservices can depend on specific versions of other dataservices. A
plug-in can include more than one version of a dataservice for compatibility. For more information, see https://
github.com/zowe/zlux/wiki/ZLUX-Dataservices.

Support to communicate with the APl Mediation Layer with the use of keys and certificates was added.
Trimmed and corrected error messages regarding unconfigured proxies for clarity and understanding. For more
information, see https://github.com/zowe/zlux-server-framework/pull/33.

Fixed thenodeC ust er . sh script to have its logging and environment variable behavior consistent with
nodeSer ver. sh.

Removed the "swaggerui* plug-in in favor of the API Catalog.

Bugfix for / pl ugi ns API to not show the installation location of the plug-in.

Bugfix to print awarning if the server finds two plug-ins with the same name.

Added the ahility to conditionally add HTTP headers for secure services to instruct the browser not to cache the
responses. For more information, see https://github.com/zowe/zlux-server-framework/issues/36.

Added a startup check to confirm that ZSSis running as a prerequisite of the Zowe App Server.
Bugfix for sending HTTP 404 response when content is missing, instead of arequest hanging.
Added tracing of login, logout, and HTTP routing so that administrators can track access.

What's changed

Previoudly, APIsfor z/OS Jobs services and zZ/OS Data Set services are provided sing an IBM WebSphere Liberty
web application server. In thisrelease, they are provided using a Tomcat web application server. Y ou can view the
associated APl documentation corresponding to the z/OS services through the API Catalog.


https://github.com/zowe/zlux/wiki/Logging
https://github.com/zowe/zlux/wiki/Logging
https://github.com/zowe/zlux-app-server/pull/30
https://github.com/zowe/zlux/wiki/ZLUX-Dataservices
https://github.com/zowe/zlux/wiki/ZLUX-Dataservices
https://github.com/zowe/zlux-server-framework/pull/33
https://github.com/zowe/zlux-server-framework/issues/36
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* Referencesto zIl ux- exanpl e- ser ver werechangedto zl ux- app- server and referencesto zI| ux-
pr oxy- server werechangedtozl ux- server-framewor k.

Known issues
Paste oper ations from the Zowe Desktop TN3270 and VT Terminal applications

TN3270 App - If you are using Firefox, the option to use Ctrl+V to pasteis not available. Instead, press Shift + right-
click to access the paste option through the context menu.

Pressing Ctrl+V will perform paste for the TN3270 App on other browsers.
VT Terminal App - Inthe VT Termina App, Ctrl+V will not perform a paste operation for any browser.
Note: In both terminals, press Shift + right-click to access copy and paste options through the context menu.

Z/0OS Subsystems App - The z/OS Subsystems application is being removed temporarily for the 1.0 release. The
reason is that as the ZSS has transitioned from closed to open source some API's needed to be re-worked and are not
complete yet. Look for the return of the application in a future update.

Zowe CLI quick start

Get started with Zowe™ CLI quickly and easily.

Note: This section assumes some prerequisite knowledge of command-line tools and writing scripts. If you prefer
more detailed instructions, see Installing Zowe CLI on page 171.

« Installing on page 59

» Issuing your first commands on page 60
« Using profiles on page 60

« Writing scripts on page 60

¢ Next Steps on page 61

Installing

Software Requirements

Before you install Zowe CLI, download and install Node.js and npm. Use an LTS version of Nodejsthat is
compatible with your version of npm. For alist of compatible versions, see Node.js Previous Releases.

(Linux only): On graphical Linux, install gnonme- keyri ng and! i bsecr et onyour computer before you install
the Secure Credential Store. On headless Linux, follow the procedure documented in the SCS plug-in Readme.

Installing Zowe CLI core from public npm
I ssue the following commands in sequence to install the core CLI.

The"core" includes Zowe CL 1 and Secure Credential Store, which enhances security by encrypting your username
and password.

npminstall @owe/cli @owe-vl-lIts -g
zowe plugins install @owe/secure-credential-store-for-zowe-cli @owe-vl-Its

Installing CLI plug-ins
zowe plugins install @owe/cics-for-zowe-cli @owe-vl-lts @owe/ db2-for-
zowe-cli @owe-vl-Its @owe/ins-for-zowe-cli @owe-vl-lts @owe/ ng-for-zowe-
cli @owe-vl-Its @owe/ zos-ftp-for-zowe-cli @owe-vl-Its

The command installs most open-source plug-ins, but the IBM Db2 plug-in requires Installing on page 242.


https://nodejs.org/en/download/releases/
https://github.com/zowe/zowe-cli-scs-plugin/blob/master/README.md#software-requirements
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For more information, see Installing Zowe CLI plug-ins on page 237.

Issuing your first commands

Issuezowe - - hel p to display full command help. Append - - hel p (alias- h) to any command to see available
command actions and options.

To interact with the mainframe, type zowe followed by a command group, action, and object. Use options to specify
your connection details such as password and system name.

Listing all data sets under a high-level qualifier (HLQ)

zowe zos-files list data-set "MY.DATASET.*" --host ny.conpany.com --port 123
--user myusernanel23 --pass nypasswordl23

Downloading a partitioned data-set (PDS) member to local file

zowe zos-files downl oad dat a-set "My. DATA. SET(nenber)" -f "nylocal file.txt"
--host ny.conpany.com --port 123 --user nyusernanel?23 --pass nypasswordl23

See Command Groups for alist of available functionality.

Using profiles

Zowe profiles let you store configuration details such as username, password, host, and port for amainframe
system. Switch between profiles to quickly target different subsystems and avoid typing connection details on every
command.

Profile types

Most command groups requireazosnf - pr of i | e, but some plug-ins add their own profile types. For example,
the CICS plug-inhasaci cs- profi | e. The profile type that acommand requiresis defined in the PROFI LE
OPTI ONS section of the help response.

Tip: Thefirst zosnf profile that you create becomes your default profile. If you don't specify any optionson a
command, the default profileis used. Issuezowe profil es -h tolearnabout listing profiles and setting defaullts.

Creating a zosmf profile

zowe profiles create zosnf-profile nyprofilel23 --host my.conpany.com --port
123 --user nyusernanel23 --password nypasswordl23

Note: The port defaultsto 443 if you omit the - - por t option. Specify a different port if your host system does not
use port 443.

Using a zosmf profile

zowe zos-files downl oad data-set "My. DATA. SET(nmenber)" -f "nylocal file.txt"
--zosnf-profile nyprofilel23

For detailed information about issuing commands, using profiles, and more, see Using CLI.

Writing scripts

Y ou can write Zowe CLI scripts to streamline your daily development processes or conduct mainframe actions from
an off-platform automation tool such as Jenkins or TravisCl.
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Example:

Y ou want to delete alist of temporary datasets. Use Zowe CL1 to download the list, loop through the list, and delete
each dataset usingthezowe zos-fil es del et e command.

#! / bi n/ bash
set -e

# Cbtain the list of tenporary project data sets
dslist=$(zowe zos-files |ist dataset "ny.project.ds*")

# Del ete each data set in the |ist

| FS=$'\n'

for ds in $dslist

do
echo "Del eting Tenporary Project Dataset: $ds"
zowe files delete ds "$ds" -f

done

For more information, see Writing scripts.

Next Steps

Y ou successfully installed Zowe CL1, issued your first commands, and wrote a simple script! Next, you might want
to:

* Issuethezowe --hel p command to explore the product functionality, or review the online web help.
« Learn about using environment variables to store configuration options.

e Learn about integrating with APl Mediation Layer.

» Write scripts and integrate them with automation server, such as Jenkins.

* Seewhat Extending Zowe CLI on page 236 for the CLI.

« Learn about Developing a new plug-in on page 287 (contributing to core and developing plug-ins).

Frequently Asked Questions

Check out the following FAQs to learn more about the purpose and function of Zowe™.

e Zowe FAQ on page 61
e ZoweCLI FAQ on page 63
e Zowe Explorer FAQ on page 64

Zowe FAQ

What is Zowe?

Zowe is an open source project within the Open Mainframe Project that is part of The Linux Foundation. The Zowe
project provides modern software interfaces on IBM z/OS to address the needs of a variety of modern users. These
interfaces include a new web graphical user interface, a script-able command-line interface, extensions to existing
REST APIs, and new REST APIson z/OS.

Who is the target audience for using Zowe?

Zowe technology can be used by avariety of mainframe IT and non-IT professionals. The target audience is primarily
application developers and system programmers, but the Zowe Application Framework is the basis for developing
web browser interactions with z/OS that can be used by anyone.


https://www.openmainframeproject.org/
https://www.linuxfoundation.org
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What language is Zowe written in?

Zowe consists of several components. The primary languages are Java and JavaScript. Zowe CLI and Desktop are
written in TypeScript. ZSSiswritten in C, while the cross memory server iswritten in metal C.

What is the licensing for Zowe?

Zowe source codeis licensed under EPL2.0. For license text click here and for additional information click here.

In the simplest terms (taken from the FAQs above) - "...if you have modified EPL-2.0 licensed source code and you
distribute that code or binaries built from that code outside your company, you must make the source code available
under the EPL-2.0."

Why is Zowe licensed using EPL2.0?

The Open Mainframe Project wants to encourage adoption and innovation, and also let the community share new
source code across the Zowe ecosystem. The open source code can be used by anyone, provided that they adhere to
the licensing terms.

What are some examples of how Zowe technology might be used by z/OS products and
applications?

The Zowe Desktop (web user interface) can be used in many ways, such asto provide custom graphical dashboards
that monitor data for z/OS products and applications.

Zowe CLI can aso be used in many ways, such asfor simple job submission, data set manipulation, or for writing
complex scripts for use in mainframe-based DevOps pipelines.

Theincreased capabilities of RESTful APIs on z/OS alows APIs to be used in programmable ways to interact with z/
OS services.
What is the best way to get started with Zowe?

Zowe provides a convenience build that includes the components rel eased-to-date, as well as IP being considered for
contribution, in an easy to install package on Zowe.org. The convenience build can be easily installed and the Zowe
capabilities seen in action.

Toinstall the complete Zowe solution, see Introduction on page 68.

To get up and running with the Zowe CLI component quickly, see Zowe CLI quick start on page 59.

What are the prerequisites for Zowe?

Prerequisites vary by component used, but in most cases the primary prerequisites are Java and NodeJS on z/OS
and the Z/OS Management Facility enabled and configured. For acomplete list of software requirements listed by
component, see System requirements on page 70.

What's the difference between using Zowe with or without Docker?

Docker is adownload option for Zowe that allows you to run certain Zowe server components outside of z/OS. The
Docker image contains the Zowe components that do not have the requirement of having to run on zZ/OS: The App
server, APl Mediation Layer, and the USS/MV S/JES Explorers.

Configurating components with Docker is similar to the procedures you would follow without Docker, however tasks
such asinstallation and running with Docker are a bit different, as these tasks become Linux oriented, rather than
utilizing Jobs and STCs.

NOTE: ZOSis still required when using the Docker image. Depending on which components of Zowe you use,
you'll still need to set up Z/OS Management Facility aswell as Zowe's ZSS and Cross memory servers.

Is the Zowe CLI packaged within the Zowe Docker download?

At thistime, the Docker image referred to in this documentation contains only Zowe server components. It is possible
to make a Docker image that contains the Zowe CLI, so additional Zowe content, such as the CLI, may have Docker
as adistribution option later.


https://www.eclipse.org/org/documents/epl-2.0/EPL-2.0.txt
https://www.eclipse.org/legal/epl-2.0/faq.php
https://zowe.org
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If you are interested in improvements such as this one, please be sure to express that interest to the Zowe community!

How is access security managed on z/OS?

Zowe components use typical z/OS System authorization facility (SAF) calls for security.

How is access to the Zowe open source managed?

The source code for Zowe is maintained on an Open Mainframe Project GitHub server. Everyone has read access.
"Committers' on the project have authority to alter the source code to make fixes or enhancements. A list of
Committers is documented in Committers to the Zowe project.

How do | get involved in the open source development?

The best way to get started isto join a Zowe Slack channel and/or email distribution list and begin learning about the
current capabilities, then contribute to future devel opment.

For more information about emailing lists, community calendar, meeting minutes, and more, see the Zowe
Community GitHub repo.

For information and tutorials about extending Zowe with a new plug-in or application, see Onboarding Overview on
page 293 on Zowe Dacs.

When will Zowe be completed?

Zowe will continue to evolvein the coming years based on new ideas and new contributions from a growing
community.

Can | try Zowe without a z/OS instance?

IBM has contributed a free hands-on tutorial for Zowe. Visit the Zowe Tutorial page to learn about adding new
applications to the Zowe Desktop and and how to enable communication with other Zowe components.

The Zowe community is also currently working to provide a vendor-neutral site for an open z/OS build and sandbox
environment.

Zoweis also compatible with IBM z/OSMF Lite for non-production use. For more information, see Configuring z/
OSMF Lite (for non-production use) on page 78 on Zowe Docs.

Zowe CLI FAQ

Why might | use Zowe CLI versus a traditional ISPF interface to perform mainframe tasks?

For developers new to the mainframe, command-line interfaces might be more familiar than an ISPF interface. Zowe
CL lets devel opers be productive from day-one by using familiar tools. Zowe CL1 also |ets devel opers write scripts
that automate a sequence of mainframe actions. The scripts can then be executed from off-platform automation tools
such as Jenkins automation server, or manually during development.

With what tools is Zowe CLI compatible?

Zowe CLI isvery flexible; devel opers can integrate with modern tools that work best for them. It can work in
conjunction with popular build and testing tools such as Gulp, Gradle, Mocha, and Junit. Zowe CLI runs on avariety
of operating systems, including Windows, macOS, and Linux. Zowe CL| scripts can be abstracted into automation
tools such as Jenkins and TravisCl.

Where can | use the CLI?

Usage Scenario Example

Interactive use, in acommand prompt or bash terminal.  Perform one-off tasks such as submitting a batch job.

Interactive use, in an IDE terminal Download a data set, make local changesin your editor,
then upload the changed dataset back to the mainframe.



https://github.com/zowe/community/blob/master/COMMITTERS.md
https://slack.openmainframeproject.org/
https://github.com/zowe/community/blob/master/README.md
https://github.com/zowe/community/blob/master/README.md
https://developer.ibm.com/tutorials/zowe-step-by-step-tutorial/
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Usage Scenario Example

Scripting, to simplify repetitive tasks Write a shell script that submits ajob, waits for the job to
complete, then returns the output.

Scripting, for use in automated pipelines Add a script to your Jenkins (or other automation
tool) pipeline to move artifacts from a mainframe
development system to a test system.

Which method should I use to install Zowe CLI?
You caninstall Zowe CLI using the following methods:

» Local packageinstallation: Thelocal package method lets you install Zowe CLI from a zipped file that contains
the core application and all plug-ins. When you use the local package method, you can install Zowe CLI in an
offline environment. We recommend that you download the package and distribute it internally if your site does
not have internet access.

* Online NPM registry: The online NPM (Node Package Manager) registry method unpacks all of the files that
are necessary to install Zowe CL1 using the command line. When you use the online registry method, you need an
internet connection to install Zowe CLI

How can | get help with using Zowe CLI?

e You can get help for any command, action, or option in Zowe CLI by issuing the command 'zowe --help'.
» For information about the available commandsin Zowe CL I, see Command Groups.
« If you have questions, the Zowe Slack space is the place to ask our community!

How can | use Zowe CLI to automate mainframe actions?

* You can automate a sequence of Zowe CLI commands by writing bash scripts. Y ou can then run your scriptsin
an automation server such as Jenkins. For example, you might write a script that moves your Cobol codeto a
mainframe test system before another script runs the automated tests.

» Zowe CLI lets you manipulate data sets, submit jobs, provision test environments, and interact with mainframe
systems and source control management, all of which can help you develop robust continuous integration/
delivery.

How can | contribute to Zowe CLI?

As adeveloper, you can extend Zowe CLI in the following ways:

e Build aplug-infor Zowe CLI

» Contribute code to the core Zowe CLI

* Fix bugsin Zowe CLI or plug-in code, submit enhancement requests via GitHub issues, and raise your ideas with
the community in Slack.

Note: For moreinformation, see How can | contribute? on page 279.

Zowe Explorer FAQ

Why might | use Zowe Explorer versus a traditional ISPF interface to perform mainframe tasks?

The Zowe Explorer V SCode extension provides devel opers new to the mainframe with a modern Ul, allowing you to
access and work with the data set, USS, and job functionalities in afast and streamlined manner. In addition, Zowe
Explorer enables you to work with Zowe CL1 profiles and issue TSO/MV S commands.

How can | get started with Zowe Explorer?

First of al, make sure you fulfill the following Zowe Explorer software requirements:

» Get accessto zZZOSMF.
e Install Node.jsv8.0 or later.


https://openmainframeproject.slack.com/
https://nodejs.org/en/download/
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¢ [nstal VSCode.

» Configure TSO/E address space services, z/OS data set, file REST interface, and z/OS jobs REST interface. For
more information, see zZ/OS Requirements.

Once the software requirements are fulfilled, create a Zowe Explorer profile.
Follow these steps:

1. Navigateto the explorer tree.

2. Click the + button next to the DATA SETS, USS, or JOBS bar.

3. Select the Create a New Connection to zZ/OS option.

4. Follow theinstructions, and enter all required information to complete the profile creation.

Y ou can also watch Getting Started with Zowe Explorer to understand how to use the basic features of the extension.

Where can | use Zowe Explorer?

Y ou can use Zowe Explorer either in VSCode or in Theia. For more information about Zowe Explorer in Theia, see
the Theia Readme.

How do | get help with using Zowe Explorer?

* Usethe Zowe Explorer channel in Slack to ask the Zowe Explorer community for help.

« Open aquestion or issue directly in the Zowe Explorer GitHub repository.

How can | use Secure Credential Store with Zowe Explorer?

Activate the Secure Credential Store plug-in in Zowe Explorer.

Follow these steps:

Open Zowe Explorer.

Navigate to the V SCode settings.

Open Zowe Explorer Settings.

Add the Zowe-Plugin valuetothe Zowe Security: Credential Key entryfield.
Restart V SCode.

Create aprofile.

o g~ wDdhE

Y our Zowe Explorer credentials are now stored securely.

For more information, see the Enabling Secure Credential Store page.

How can | use FTP as my back-end service for Zowe Explorer?

Check out the GitHub article about the FTP extension with the information on how to build, install, and use FTP as
your back-end service for working with Unix files.

How can | contribute to Zowe Explorer?
As adeveloper, you may contribute to Zowe Explorer in the following ways:

« Build aZowe Explorer extension.

» Contribute code to core Zowe Explorer.

» Fix bugsin Zowe Explorer, submit enhancement requests via GitHub issues, and raise your ideas with the
community in Slack.

Note: For more information, see Extending Zowe Explorer.

ZOowe resources

Learn more about Zowe from these blog posts, videos, and other resources.


https://code.visualstudio.com/
https://docs.zowe.org/stable/user-guide/systemrequirements-zosmf.html#z-os-requirements
https://www.youtube.com/watch?v=G_WCsFZIWt4
https://marketplace.visualstudio.com/items?itemName=Zowe.vscode-extension-for-zowe
https://github.com/zowe/vscode-extension-for-zowe/blob/master/docs/README-Theia.md
https://openmainframeproject.slack.com/archives/CUVE37Z5F
https://github.com/zowe/vscode-extension-for-zowe/issues
https://docs.zowe.org/stable/user-guide/ze-profiles.html#enabling-secure-credential-store-with-zowe-explorer
https://github.com/zowe/zowe-explorer-ftp-extension/
https://github.com/zowe/vscode-extension-for-zowe/blob/master/docs/README-Extending.md

Blogs

e Zowe blogson Medium
e Zowe blogs on Open Mainframe Project website

Details for how to contribute to the Zowe blogs on Medium site are at Zowe Blog Guidelines.

Videos, webinars

Aswell as Zowe videos owned and managed by the community, there are a number of external youtubers who host
Zowe related content.

» Zowe Demos playlist from Bill Pereira
e Mainframe Bytes channel from Jessielaine Punongbayan

Community
Join uson Slack

e Slack invitelink
» Zowe Slack channels

L earn mor e about the community

Find out information about Zowe sub-projects, GitHub repos, mailing lists, community meeting minutes, contribution
guidelines, and so on.

e Zowe community GitHub repo


https://medium.com/zowe
https://www.openmainframeproject.org/category/blog/zowe
https://medium.com/zowe
https://github.com/zowe/community/blob/master/blogging/blog_guidelines.md
https://www.youtube.com/playlist?list=PLM85SdWDWtebJ13Kww8rxKlDlWe72D7b3
https://www.youtube.com/channel/UCZrvxFwT1GpvJuFRyqc5uWg
https://slack.openmainframeproject.org/
https://github.com/zowe/community/blob/master/README.md#slack
https://github.com/zowe/community/blob/master/README.md
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Planning and preparing the installation

Introduction

The ingtallation of Zowe™ consists of two independent processes: installing the Zowe server components either
entirely on z/OS or a combination of z/OS and Docker, and then installing Zowe CLI on a desktop compulter.

The Zowe server components provide aweb desktop that runs in aweb browser providing a number of applications
for zZ/OS users, together with an APl mediation layer provides single-sign on (SSO), organization of the multiple
zowe servers under a single website, and other capabilities useful for z/OS devel opers.

Zowe CLI can connect to z/OS servers and allows tasks to be performed through a command line interface.

Because Zowe is a set of components, before installing Zowe, first determine which components you want to install
and where you want to install them. This guide provides documentation for all of the components and it is split into
sections so you can install as much as you need.

Here are some scenarios to consider:

» If you will only be accessing the Zowe server components through aweb browser or REST API client, then you
do not need to install the Zowe CLI.

« |f youwill only be using the Zowe CL1, depending on the plugins used you may not need to install the Zowe
server components.

e |If youintend to use Docker for the server components, less components need to be installed on z/OS. If you are
not using the Desktop or ZSS, then it's possible run the other Zowe components without installing any of Zowe
onto z/OS.

Before you start the installation, review the information on system requirements and other considerations.

Planning the installation of Zowe server components

All Zowe server components can be installed on zZ/OS, but some have the aternative option of being run inside of a
Docker image on a Linux host. Which option you choose effects the prerequisites, where they are installed, and the
installation steps needed.

Planning z/OS installation

If you are installing one or more server components onto z/OS, the following information is required during the
installation process. Software and hardware prerequisites are covered in the next section.

* ThezFSdirectory where you will install the Zowe runtime files and folders. For more details of setting up and
configuring the UNIX Systems Services (USS) environment, see UNIX System Services considerations for Zowe
on page 95.

e A HLQ that theinstallation can create aload library and samplib containing load modules and JCL samples
required to run Zowe.

« Multiple instances of Zowe can be started from the same Zowe z/OS runtime. Each launch of Zowe has its own
zZFSdirectory that is known as an instance directory.

» (If not using Docker) Zowe uses a zFS directory to contain its northbound certificate keys as well as atruststore
for its southbound keys. Northbound keys are one presented to clients of the Zowe desktop or Zowe APl Gateway,
and southbound keys are for servers that the Zowe API gateway connects to. The certificate directory is not part
of the Zowe runtime so that it can be shared between multiple Zowe runtimes and have its permissions secured
independently.



e Zowe hastwo started tasks.

e Z\ESI STCisacross memory server that the Zowe desktop uses to perform APF-authorized code. More
details on the cross memory server are described in Installing and configuring the Zowe cross memory server

(ZWESISTC) on page 144.
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e ZWESVSTC brings up the every other other part of the Zowe runtime on z/OS that was requested. This may
include Desktop, APl mediation layer, ZSS, and more, but when using Docker likely only ZSS will be used

here.

In order for the two started tasks to run correctly, security manager configuration needs to be performed.
Thisis documented in Configuring the z/OS system for Zowe on page 124 and a sample JCL member
ZWWESECUR is shipped with Zowe that contains commands for RACF, TopSecret, and ACF2 security

managers.

Topology of the Zowe z/OS launch process

The following diagram depicts the high-level structure of a Zowe installation and runtime.
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» Executing the zZOSMF worklow script ZWERFO1 contained in the SMP/E FMID AZWEQOL.

During execution of Zowe, the runtime directory contents are not modified. Maintenance or APAR release for Zowe
replaces the contents of the runtime directory and are rollup PTFs.

INSTANCE_DIR

Theinstance directory <I NSTANCE_DI R> isrequired to launch Zowe. It is created with the script
<RUNTI ME_DI R>/ bi n/ zowe- confi gur e-i nst ance. sh. More than one instance directory can be created
and used to launch multiple instances of Zowe sharing the same runtime directory <RUNTI ME_DI R>.

Zowe instances are started by running the script <I NSTANCE_DI R>/ bi n/ zowe- st art . sh. Thiscreatesa
started task with the PROCLIB member ZWESVSTC that is provided with the samplib SZWESAMP created during the
installation of Zowe. The JCL member ZWESVSTC starts a USS shell under which it launches its address spaces.

Theinstance directory filei nst ance. env isused to configure a Zowe launchable. Thefile is executed during the
launch of Zowe and specifies shell variables such as ports and location of dependent directories and services on zZ/OS.

Thei nst ance. env file setsthe location of the <RUNTI ME_DI RECTORY> aswell asthe
<KEYSTORE_DI RECTORY>

KEYSTORE_DIRECTORY

Zowe uses certificates to encrypt data as well as atruststore. The keystore directory <KEYSTORE_DI RECTORY>
controls where the certificates are located, either in a JavaKeystore or a z/OS keyring. A

<KEYSTORE_DI RECTORY> is created by using the script <RUNTI ME_DI R>/ bi n/ zowe- set up-
certificates. sh.

System requirements
Before installing Zowe™, ensure that your environment meets the prerequisites.
e 7/OS system requirements (host) on page 71

e Zowe APl Mediation Layer on z/OS requirements (host) on page 71
e Zowe Web Explorers and APIs on z/OS requirements (host) on page 71
» Zowe Application Framework on z/OS reguirements (host) on page 71

< Important note for users upgrading to v1.14 on page 71
« Docker requirements (host) on page 72
» Zowe Desktop requirements (client) on page 72
e Zowe CLI requirements on page 73

e Client-side on page 73
e Host-side on page 73
¢ Freedisk space on page 73
» Feature requirements on page 73

e Multi-Factor Authentication (MFA) on page 73
e Single Sign-On (SSO) on page 73

Please note: Not all of the prerequisites below are needed. The prerequisites needed depends on what
components you want to use.

Zowe CL | operates independently of the Zowe z/OS component and isinstalled on a client PC that runs Windows,
Linux, or Mac operating systems. It can access z/OS endpoints such as ZZOSMF, or can access FTP, CICS, DB2, and
other z/OS services through plug-ins. Unless required by plug-ins, the Zowe CL1 does not require the Zowe server
components to be installed.

All Zowe server components can be installed on a zZ/OS environment, while some can aternatively be installed on
Linux or zLinux via Docker. The components provide a number of services that are accessed through a web browser
such asan API catalog and aweb desktop. The client PC that accesses the Zowe server components does not need to
have the Zowe CL1 installed.
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Even though the Zowe server components do not require the CLI and vice-versa, thereis an advantage to having the
server componentsif using the CL1. When installed, the APl Mediation Layer of Zowe can provide benefits to the
CL1 such as single-sign-on and only needing to trust a single certificate when using multiple Zowe-related endpoints.

For more information on the relationship between the Zowe server components and Zowe CL I, see Zowe overview on
page 8.

z/0OS system requirements (host)
e Zz/OSversion in active support, such asVersion 2.3 and Version 2.4

Note: zZ/OS V2.2 reaches end of support on 30 September 2020. For more information, see the ZZOSv2.2 lifecycle
details https://www.ibm.com/support/lifecycle/detail s?045=2497063S01245B61. Zowe Version 1.15 and earlier
can continue to work with zZ/OS V2.2 but you are advised to upgrade your z/OS to more recent versions.

» zFSvolume with at least 833mb of free space for Zowe server components, their keystore, instance configuration
filesand logs, and third party plugins. Requirement for: Zowe Server Components (APl Mediation Layer,
Application Framework, ZSS)

* (Optional, recommended) IBM z/OS Management Facility (zZOSMF) Version 2.2, Version 2.3 or Version 2.4.
While ZZOSMF is optional for Zowe, many components utilize it and therefore it is recommended that ZZOSMF is
present to fully exploit Zowe's capabilities.

When utilizing ZZOSMF with Zowe ensure the ZZOSMF JWT Support is available via APAR and associated PTFs.

e (Optional, recommended) z/OS OpenSSH V2.2.0 or higher. Some features of Zowe require SSH, such asthe
Desktop's SSH terminal. Some users may also find it convenient to install & manage Zowe via SSH, asan
aternativeto OMV'S over TN3270.

notip

< For non-production use of Zowe (such as devel opment, proof-of-concept, demo), you can customize the
configuration of ZZOSMF to create what is known as"z/OS MF Lite" that simplifies the setup of ZZOSMF. As
z/0S MF Lite only supports selected REST services (JES, DataSet/File, TSO and Workflow), you will observe
considerable improvementsin startup time as well as areduction in the effortsinvolved in setting up z/OSMF.
For information about how to set up zZZOSMF Lite, see Configuring zZZOSMF Lite (for non-production use) on

page 78.
« For production use of Zowe, see Configuring ZZOSMF on page 75. :::

Zowe APl Mediation Layer on z/OS requirements (host)
e |IBM SDK for Java Technology Edition V8 or later
Zowe Web Explorers and APIs on z/OS requirements (host)

* Nodejsv8.x (except v8.16.1), and v12.x. Note: when using v12.x, it is highly recommended that plug-ins used
are tagged. For more information, see Tagging on zZ/OS To install Node.js on z/OS, follow the instructionsin
Installing Node.js on z/OS on page 74.

* IBM SDK for Java Technology Edition V8 or later
Zowe Application Framework on z/OS requirements (host)

The Zowe Application Framework server provides the Zowe Desktop that contains an extensible GUI with a number
of applications allowing access to z/OS functions, such as the File Editor, TN3270 emulator, JES Explorer, and more.
For more information, see Zowe Architecture.

* Nodejsv8.x (except v8.16.1), and v12.x. Note: when using v12.x, it is highly recommended that plug-ins used
are tagged. For more information, see Tagging on zZ/OS To install Node.js on z/OS, follow the instructionsin
Installing Node.js on zZ/OS on page 74.

* IBM SDK for Java Technology Edition V8 or later
Important note for users upgrading to v1.14

If you are upgrading to Zowe v1.14 from a previous release, and the value of ZONE_EXPLORER_HOST does not
match the host and domain that you put into your browser to access Zowe, you must update your configuration due to
updated referrer-based security.


https://www.ibm.com/support/lifecycle/details?q45=Z497063S01245B61
https://www.ibm.com/support/pages/apar/PH12143
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To configure your system for the version 1.14 update, perform one of the following tasks:

» Define ZWE_EXTERNAL_HOSTS as a comma-separated list of hosts from which you would access Zowe from
your browser.

o ZWE_EXTERNAL_HOSTS=host 1, host 2, . ..

» DefineZWE_REFERRER_HOSTS as a comma-separated list for the value to be applied specifically for referrer
purposes.

e ZWE_REFERRER HOSTS=host 1, host 2, . ..
See Reviewing the instance.env file on page 149 for additional information on the use of i nst ance. env files.
See Configuring a Zowe instance viainstance.env file for additional information on configuring i nst ance. env
files.
Docker requirements (host)
The Zowe Docker build isatechnical preview.

Docker is atechnology for delivering a set of software and all its prerequisites and run them in an isolated manner
to reduce installation steps and to eliminate troubleshooting environmental differences. Docker can run on many
operating systems, but currently the Zowe Docker image is for x86 Linux (Intel, AMD) and zLinux ("s390x").
Support for platforms such as zCX, Windows, and more will be added over time.

To get Docker for Linux, you should check your Linux software repository. Whether using Ubuntu, Red Hat, SuSE,
and many other types of Linux, you can install Docker the same way you install other software on Linux through the
package manager.

Once you have Docker, the Zowe Docker image has the following requirements

* 4GB free RAM, 8 GB recommended
* 4GB freedisk space
* Network accessto the z/OS host. The Linux host must be able to communicate with the z/OS host.

When using Docker, Z/OS is still required and if using the Application Framework or ZSS, installing ZSS on the z/OS
host is still required. See these requirements:

» Z/OS system requirements (host) on page 71

Note: The subsections of zZ/OS requirements such as for APl Mediation Layer, Web Explorers, and Application
Framework are not required because they are included in the Docker install.

Zowe Desktop requirements (client)

The Zowe Desktop is powered by the Application Framework which has server prereqs depending on whereitis
installed

» Application Framework on z/OS prerequisites
« Docker requirements (host) on page 72

The Zowe Desktop runsinside of abrowser. No browser extensions or plugins are required. The Zowe Desktop
supports Google Chrome, Mozilla Firefox, Apple Safari and Microsoft Edge releases that are at most 1 year old,
except when the newest release is older. For Firefox, both the regular and Extended Support Release (ESR) versions
are supported under thisrule.

Currently, the following browsers are supported: - Google Chrome V77 or later - Mozilla Firefox V68 or later - Safari
V12.1 or later - Microsoft Edge 18

If you do not see your browser listed here, please contact the Zowe community so that it can be validated and
included.
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Zowe CLI requirements
Client-side

Zowe CLI is supported on Windows, Linux, and Mac operating systems. Meet the following requirements before you
install the CLI:

* Nodejs: Install acurrently supported Node.js LTS version. For an up-to-date list of supported LTS versions, see
Nodejs.org.

::: tip You might need to restart the command prompt after installing Node.js. Issue the command node - -
ver si on to verify that Nodejsisinstalled. :::

« npm: Install aversion of Node Package Manager (npm) that is compatible with your version of Node,js.

;o tip Npm isincluded with most Node.js installations. Issue the command npm - - ver si on to check your
current version. Y ou can reference the Node.js release matrix to verify that the versions are compatible. :::

* Plug-in client requirements: If you plan to install plug-ins, review the Software requirements for Zowe CLI
plug-ins on page 236. Y ou must meet the client requirements for the Secure Credential Store and IBM Db2
plug-ins prior to installing them.

Host-side
Zowe CL I requires the following mainframe configuration:

* IBM zZ/OSMF configured and running: Y ou do not need to install the full Zowe solution to install and use
Zowe CLI. Minimally, an instance of IBM zZ/OSMF must be running on the mainframe before you can issue Zowe
CLI commands successfully. ZZOSMF enables the core capabilities such as retrieving data sets, executing TSO
commands, submitting jobs, and more. If Zowe API Mediation Layer (APl ML) is configured and running, CLI
users can choose to connect to APl ML rather than to every separate service.

e Plug-in services configured and running: Plug-ins communicate with various mainframe services, which must
be configured and running on the mainframe prior to issuing plug-in commands. For example, the IMS plug-
in requires an instance of IBM IMS on the mainframe with IMS Connect (REST services) running. For more
information, see Software requirements for Zowe CLI plug-ins on page 236

e ZoweCLI on zZ/OSisnot supported: Zowe CLI can beinstalled on an IBM z/OS environment and run under
Unix System Services (USS). However, the IBM Db2 and Secure Credentials Store plug-ins will not run on zZ/0S
due to native code requirements. As such, Zowe CL1I is not supported on ZOSand is currently experimental.

Free disk space

Zowe CLI requires approximately 100 M B of free disk space. The actual quantity of free disk space consumed might
vary depending on your operating system, the plug-ins that you install, and user profiles saved to disk.

Feature requirements
Zowe has several optional features that have additional prerequisites as follows.
Multi-Factor Authentication (MFA)

Multi-factor authentication is supported for several components, such as the Desktop and APl Mediation Layer.
Multi-factor authentication is provided by third party products which Zowe is compatible with. The following are
known to work:

e IBM Z Multi-Factor Authentication.

For information on using MFA in Zowe, see Multi-factor authentication configuration on page 189.

Single Sign-On (SSO)

Zowe has an SSO scheme with the goal that each time you use use multiple Zowe components you should only be
prompted to login once.

Requirements:

e IBM Z/OS Management Facility (zZZOSMF)
e (Optional, recommended) PK CS#11 token setup is required when using ZSS, the Desktop, and Application
Framework with SSO. See Creating a PK CS#11 Token for more information.


https://nodejs.org/en/about/releases/
https://nodejs.org/en/download/releases/
https://www.ibm.com/us-en/marketplace/ibm-multifactor-authentication-for-zos
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Installing Node.js on z/OS
Note: Thissection isnot required if using Docker or only using the CLI.

Before you install Zowe™ on z/OS, you must install IBM SDK for Node.js on the same z/OS server that hosts the
Zowe Application Server and zZ/OS Explorer Services. Review the information in this topic to obtain and install
Nodejs.

» Supported Node.js versions on page 74

e How to obtain IBM SDK for Node.js - Z/OS on page 74

» Hardware and software prerequisites on page 74

¢ Installing the PAX edition of Node.js - zZ/OS on page 75

» Installing the SMP/E edition of Node,js - Z/OS on page 75

Supported Node.js versions

The following Node.js versions are supported to run Zowe. See the Hardware and software prerequisites on page
74 section for the prerequisites that are required by Zowe.

The corresponding IBM Knowledge Center for Node.js - Z/OS lists all the prerequisites for Node.js. Some software
packages, which might be listed as prerequisites there, are NOT required by Zowe. Specifically, you do NOT need to
install Python, Make, Perl, or C/C++ runtime or compiler. If you canrun node - - ver si on successfully, you have
installed the prerequisites required by Zowe.

e v8.x (except v8.16.1)

+ Z/OSV2R2: PTFs U162788, U146658, U162416, U162415 (APARSs PH10606, PI79959, PH10740, PH10741)
* 7z/OSV2R3: PTFs U161308, U161375, UI61747 (APARs PHO710, PH08352, PH09543)
»  z/OSV2R4: PTFs U164839, U164940, UI64837, U164830 (APARS PH14559, PH16038, PH15674, PH14560)

Known issue: There isaknown issue with node.js v8.16.1 and Zowe desktop encoding. See the GitHub issue for
details.

Workaround: Use node,jsv8.16.2 or later, which isavailable at https://www.ibm.com/ca-en/marketplace/sdk-
nodejs-compiler-zos. Download the pax. Z file.
e V12X

» z/OSV2R2: PTFs U162788, U146658, U162416, U162415 (APARS PH10606, P179959, PH10740, PH10741)
* 2/OSV2R3: PTFs U161308, UI61375, UI61747 (APARs PH0710, PH08352, PH09543)

* 7Z/OSV2R4: PTFs U164839, U164940, U164837, UI164830 , UI65567 (APARS PH14559, PH16038, PH15674,
PH14560, PH17481)

How to obtain IBM SDK for Node.js - z/OS
You can obtain IBM SDK for Node.js - Z/OS for freein one of the following ways:

« Order the SMP/E edition through your IBM representative for production use
e Usethe PAX edition for non-production deployments

For more information, see the blog "How to obtain IBM SDK for Node,js - Z/OS, at no charge".

Hardware and software prerequisites
Toinstall Node.js for Zowe, the following requirements must be met.

The corresponding IBM Knowledge Center for Node.js - Z/OS lists all the prerequisites for Node.js. Some software
packages, which might be listed as prerequisites there, are NOT required by Zowe. Specifically, you do NOT need to
install Python, Make, Perl, or C/C++ runtime or compiler.

If youcanrunnode - -ver si on successfully, you have installed the Node.js prerequisites required by Zowe.
Hardware:
IBM zEnterprise® 196 (z196) or newer


https://www.ibm.com/support/knowledgecenter/SSWLKB/welcome_nodesdk_family.html
https://www-01.ibm.com/support/docview.wss?uid=swg1PH10606
https://www-01.ibm.com/support/docview.wss?uid=swg1PI79959
https://www-01.ibm.com/support/docview.wss?uid=swg1PH10740
https://www-01.ibm.com/support/docview.wss?uid=swg1PH10741
https://www-01.ibm.com/support/docview.wss?uid=isg1PH07107
https://www-01.ibm.com/support/docview.wss?uid=swg1PH08352
https://www-01.ibm.com/support/docview.wss?uid=swg1PH09543
http://www-01.ibm.com/support/docview.wss?uid=swg1PH14559
http://www-01.ibm.com/support/docview.wss?uid=swg1PH16038
http://www-01.ibm.com/support/docview.wss?uid=swg1PH15674
http://www-01.ibm.com/support/docview.wss?uid=swg1PH14560
https://github.com/ibmruntimes/node/issues/142
https://www.ibm.com/ca-en/marketplace/sdk-nodejs-compiler-zos
https://www.ibm.com/ca-en/marketplace/sdk-nodejs-compiler-zos
https://www-01.ibm.com/support/docview.wss?uid=swg1PH10606
https://www-01.ibm.com/support/docview.wss?uid=swg1PI79959
https://www-01.ibm.com/support/docview.wss?uid=swg1PH10740
https://www-01.ibm.com/support/docview.wss?uid=swg1PH10741
https://www-01.ibm.com/support/docview.wss?uid=isg1PH07107
https://www-01.ibm.com/support/docview.wss?uid=swg1PH08352
https://www-01.ibm.com/support/docview.wss?uid=swg1PH09543
http://www-01.ibm.com/support/docview.wss?uid=swg1PH14559
http://www-01.ibm.com/support/docview.wss?uid=swg1PH16038
http://www-01.ibm.com/support/docview.wss?uid=swg1PH15674
http://www-01.ibm.com/support/docview.wss?uid=swg1PH14560
http://www-01.ibm.com/support/docview.wss?uid=swg1PH17481
https://developer.ibm.com/mainframe/2019/04/17/ibm-sdk-for-node-js-z-os-at-no-charge/
https://www.ibm.com/support/knowledgecenter/SSWLKB/welcome_nodesdk_family.html
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Softwar e:

e 7/OSUNIX System Services enabled
* Integrated Cryptographic Service Facility (ICSF) configured and started

ICSF isrequired for Node.js to operate successfully on Z/OS. If you have not configured your Z/OS environment
for ICSF, see Cryptographic Services ICSF: System Programmer's Guide. To see whether |CSF has been started,
check whether the started task | CSF or CSF is active.

Installing the PAX edition of Node.js - zZ/OS
Follow these stepsto install the PAX edition of Node,js - ZOS to run Zowe.

1. Download the pax.Z file to az/OS machine.
2. Extract the pax.Z file inside an installation directory of your choice. For example:

pax -rf <path_to_pax.Z file> -x pax
3. Add thefull path of your installation directory to your PATH environment variable:
export PATH=<install ati on_di rectory>/bin/: $PATH

4. Run the following command from the command line to verify the installation.
node --version

If Node.jsisinstalled correctly, the version of Node,jsis displayed.

5. After youinstall Node,js, set the NODE_HOME environment variable to the directory where Node.jsisinstalled.
For example, NODE_HOVE=/ pr oj / nvd/ node/ i nst al | s/ node-v6. 14. 4- 0s390- s390x.

Installing the SMP/E edition of Node.js - z/OS

Toinstall the SMP/E edition of Node.js, see the documentation for IBM SDK for Node.js - zZ/OS. Remember that the
software packages Perl, Python, Make, or C/C++ runtime or compiler that the Node.js documentation might mention
are NOT needed by Zowe.

Configuring z/ OSMF

The following information contains procedures and tips for meeting ZZOSMF requirements. For compl ete information,
go to IBM Knowledge Center and read the following documents.

¢ IBM Z/OS Management Facility Configuration Guide
e IBM Z/OS Management Facility Help
z/OS requirements for z/ OSMF configuration

Ensure that the z/OS system meets the following requirements:

Requirements Description Resourcesin IBM Knowledge
Center
AXR (System REXX) Z/OS uses AXR (System REXX) System REXX

component to perform Incident

Log tasks. The component enables
REXX executable filesto run outside
of conventional TSO and batch
environments.

Common Event Adapter (CEA) The CEA server, whichisaco- Customizing for CEA
server requisite of the Common Information

Model (CIM) server, enables the

ability for ZZOSMF to deliver Z/OS

events to C-language clients.



https://www.ibm.com/support/knowledgecenter/en/SSLTBW_2.3.0/com.ibm.zos.v2r3.csfb200/abstract.htm
https://www.ibm.com/support/knowledgecenter/SSWLKB/welcome_nodesdk_family.html
https://www.ibm.com/support/knowledgecenter/SSLTBW_2.3.0/com.ibm.zos.v2r3/en/homepage.html
https://www.ibm.com/support/knowledgecenter/en/SSLTBW_2.3.0/com.ibm.zos.v2r3.izua300/IZUHPINFO_PartConfiguring.htm
https://www.ibm.com/support/knowledgecenter/SSLTBW_2.3.0/com.ibm.zos.v2r3.izu/izu.htm
https://www.ibm.com/support/knowledgecenter/en/SSLTBW_2.3.0/com.ibm.zos.v2r3.ieaa800/systemrexx.htm
https://www.ibm.com/support/knowledgecenter/en/SSLTBW_2.3.0/com.ibm.zos.v2r3.e0zb100/custcea.htm
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Requirements

Description

Resourcesin IBM Knowledge
Center

Common Information Model (CIM)
server

CONSOLE and CONSPROF
commands

Javalevel

TSO region size

User IDs

Z/IOSMF uses the CIM server to
perform capacity-provisioning and
workload-management tasks. Start
the CIM server before you start z/
OSMF (the 1ZU* started tasks).

The CONSOLE and CONSPROF
commands must exist in the
authorized command table.

IBM® 64-bit SDK for Z/OS®, Java
Technology Edition V8 or later is
required.

To prevent exceeds maximum
region size errors, verify that the
TSO maximum region sizeisa
minimum of 65536 KB for the z/OS
system.

User IDsrequire a TSO segment
(access) and an OMV S segment.
During workflow processing and
REST API requests, ZZOSMF might

start one or more TSO address spaces

under the following job names:
userid; substr(userid, 1, 6) CN
(Console).

Reviewing your CIM server setup

Customizing the CONSOLE and
CONSPROF commands

Software prerequisites for ZOSMF

N/A

N/A

Configuring z/OSMF
Follow these steps:

1. From the console, issue the following command to verify the version of zZ/OS:

/ D | PLI NFO

Part of the output contains the release, for example,

RELEASE z/ CS 02. 02. 00.

2. Configure ZZOSMF-.

Z/IOSMF is abase element of ZOSV2.2 and V2.3, so it isaready installed. But it might not be configured and
running on every z/OS V2.2 and V2.3 system.

In short, to configure an instance of ZZOSMF, run the IBM-supplied jobs IZUSEC and IZUMKFS, and then start
the Z/OSMF server. The zZZOSMF configuration process occurs in three stages, and in the following order:

e Stagel - Security setup
» Stage 2 - Configuration
e Stage 3 - Server initialization

This stage sequence is critical to a successful configuration. For complete information about how to configure z/
OSMF, see Configuring ZZOSMF if you use ZZOS V2.2 or Setting up ZZOSMF for thefirst timeif V2.3.

Note: In z/OS V2.3, the base element ZZOSMF is started by default at system initial program load (IPL). Therefore, z/

OSMF is available for use as soon as you set up the system. If you prefer not to start zOSMF automatically, disable



https://www.ibm.com/support/knowledgecenter/en/SSLTBW_2.3.0/com.ibm.zos.v2r3.izua300/IZUHPINFO_AdditionalCIMStepsForZOS.htm
https://www.ibm.com/support/knowledgecenter/en/SSLTBW_2.3.0/com.ibm.zos.v2r3.ikjb400/consol.htm
https://www.ibm.com/support/knowledgecenter/en/SSLTBW_2.3.0/com.ibm.zos.v2r3.ikjb400/consol.htm
https://www.ibm.com/support/knowledgecenter/SSLTBW_2.3.0/com.ibm.zos.v2r3.izua300/IZUHPINFO_SoftwarePrereqs.htm
https://www.ibm.com/support/knowledgecenter/SSLTBW_2.2.0/com.ibm.zos.v2r2.izua300/IZUHPINFO_ConfiguringMain.htm
https://www.ibm.com/support/knowledgecenter/SSLTBW_2.3.0/com.ibm.zos.v2r3.izua300/IZUHPINFO_ConfiguringMain.htm
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the autostart function by checking for START commands for the ZZOSMF started proceduresin the COMMNDXxx
parmlib member.

The z/OS Operator Consolestask is new in Version 2.3. Applications that depend on access to the operator console
such as Zowe™ CLI's RestConsoles API require Version 2.3.

1. Verify that the zZZOSMF server and angel processes are running. From the command line, issue the following
command:

/DA | ZU
If jobs IZUANGL1 and IZUSVRL1 are not active, issue the following command to start the angel process:
/'S | ZUANGL

After you see the message ""CWWKBO0056I INITIALIZATION COMPLETE FOR ANGEL"", issue the
following command to start the server:

/'S 1 ZUSVRL

The server might take afew minutes to initialize. The ZZOSMF server is available when the message
""CWWKF0011l: The server zosmfServer is ready to run a smarter planet."" is displayed.

2. Issuethe following command to find the startup messages in the SDSF log of the ZZOSMF server:
f | ZUG349I
Y ou could see a message similar to the following message, which indicates the port number:

| ZUG3491 : The z/ OSMF STANDALONE Server home page can be accessed at
https://nvs. hursl ey.i bm com 443/ zosnf after the z/ OSMF server is started
on your system

In this example, the port number is443. Y ou will need this port number later.

Point your browser at the nominated zZZOSMF STANDALONE Server home page and you should see its Welcome
Page where you can log in.

Note: If your implementation uses an external security manager other than RACF (for example, CA Top Secret for z/
OS or CA ACF2 for Z/0S), you provide equivaent commands for your environment. For more information, see the
following product documentation:

» Configure z/OS Management Facility for CA Top Secret
« Configure ZZOS Management Facility for CA ACF2
z/OSMF REST services for the Zowe CLI

The Zowe CLI| uses ZZOSMF Representational State Transfer (REST) APIs to work with system resources and extract
system data. Ensure that the following REST services are configured and available.

ZJOSMF REST services Requirements Resourcesin IBM knowledge
Center
Cloud provisioning services Cloud provisioning services Cloud provisioning services
arerequired for the Zowe CLI

CICS and Db2 command groups.
Endpoints begin with/ zosnf /
provi si oni ng/



https://techdocs.broadcom.com/content/broadcom/techdocs/us/en/ca-mainframe-software/security/ca-top-secret-for-z-os/16-0/installing/configure-z-os-management-facility-for-ca-top-secret.html
https://techdocs.broadcom.com/content/broadcom/techdocs/us/en/ca-mainframe-software/security/ca-acf2-for-z-os/16-0/installing-and-implementing/configure-z-os-management-facility-for-ca-acf2.html
https://www.ibm.com/support/knowledgecenter/SSLTBW_2.3.0/com.ibm.zos.v2r3.izua300/izuconfig_CloudProvSecuritySetup.htm
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ZIOSMF REST services

Requirements

Resourcesin IBM knowledge
Center

TSO/E address space services

Z/OS console services

Z/OS data set and file REST interface

Z/OS jobs REST interface

Z/OSMF workflow services

TSO/E address space services are
required to issue TSO commandsin
the Zowe CLI. Endpoints begin with
[ zosntf/tsoApp

Z/OS console services are required to
issue console commands in the Zowe
CLI. Endpoints begin with/ zosnf /
rest consol es/

Z/OS data set and file REST interface
isrequired to work with mainframe
data sets and UNIX System Services
filesin the Zowe CLI. Endpoints
beginwith/ zosnf/restfil es/

Z/0OS jobs REST interface isrequired
to use the zos-jobs command group
in the Zowe CLI. Endpoints begin
with/ zosnf / restj obs/

Z/IOSMF workflow servicesis
required to create and manage z/
OSMF workflows on a z/OS system.
Endpoints begin with/ zosnf /

wor kf | ow/

TSO/E address space services

z/OS console

Z/OS data set and file interface

z/OSjobsinterface

z/OSMF workflow services

Zowe uses symbolic links to the ZZOSMF boot st r ap. properti es,
jvmsecurity.override. properties,andltpa. keys files. Zowe reuses SAF, SSL, and LTPA
configurations; therefore, they must be valid and complete.

For more information, see Using the ZZOSMF REST servicesin IBM zZ/OSMF documentation.

To verify that zZOSMF REST services are configured correctly in your environment, enter the REST endpoint into
your browser. For example: https://mvs.ibm.com:443/zosmf/restjobs/jobs

Notes:

« Browsing ZZOSMF endpoints requests your user ID and password for defaultRealm; these are your TSO user

credentials.

» The browser returns the status code 200 and alist of all jobs on the zZ/OS system. Thelist isin raw JSON format.

Configuring z/OSMF Lite (for non-production use)

This section provides information about requirements for ZZOSMF Lite configuration.

Disclaimer: zZZOSMF Lite can be used in a non-production environment such as devel opment, proof-of-concept,
demo and so on. It isnot for use in a production environment. To use ZOSMF in a production environment, see

Configuring ZZOSMF on page 75.

1. Introduction on page 79
2. Assumptions on page 79
3. Software Requirements on page 80

a. Minimum Javalevel on page 80

. WebSphere® Liberty profile (zZOSMF V2R3 and later)

b
c. System settings on page 80
d. Web browser on page 80


https://www.ibm.com/support/knowledgecenter/SSLTBW_2.3.0/com.ibm.zos.v2r3.izua700/izuprog_API_TSOServices.htm
https://www.ibm.com/support/knowledgecenter/SSLTBW_2.3.0/com.ibm.zos.v2r3.izua700/IZUHPINFO_API_RESTCONSOLE.htm
https://www.ibm.com/support/knowledgecenter/SSLTBW_2.3.0/com.ibm.zos.v2r3.izua700/IZUHPINFO_API_RESTFILES.htm
https://www.ibm.com/support/knowledgecenter/SSLTBW_2.3.0/com.ibm.zos.v2r3.izua700/IZUHPINFO_API_RESTJOBS.htm
https://www.ibm.com/support/knowledgecenter/SSLTBW_2.3.0/com.ibm.zos.v2r3.izua700/izuprog_API_WorkflowServices.htm
https://www.ibm.com/support/knowledgecenter/SSLTBW_2.3.0/com.ibm.zos.v2r3.izua700/IZUHPINFO_RESTServices.htm
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4. Creating azZ/OSMF nucleus on your system

a. Running job IZUNUSEC to create security on page 81
b. Running job IZUMKFS to create the ZZOSMF user file system
¢. Copyingthe IBM procedures into JES PROCLIB on page 84
d. Starting the ZZOSMF server
e. Accessing the ZZOSMF Welcome page
f. Mounting the ZZOSMF user file system at IPL time

5. Adding the required REST services on page 88

a. Enabling the ZZOSMF JOB REST services

b. Enabling the TSO REST services on page 89

¢. Enabling the ZZOSMF data set and file REST services

d. Enabling the zZOSMF Workflow REST services and Workflows task Ul
6. Troubleshooting problems on page 92

a. Common problems and scenarios on page 92
b. Toolsand techniques for troubleshooting on page 92

e Appendix A. Creating an IZUPRMxx parmlib member on page 92
e Appendix B. Modifying IZUSVRL1 settings on page 94
* Appendix C. Adding more usersto ZZOSMF

Introduction

IBM® z/OS® Management Facility (ZZOSMF) provides extensive system management functions in a task-oriented,
web browser-based user interface with integrated user assistance, so that you can more easily manage the day-to-day
operations and administration of your mainframe z/OS systems.

By following the stepsin this guide, you can quickly enable ZZOSMF on your z/OS system. This simplified approach
to set-up, known as "zZ/OSMF Lite", requires only a minimal amount of z/OS customization, but provides the key
functions that are required by many exploiters, such as the open mainframe project (Zowe™).

A z/OSMF Lite configuration is applicable to any future expansions you make to zZOSMF, such as adding more
optional services and plug-ins.

It takes 2-3 hours to set up ZZOSMF Lite. Some steps might require the assistance of your security administrator.
For detailed information about various aspects of zZZOSMF configuration such as enabling the optional plug-ins and
services, see the IBM publication ZOSMF Configuration Guide.

Assumptions

This document isintended for afirst time zZOSMF setup. If ZZOSMF is aready configured on your system, you do not
need to create azZ/OSMF L.ite configuration.

This document is designed for use with asingle zZ/OS system, not a z/OS sysplex. If you plan to run ZZOSMF in a
sysplex, see ZZOSMF Configuration Guide for multi-system considerations.

It is assumed that a basic level of security for zZZ OSMF is sufficient on the z/OS system. IBM provides a program,
IZUNUSEC, to help you set up basic security for az/OSMF Lite configuration.

System defaults are used for the ZZOSMF environmental settings. Wherever possible, it is recommended that you
use the default values. If necessary, however, you can override the defaults by supplying an IZUPRMxx member, as
described in Appendix A. Creating an IZUPRMxx parmlib member on page 92.

It is recommended that you use the following procedures as provided by IBM:

« Started procedures IZUSVR1 and IZUANG1
e Logon procedure IZUFPROC

Information about installing these proceduresis provided in Copying the IBM procedures into JES PROCLIB on page
84.


https://www.ibm.com/support/knowledgecenter/en/SSLTBW_2.3.0/com.ibm.zos.v2r3.izua300/toc.htm
https://www.ibm.com/support/knowledgecenter/en/SSLTBW_2.3.0/com.ibm.zos.v2r3.izua300/toc.htm
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Software Requirements

Setting up ZZOSMF Lite requires that you have access to a Z/OS V2R2 system or later. Also, your z/OS system must
meet the following minimum software requirements:

e Minimum Javalevel on page 80

»  WebSphere® Liberty profile (zZOSMF V2R3 and later)
e System settings on page 80

e Web browser on page 80

Minimum Java level

Java™ must be installed and operational on your z/OS system, at the required minimum level. See the table that
follows for the minimum level and default location. If you installed Javain another location, you must specify the
JAVA HOME statement in your IZUPRMxx parmlib member, as described in Appendix A. Creating an IZUPRMxx
parmlib member on page 92.

Z/IOSVersion Minimum level of Java™ Recommended level of Default location
Java
zZ/IOSV2R2 IBM® 64-bit SDK for z/ IBM® 64-bit SDK forz/  /usr/ | pp/j aval
OS®, Java Technology OS®, Java™ Technology J7.1_64
Edition V7.1 (SR3), Edition, V8 SR6 (5655-
with the PTFsfor APAR DGH)
P171018 and APAR

PI171019 applied OR IBM®
64-bit SDK for zOS®, Java
Technology Edition V8,

with the PTF for APAR
PI 72601 applied.
zZ/IOSV2R3 IBM® 64-bit SDK for z/ IBM® 64-bit SDK forz/  /usr/| pp/j aval
OS®, Java™ Technology ~ OSP®, Java™ Technology  J8.0_64
Edition, V8 SR4 FP10 Edition, V8 SR6 (5655-
(5655-DGH) DGH)

WebSphere® Liberty profile (zZOSMF V2R3 and later)

Z/IOSMF V2R3 uses the Liberty Profile that is supplied with z/OS, rather than its own copy of Liberty. The
WebSphere Liberty profile must be mounted on your z/OS system. The default mount pointis: / usr/ | pp/

| i berty_zos. To determine whether WebSphere® Liberty profile is mounted, check for the existence of the mount
point directory on your z/OS system.

If WebSphere® Liberty profile is mounted at a non-default location, you need to specify the location in the IZUSVR1
started procedure on the keyword WL PDIR=. For details, see Appendix B. Modifying IZUSVRL1 settings on page
9.

Note: Whenever you apply PTFs for ZZOSMF, you might be prompted to install outstanding WebSphere Liberty
service. It isrecommended that you do so to maintain ZOSMF functionality.

System settings
Ensure that the z/OS host system meets the following requirements:

e Port 443 (default port) is available for use.
* The system host name is unique and maps to the system on which ZZOSMF Lite will be configured.

Otherwise, you might encounter errors later in the process. If you encounter errors, see Troubleshooting problems on
page 92 for the corrective actions to take.

Web browser

For the best results with zZZOSMF, use one of the following web browsers on your workstation:
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* Microsoft Internet Explorer Version 11 or later
* Microsoft Edge (Windows 10)
» MorzillaFirefox ESR Version 52 or later.

To check your web browser's level, click About in the web browser.

Creating a z/OSMF nucleus on your system
The following system changes are described in this chapter:

* Running job IZUNUSEC to create security on page 81

e Running job IZUMKFS to create the ZZOSMF user file system
« Copying the IBM procedures into JES PROCLIB on page 84
» Starting the ZZOSMF server

» Accessing the ZZOSMF Welcome page

* Mounting the ZZOSMF user file system at IPL time

The following sample jobs that you might use are included in the package and available for download:

* IZUAUTH
e |ZUICSEC
* |ZUNUSEC_V2R2
* |ZUNUSEC V2R3

* |IZUPRMOO
* |ZURFSEC
* |ZUTSSEC
* |ZUWFSEC

Download sample jobs
Check out the video for a demo of the process:
Running job IZUNUSEC to create security

The security job IZUNUSEC contains a minimal set of RACF® commands for creating security profiles for the
z/OSMF nucleus. The profiles are used to protect the resources that are used by the ZZOSMF server, and to grant
users access to the ZZOSMF core functions. IZUNUSEC isasimplified version of the sample job IZUSEC, whichis
intended for a more complete installation of ZZOSMF.

Note: If your implementation uses an external security manager other than RACF (for example, CA Top Secret
or CA ACF2), provide equivalent commands for your environment. For more information, see the following CA
Technol ogies product documentation:

« Configure Z7OS Management Facility for CA Top Secret
» Configure ZZOS Management Facility for CA ACF2

Before you begin

In most cases, you can run the IZUNUSEC security job without modification. To verify that the job is okay to run
asis, ask your security administrator to review the job and modify it as necessary for your security environment. If
security is not a concern for the host system, you can run the job without modification.

Procedure

1. If you run ZOS V2R2 or V2R3, download job IZUNUSEC in the sample jobs package and upload this job to z/
OS. If you run Z/OS V2R4, locate job IZUNUSEC at SYS1.SAMPLIB.

2. Review and edit the job, if necessary.
3. Submit IZUNUSEC as a batch job on your z/OS system.


https://docs.zowe.org/stable/zosmf_lite_samples.zip
https://docops.ca.com/ca-top-secret-for-z-os/16-0/en/installing/configure-z-os-management-facility-for-ca-top-secret
https://docops.ca.com/ca-acf2-for-z-os/16-0/en/installing-and-implementing/configure-z-os-management-facility-for-ca-acf2
d2968b60be585e9b694a81b6b7bb1477ea1369d4.zip

| User Guide | 82

4. Connect your user ID to IZUADMIN group.

a. Download job IZUAUTH in the sample jobs package and customize it.
b. Replace the 'userid’ with your ZZOSMF user ID.
¢. Submit the job on your Z/OS system.

Results
Ensure the IZUNUSEC job completes with return code 0000.

To verify, check the results of the job execution in the job log. For example, you can use SDSF to examine the job
log:

1. Inthe SDSF primary option menu, select Option ST.
2. Onthe SDSF Status Display, enter S next to the job that you submitted.
3. Check the return code of the job. The job succeedsif ‘0000 is returned.

Common errors

Review the following messages and the corresponding resol utions as needed:

Symptom Cause Resolution

Message IKJ567021: INVALID data Thejob is submitted morethan once. Y ou can ignore this message.
isissued
Job fails with an authorization error. Y our user ID lacks superuser Contact your security admin to
authority. run IZUNUSEC. If you are using
RACF®, select auser 1D with
SPECIAL attribute which can issue
al RACF® commands.

Job fails with an authorization error. Y our installation uses the RACF See Troubleshooting problems on
PROTECT-ALL option. page 92.
ADDGROUP and ADDUSER The automatic GID and UID Define SHARED.IDS and
commands are not executed. assignment is required. BPX.NEXT.USER profilesto
enable the use of AUTOUID and
AUTOGID.

Running job IZUMKES to create the z/OSMF user file system

Thejob IZUMKFS initializes the ZZOSMF user file system, which contains configuration settings and persistence
information for ZOSMF.

The job mounts the file system. On a z/OS V2R3 system with the PTF for APAR P192211 installed, the job uses
mount point / gl obal / zosnf . Otherwise, for an earlier system, the job mounts the file system at mount point /
var/ zosnf.

Before you begin

To perform this step, you need a user ID with "superuser” authority on the zZ/OS host system. For more information
about how to define a user with superuser authority, see the publication ZZOS UNIX System Services.

Procedure

1. Inthesystem library SYS1. SAMPLI B, locate job [IZUMKFS.
2. Copy thejob.
3. Review and edit the job:

« Modify the job information so that the job can run on your system.
e You must specify avolume seria (VOLSER) to be used for allocating a data set for the ZZOSMF data
directory.
4. Submit IZUMKFS as abatch job on your z/OS system.


d2968b60be585e9b694a81b6b7bb1477ea1369d4.zip
https://www.ibm.com/support/knowledgecenter/en/SSLTBW_2.3.0/com.ibm.zos.v2r3.bpx/bpx.htm
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Results
The z/OSMF file system is all ocated, formatted, and mounted, and the necessary directories are created.
To verify if the file system is allocated, formatted, locate the following messagesin IZUMKFS job output.

| DCO002I | DCAM5S PROCESSI NG COVPLETE. MAX CONDI TI ON CODE WAS 0.

| OEZO00771 HFS-conpatibility aggregate izu.sizuusrd has been successfully
creat ed.

Sample output;
oo -~ PORVAITL 216 - 24 30 W - -

Display Filter View Print 0Optiens Search Help

SDSF OUTPUT DISPLAY IZUMKFS JOBOOO2E D 2 LIME B
COMMAMD INPUT

i Seszion A - PORVMITLA G2xl6s - 4R - o ox |

Eile Edit Yiew Communication Actions Window Help

| Oy A% W - L e

Display Eilter VYiew Print 0Options Search Help

SDSF OUTPUT DISPLAY IZUMKFS JOBBOB2E DSID 4 LIME 53 COLUMNS B2
COMMAMD INPUT SCROLL ===
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gl Session A - - POKVMTLA G2x1600ws - [24% - e
Eile Edit View {ommunication Actions Window Help
B D A% W - ol | @@

Display Filter Miew Print Optio Search Help

SDSF OUTPUT DISPLAY IZUMKFS JOBOOD2E DSID 187 LINE 1 COLUMNS B2- 81
COMMAND INPUT === _ SCROLL ===>

Common errors

Review the following messages and the corresponding resol utions as needed

Symptom Cause Resolution
Job fails with FSM error. Y our user D lacks superuser For more information about how
authority. to define a user with superuser

authority, see the publication ZOS
UNIX System Services.

Job fails with an authorization error.  Job statement errors. See Troubleshooting problems on
page 92.

Copying the IBM procedures into JES PROCLIB

Copy the ZZOSMF started procedures and logon procedure from SY S1.PROCLIB into your JES concatenation. Use
$D PROCLI B command to display your JES2 PROCLIB definitions.

Before you begin
Locate the IBM procedures. IBM supplies procedures for ZZOSMF in your z/OS order:

e ServerPac and CustomPac orders. IBM supplies the ZZOSMF procedures in the SMP/E managed proclib data set.
In ServerPac and SystemPac, the default name for the data set is SY S1.IBM.PROCLIB.

« CBPDO orders: For aCBPDO order, the SMP/E-managed proclib data set is named as SY S1.PROCLIB.
» Application Development CD.

Procedure

Use ISPF option 3.3 or 3.4 to copy the procedures from SY S1.PROCLIB into your JES concatenation.

e |ZUSVR1

« |ZUANG1
e |ZUFPROC
Results

The procedures now reside in your JES PROCLIB.


https://www.ibm.com/support/knowledgecenter/en/SSLTBW_2.3.0/com.ibm.zos.v2r3.bpx/bpx.htm
https://www.ibm.com/support/knowledgecenter/en/SSLTBW_2.3.0/com.ibm.zos.v2r3.bpx/bpx.htm
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Common errors

Review the following messages and the corresponding resol utions as needed

Symptom Cause Resolution

Not authorized to copy into Your user ID doesn't have the Contact your security administrator.

PROCLIB. permission to modify PROCLIB.

Abend code B37 or E37. The data set runs out of space. Use IEBCOPY utility to compress
PROCLIB dataset before you copy it.

Starting the z/OSMF server

Z/OSMF processing is managed through the zZZ OSMF server, which runs as the started tasks IZUANG1 and
IZUSVR1. Z/OSMF is started with the START command.

Before you begin
Ensure that you have access to the operations console and can enter the START command.
Procedure

In the operations console, enter the START commands sequentially:

S | ZUANGL
S | ZUSVR1

Note: The ZZOSMF angel (IZUANGL1) must be started before the zZOSMF server (IZUSVRL1).

Y ou must enter these commands manually at subsequent IPLs. If necessary, you can stop zZZOSMF processing by
entering the STOP command for each of the started tasks IZUANGL1 and IZUSVR1.

Note: ZZOSMF offers an autostart function, which you can configure to have the ZZOSMF server started automatically.
For more information about the autostart capability, see ZOSMIF Configuration Guide.

Results

When the ZZOSMF server isinitialized, you can see the following messages displayed in the operations console:

CWAKBO0691 : | NI TI ALI ZATION | S COVPLETE FOR THE | ZUANGL ANGEL PROCESS.
| ZUAO00Il : The z/ OSMF Wb application services are initialized.

CWAKFOO11l: The server zosnfServer is ready to run a snmarter planet.

Accessing the zZOSMF Welcome page

At the end of the zZOSMF configuration process, you can verify the results of your work by opening aweb browser to
the Welcome page.

Before you begin
To find the URL of the Welcome page, |ook for message |ZUG349I in the ZZOSMF server job log.


https://www.ibm.com/support/knowledgecenter/SSLTBW_2.3.0/com.ibm.zos.v2r3.izua300/toc.htm
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i Session A - - POKVMTLA 62x160ws - 24 % — o x|

Eile Edit View {ommunication Actions Window Help

B D) A% B - s o uf| W@

Display Eilter Mi Print Optio Search Help

SDSF OUTPUT DISPLAY 3VR1 STCOEE3E DSID 187 LINE 31 COLS B2- 81
COMMAMD INPUT == SCROLL ===>

Proced

1. Open aweb browser to the ZZOSMF Welcome page. The URL for the Welcome page has the following format:
https.//hostname: port/zosmf/

Where:

« hostname isthe host name or | P address of the system in which ZZOSMF isinstalled.

« portisthe secure port for the zZZOSMF configuration. If you specified a secure port for SSL encrypted traffic
during the configuration process through parmlib statement HTTP_SSL PORT, port isrequired tolog in.
Otherwise, it is assumed that you use the default port 443.

2. Inthe ZZOS USER ID field on the Welcome page, enter the z/OS user 1D that you use to configure ZZOSMF.
In the Z/OS PASSWORD field, enter the password or pass phrase that is associated with the z/OS user 1D.

4. Select the style of Ul for ZZOSMF. To use the desktop interface, select this option. Otherwise, leave this option
unselected to use the tree view Ul.

5. Click LogIn.

w

Results

If the user ID and password or pass phrase are valid, you are authenticated to ZZOSMF. The Welcome page of IBM
z/0OS Management Facility tab opensin the main area. At the top right of the screen, Welcome <your_user ID> is
displayed. Inthe Ul, only the options you are allowed to use are displayed.



® © ® I BM 2/0S Management Facility X+

< C @ A NotSecure | https://pevi57.pok.ibm.com/zosmf/NavigationTree.jsp

BT m
* « IBM z/0S Management Facilit
mlm S v

Welcome  ibmuser ~
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Welcome

Notifications

Welcome

Refresh

What's New

Welcome to IBM z/0S Management Facility
IBM® z/OS® Management Facility (zZOSMF) provides a framework for managing various aspects of a z/OS
system through a Web browser interface. By streamlining some traditional tasks and automating others,

z/OSMF can help to simplify some areas of z/OS system management.

To learn more about zZOSMF, visit the links in the Learn More section.

To start managing your z/OS systems, select a task from the navigation area.

Learn More:

z/OSMF tasks at a glance

Getting started with zZOSMF

Y ou have successfully configured the ZZOSMF nucleus.

Common errors

The following errors might occur during this step:

Symptom

Cause

Resolution

in your web browser.

Tolog into ZZOSMF, enter avalid
z/OS user ID and password. Y our
account might be locked after too
many incorrect log-in attempts.

Tolog into ZZOSMF, enter avalid
z/OS user ID and password. Y our
account might be locked after too
many incorrect log-in attempts.

z/OSMF welcome page does not |oad

The SSL handshake was not
successful. This problem can be
related to the browser certificate.

The user ID is not connected to the
IZUADMIN group.

The password is expired.

See Certificate error in the Mozilla
Firefox browser.

Connect your user 1D to the
IZUADMIN group.

Log on to TSO using your Z/OS
User ID and password, you will be
asked to change your password if it's
expired.

Mounting the zZZOSMF user file system at IPL time

Previoudly, in Running job IZUMKFS to create the ZZOSMF user file system, you ran job IZUMKFS to creste
and mount the zZZOSMF user file system. Now you should ensure that the zZZ OSMF user file system is mounted
automatically for subsequent IPLs. To do so, update the BPXPRMxx parmlib member on your z/OS system.

Before you begin

By default, the ZZOSMF file system uses the name 1ZU.SIZUUSRD, and is mounted in read/write mode. It is
recommended that this file system is mounted automatically at |PL time.

If you do not know which BPXPRMxx member is active, follow these steps to find out:



https://www.ibm.com/support/knowledgecenter/SSLTBW_2.3.0/com.ibm.zos.v2r3.izua300/IZUHPINFO_FirefoxCertificateError.htm
https://www.ibm.com/support/knowledgecenter/SSLTBW_2.3.0/com.ibm.zos.v2r3.izua300/IZUHPINFO_FirefoxCertificateError.htm
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1. Inthe operations console, enter the following command to see which parmlib members are included in the parmlib
concatenation on your system:

D PARM.I B
2. Make anote of the BPXPRMxx member suffixes that you see.
3. To determine which BPXPRMxx member takes precedence, enter the following command:

D OWS

The output of this command should be similar to the following:

BPXC0421 04.01. 03 DI SPLAY OWS 391

OWS 000F ACTI VE OWS=( ST, 3T)
In this example, the member BPXPRM ST takes precedence. If BPXPRMST is not present in the concatenation,
member BPXPRM3T is used.
Procedure

Add aMOUNT command for the ZZOSMF user file system to your currently active BPXPRMxx parmlib member. For
example:

On az/0OS V2R3 system with the PTF for APAR P192211 installed:

MOUNT FI LESYSTEM ' | ZU. SI ZUUSRD ) TYPE(ZFS) MODE( RDWR)
MOUNTPQO NT(' /gl obal / zosnf') PARM ' AGGRGROW ) UNMOUNT

On az/0OSV2R2 or V2R3 system without PTF for APAR P192211 installed:

MOUNT FI LESYSTEM ' | ZU. SI ZUUSRD ) TYPE(ZFS) MODE( RDWR)

MOUNTPOI NT(' / var/ zosnf') PARM ' AGGRGROW ) UNNMOUNT

Results
The BPXPRMxx member is updated. At the next system IPL, the following message isissued to indicate that the z/
OSMF file system is mounted automatically.

BPXFO13l FILE SYSTEM | ZU. SI ZUUSRD WAS SUCCESSFULLY MOUNTED.

Adding the required REST services
Y ou must enable a set of ZZOSMF REST services for the Zowe framework.
The following system changes are described in this topic:

¢ Enabling the zZZOSMF JOB REST services

« Enabling the TSO REST services on page 89

* Enabling the ZZOSMF data set and file REST services

» Enabling the ZZOSMF Workflow REST services and Workflows task Ul

Enabling the zZOSMF JOB REST services
The Zowe framework requires that you enable the ZZOSMF JOB REST services, as described in this topic.
Procedure

None
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Results

To verify if the ZZOSMF JOB REST services are enabled, open aweb browser to our z/OS system (host name and
port) and add the following REST call to the URL:

CET /zosnf/restjobs/jobs

Theresult isalist of the jobs that are owned by your user ID. For more information about the ZOSMF JOB REST
services, see ZOSMF Programming Guide.

Common errors

Review the following messages and the corresponding resol utions as needed:
Symptom 1

401 Unauthorized

Cause

The user ID is not connected to IZUADMIN or IZUUSER.

Resolution

Connect your user ID to IZUADMIN or [ZUUSER.

Symptom 2

HTTP/1.1 500 Internal Server Error {"rc":16,"reason":-1,"stack™:" JesException: CATEGORY _CIM rc=16 reason=-1
cause=com.ibm.zoszmf.util .eis.EisConnectionException: 1ZUG911I: Connection to \"http://null:5988\" cannot

be established, or was lost and cannot be re-established using protocol \"CIM\"......Caused by: WBEM Exception:
CIM_ERR_FAILED (INI Exception type CannotConnectException:\nCannot connect to local CIM server.
Connection failed.)

Cause

For JES2, you may have performed one of the following "Modify" operations: Hold ajob, Release ajob, Change the
jaob class, Cancel ajob, Delete ajob (Cancel ajob and purge its output), or you are running JES3 without configuring
CIM Server.

Resolution

If you are running JES2, you can use synchronous support for job modify operations which does not required CIM. If
you are running JES3, follow the CIM setup instructions to configure CIM on your system.

Enabling the TSO REST services

The Zowe framework requires that you enable the TSO REST services, as described in this topic.
Before you begin

Ensure that the common event adapter component (CEA) of zZ/OS isrunning in full function mode.
1. Tocheck if the CEA address space is active, enter the following command:

D A CEA

1. If not, start CEA in full function mode. For detailed instructions, see System prerequisites for the CEA TSO/E
address space services.
2. Toverify that CEA isrunning in full function mode, enter the following command:

F CEA, D
The output should look like the following:
CEA00041 COMMON EVENT ADAPTER 399
STATUS: ACTI VE- FULL CLI ENTS: O | NTERNAL: O

EVENTS BY TYPE: \#WQO 0 \#ENF: 0 \#PGM O
TSOCASMGR: ALLOWED: 50 IN USE: O HI GHCNT: O


https://www.ibm.com/support/knowledgecenter/SSLTBW_2.3.0/com.ibm.zos.v2r3.izua700/IZUHPINFO_API_RESTJOBS.htm
https://www.ibm.com/support/knowledgecenter/en/SSLTBW_2.3.0/com.ibm.zos.v2r3.izua700/IZUHPINFO_API_RESTJOBS.htm#izuhpinfo_api_restjobs__RequestingSynchronousProcessing
https://www.ibm.com/support/knowledgecenter/SSLTBW_2.3.0/com.ibm.zos.v2r3.izua300/IZUHPINFO_AdditionalCIMStepsForZOS.htm
https://www.ibm.com/support/knowledgecenter/SSLTBW_2.3.0/com.ibm.zos.v2r3.ieac100/prerequisites.htm
https://www.ibm.com/support/knowledgecenter/SSLTBW_2.3.0/com.ibm.zos.v2r3.ieac100/prerequisites.htm
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Procedure

1. If you run ZOS V2R2 and V2R3, download job IZUTSSEC in the sample jobs package and upload this Job to z/
OS. If you run z/OS V2R4, locate job IZUTSSEC at SYS1. SAMPLI B.

2. Review and edit job IZUTSSEC before you submit. Y ou can review the |IZUTSSEC section below for more
details.

3. Submit IZUTSSEC as a batch job on your z/OS system.

IZUTSSEC

IBM provides aset of jobsin SYS1. SAMPLI B with sample RACF commands to help with your ZZOSMF
configuration and its prerequisites. The IZUTSSEC job represents the authorizations that are needed for the zZOSMF
TSO/E address space service. Y our security administrator can edit and run the job. Generally, your ZZOSMF user ID
requires the same authorizations for using the TSO/E address space services as when you perform these operations
through a TSO/E session on the Z/OS system. For example, to start an application in a TSO/E address space requires
that your user ID be authorized to operate that application. In addition, to use TSO/E address space services, you must
have:

« READ accessto the account resource in class ACCTNUM, where account is the value specified in the
COMMON_TSO ACCT option in parmlib.
* READ accessto the CEA.CEATSO.TSOREQUEST resourcein class SERVAUTH.

* READ accessto the proc resource in class TSOPROC, where proc is the value specified with the
COMMON_TSO PROC option in parmlib.

* READ accessto the <SAF_PREFIX>.* jzuUsers profile in the EIBROLE class. Or, at a minimum, READ access
to the <SAF_PREFIX>.1zuM anagementFacility TsoServices.izuUsers resource name in the EJBROLE class. You
must aso ensure that the ZZOSMF started task user 1D, which isIZUSVR by default, has READ accessto the
CEA.CEATSO.TSOREQUEST resource in class SERVAUTH. To create a TSO/E address space on aremote
system, you require the following authorizations:

* You must be authorized to the SAF resource profile that controls the ability to send data to the remote system
(systemname), asindicated: CEA.CEATSO.FLOW.systemname

« Toflow data between different systems in the sysplex, you must be authorized to do so by your external security
manager, such as a RACF database with sysplex-wide scope. For example, to flow data between System A and
System B, you must be permitted to the following resource profiles:

* CEA.CEATSO.FLOW.SYSTEMA
 CEA.CEATSO.FLOW.SYSTEMB

Results

The IZUTSSEC job should complete with return code 0000.

Enabling the zZOSMF data set and file REST services

The Zowe framework requires that you enable the ZZOSMF data set and file REST services.
Before you begin

1. Ensurethat the message queue size is set to alarge enough value. It is recommended that you specify an
IPCMSGQBY TES value of at least 20971520 (20M) in BPXPRMxX.

Issue command D OWS, Oto see the current value of IPCMSGQBY TES, if it is not large enough, use the
SETOWS command to set alarge value. To set this value dynamically, you can enter the following operator
command:

SETOWS | PCMSGQBYTES=20971520

2. Ensurethat the TSO REST services are enabled.

Ensure that IZUFPROC isin your JES concatenation.

4. Ensurethat your user ID has a TSO segment defined. To do so, enter the following command from TSO/E
command prompt:

LU userid TSO

w


d2968b60be585e9b694a81b6b7bb1477ea1369d4.zip
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Where userid isyour z/OS user 1D.

The output from this command must include the section called T SO information, as shown in the following
example:

TSO LU ZOSMFAD TSO NORACF
4:57:17 AM USER=ZOSMFAD
TSO | NFORMATI ON

ACCTNUM= 123412345

PROC= OWSPRCC

S| ZE= 02096128

MAXSI ZE= 00000000

USERDATA= 0000

* k%

Procedure

1. If you run Z/OS V2R2 and V2R3, download job IZURFSEC in the sample jobs package and upload it to z/OS. If
you run Z/OS V2R4, locate job IZURFSEC at SYS1. SAMVPLI B.

Copy the job.

Examine the contents of the job.

Modify the contents as needed so that the job will run on your system.
From the TSO/E command line, run the IZURFSEC job.

akrcwn

Results
Ensure that the IZURFSEC job completes with return code 0000.

To verify if this setup is complete, try issuing a REST service. See the examplein List data setsin the ZOSMF
programming guide.

Common errors

Review the foll owing messages and the corresponding resolutions as needed:

Symptom Cause Resolution

REST API doesn't return expected The message queue sizefor CEA is  Ensure that the message queue size
data with rc=12, rsn=3, message: too small. isset to alarge enough value. Itis
message queue size "SIZE" isless recommended that you specify an
than minimum: 20M IPCMSGQBYTES value of at least

20971520 (20M) in BPXPRMXx.

Enabling the zZOSMF Workflow REST services and Workflows task Ul
The Zowe framework requires that you enable the ZZOSMF Workflow REST services and Workflows task Ul.
Before you begin

1. Ensurethat the JOB REST services are enabled.
2. Ensurethat the TSO REST services are enabled.
3. Ensure that the dataset and file REST services are enabled.


d2968b60be585e9b694a81b6b7bb1477ea1369d4.zip
https://www.ibm.com/support/knowledgecenter/SSLTBW_2.3.0/com.ibm.zos.v2r3.izua700/IZUHPINFO_API_GetListDataSets.htm
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Procedure

1. If you run ZOS V2R2 and V2R3, download job IZUWFSEC in the sample jobs package and upload thisjob to z/
OS. If you run Z/OS V2R4, locate job IZUWFSEC at SYS1. SAMPLI B.

Copy the job.

Examine the contents of the job.

Modify the contents as needed so that the job will run on your system.

From the TSO/E command line, run the IZUWFSEC job.

oW

Results

Ensure the IZUWFSEC job completes with return code 0000.

To verify, log on to ZZOSMF (or refresh it) and verify that the Workflows task appearsin the ZZOSMF Ul.

At this point, you have completed the setup of zZZOSMF Lite.

Optionally, you can add more users to ZZOSMF, as described in Appendix C. Adding more usersto ZZOSMF.

Troubleshooting problems

This section provides tips and techniques for troubleshooting problems you might encounter when creating az/ OSMF
Lite configuration. For other types of problems that might occur, see ZOSMIF Configuration Guide.

Common problems and scenarios

This section discusses troubl eshooting topics, procedures, and tools for recovering from a set of known issues.
System setup requirements not met

This document assumes that the following is true of the z/OS host system:

* Port 443 isavailable for use. To check this, issue either TSO command NETSTAT SOCKET or TSO command
NETSTAT BYTE to determineif the port is being used.

* The system host name is unique and maps to the system on which ZZOSMF Lite isbeing installed. To retrieve
this value, enter either "hostname" z/OS UNIX command or TSO command "HOMETEST". If your system uses
another method of assigning the system name, such as a multi-home stack, dynamic VIPA, or System Director,
see ZZOSMIF Configuration Guide.

» The globa mount point exists. On az/OS 2.3 system, the system includes this directory by default. On az/OS 2.2
system, you must create the global directory at the following location: / gl obal / zosnf /.

If you find that a different value is used on your z/OS system, you can edit the IZUPRMxx parmlib member to
specify the correct setting. For details, see Appendix A. Creating an IZUPRMxx parmlib member on page 92.

Tools and techniques for troubleshooting
For information about working with zZZOSMF log files, see ZOSMF Configuration Guide.

Common messages

| CH4201 PROCGRAM CELQLI B FROM LI BRARY CEE. SCEERUN2 CAUSED THE ENVI RONMENT
TO BECOVE UNCONTROLLED.

BPXP0141 ENVI RONMENT MUST BE CONTROLLED FOR DAEMON ( BPX. DAEMON)
PROCESSI NG,

If you see above error messages, check if your IZUANGO procedureis up to date.
For descriptions of al the zZOSMF messages, see ZZOSMF messagesin IBM Knowledge Center.

Appendix A. Creating an IZUPRMxx parmlib member

If ZZOSMF requires customization, you can modify the applicable settings by using the IZUPRMxx parmlib member.
To see a sample member, locate the IZUPRMO0 member in the SY S1.SAMPLIB data set. IZUPRMOQO contains
settings that match the ZZOSMF defaults.


d2968b60be585e9b694a81b6b7bb1477ea1369d4.zip
https://www.ibm.com/support/knowledgecenter/SSLTBW_2.3.0/com.ibm.zos.v2r3.izua300/toc.htm
https://www.ibm.com/support/knowledgecenter/SSLTBW_2.3.0/com.ibm.zos.v2r3.izua300/toc.htm
https://www.ibm.com/support/knowledgecenter/SSLTBW_2.3.0/com.ibm.zos.v2r3.izua300/toc.htm
https://www.ibm.com/support/knowledgecenter/en/SSLTBW_2.3.0/com.ibm.zosmfmessages.help.doc/izuG00hpMessages.html
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Using IZUPRMOQO0 as a model, you can create a customized | ZUPRMxx parmlib member for your environment and
copy it to SY S1.PARMLIB to override the defaults.

The following IZUPRMxx settings are required for the ZZOSMF nucleus:
« HOSTNAME

« HTTP_SSL_PORT
« JAVA_HOME.

The following setting is needed for the TSO/E REST services:
¢ COMMON_TSO ACCT(IZUACCT) REGION(50000) PROC(IZUFPROC)

Descriptions of these settings are provided in the table below. For complete details about the IZUPRMxx settings and
the proper syntax for updating the member, see ZZOSMF Configuration Guide.

If you change values in the IZUPRMxx member, you might need to customize the started procedure IZUSVRL,
accordingly. For details, see Appendix B. Modifying 1IZUSVR1 settings on page 94.

To create an |IZUPRMxx parmlib member, follow these steps:

1. Copy the sample parmlib member into the desired parmlib data set with the desired suffix.

2. Update the parmlib member as needed.

3. Specify the IZUPRMxx parmlib member or members that you want the system to use on the 1 ZU parameter
of IEASY Sxx. Or, code avalue for IZUPRM= in the IZUSVR1 started procedure. If you specify both [ZU=
in IEASY Sxx and IZUPARM=in 1ZUSVR1, the system uses the IZUPRM= value you specify in the started
procedure.

Setting Purpose Rules Default

HOSTNAME(hostname)  Specifies the host name, Must beavalid TCP/IP Default: \*
as defined by DNS, where HOSTNAME or an asterisk
the ZZIOSMF server is (\*).
located. To use the local
host name, enter asterisk
(\*), which is equivalent
to \@HOSTNAME from
previous releases. If you
plan to use zZZOSMF in
amultisystem sysplex,

IBM recommends using a
dynamic virtual I1P address
(DVIPA) that resolvesto
the correct |P addressiif the
Z/OSMF server is moved to
adifferent system.



https://www.ibm.com/support/knowledgecenter/SSLTBW_2.3.0/com.ibm.zos.v2r3.izua300/toc.htm
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Setting

Purpose

Rules

Default

HTTP_SSL PORT(nnn)

COMMON_TSO

ACCT (account-number)
REGION(region-size)
PROC(proc-name)

USER_DIR=filepath

| dentifies the port number
that is associated with

the Z/OSMF server. This
port is used for SSL
encrypted traffic from your
Z/IOSMF configuration.
The default value, 443,
follows the Internet
Engineering Task Force
(IETF) standard. Note: By
default, the zZOSMF server
uses the SSL protocol
SSL_TLSv2 for secure
TCP/IP communications.
Asaresult, the server

can accept incoming
connections that use SSL
V3.0andtheTLS1.0,1.1
and 1.2 protocaols.

Specifies values for the
TSO/E logon procedure
that is used internally for
various ZZOSMF activities
and by the Workflows task.

Z/IOSMF data directory
path. By default, the z/
OSMF datadirectory is
located in/ gl obal /
zosnf . If youwant to

use adifferent path for the
Z/IOSMF data directory,
specify that value here, for
example: USER_DIR=/

t he/ new config/dir.

Must be avalid TCP/IP
port number. Vaue range:
1- 65535 (up to 5 digits)

Thevalid ranges for each
value are described in
ZIOSMF Configuration
Guide.

Must be avalid zZ/OS UNIX
path name.

Default: 443

Default: 443
ACCT(IZUACCT)
REGION(50000)
PROC(IZUFPROC)

Default: / gl obal /
zosnf/

Appendix B. Modifying IZUSVR1 settings
Y ou might need to customize the started procedure IZUSVR1 for ZZOSMF Lite.
To modify the IZUSVR1 settings, follow these steps:

1. Makeacopy
2. Apply your changes

3. Storeyour copy in PROCLIB.

Setting

Purpose

Rules

Default

WLPDIR="directory-path’

WebSphere Liberty server
code path.

The directory path must:
Beavalid zZOS UNIX path
name Be afull or absolute
path name Be enclosed in
guotation marks Begin with
aforward slash (/).

Default: / usr/ | pp/
zosnf/liberty



https://www.ibm.com/support/knowledgecenter/SSLTBW_2.3.0/com.ibm.zos.v2r3.izua300/toc.htm
https://www.ibm.com/support/knowledgecenter/SSLTBW_2.3.0/com.ibm.zos.v2r3.izua300/toc.htm
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Setting Purpose Rules Default
USER DIR=filepath Z/IOSMF data directory Must beavalid ZZOS UNIX Default: / gl obal /
path. By default, the z/ path name. zosnf/

OSMF datadirectory is
located in /global/zosmf. If
you want to use a different
path for the zZOSMF data
directory, specify that
value here, for example:
USER DIR=/t he/ new
config/dir.

Appendix C. Adding more users to zZ OSMF

Y our security administrator can authorize more users to ZZOSMF. Simply connect the required user IDs to the z/
OSMF administrator group (IZUADMIN). This group is permitted to a default set of zZOSMF resources (tasks and
services). For the specific group permissions, see Appendix A in ZOSMF Configuration Guide.

Y ou can create more user groups as needed, for example, one group per ZZOSMF task.
Before you Begin

Collect the zZ/OS user IDs that you want to add.

Procedure

1. On an RACF system, enter the CONNECT command for the user IDs to be granted authorization to zZOSMF
resources:

CONNECT useri d GROUP(| ZUADM N)
Results

The user 1Ds can now access zZ OSMF.

UNIX System Services considerations for Zowe

The Zowe z/OS component runtime requires USS to be configured. As shown in the Zowe architecture on page
13, anumber of serversrun under UNIX System Services (USS) on z/OS. Review this topic for knowledge and
considerations about USS when you install and configure Zowe.

* Introduction

o Setting up USS for the first time on page 96
» Language environment on page 96

¢ OMV S segment on page 96

» Address space region size on page 96

What is USS?

The UNIX System Services element of zZZOS® isa UNIX operating environment, which isimplemented within the
Z/OS operating system. It isaso known as z/OS UNIX. z/OS UNIX files are organized in a hierarchy, asin a UNIX
system. All files are members of a directory, and each directory in turn is a member of another directory at a higher
level in the hierarchy. The highest level of the hierarchy isthe root directory. The ZZOS UNIX files systemis aso
known as zFS.

For more information on USS, see the following resources:

e Introduction to ZZOS UNIX for z/OS 2.2
¢ [Introduction to ZZOS UNIX for Z/OS 2.3
¢ [Introduction to ZZOS UNIX for Z/OS 2.4


https://www.ibm.com/support/knowledgecenter/SSLTBW_2.3.0/com.ibm.zos.v2r3.izua300/toc.htm
https://www.ibm.com/support/knowledgecenter/SSLTBW_2.2.0/com.ibm.zos.v2r2.bpxb200/int.htm
https://www.ibm.com/support/knowledgecenter/SSLTBW_2.3.0/com.ibm.zos.v2r3.bpxb200/int.htm
https://www.ibm.com/support/knowledgecenter/SSLTBW_2.4.0/com.ibm.zos.v2r4.bpxb200/int.htm
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Setting up USS for the first time

If you have not enabled USS for your z/OS environment before, the Zowe SMP/E distribution of Zowe provides a
number of JCL jobsto assist with this purpose.

Language environment

To ensure that Zowe has enough memory, the recommended HEA P64 site should be large enough.

HEAP64(512M 4M KEEP, 256M 4M KEEP, OK, FREE)

OMVS segment

Userswho install Zowe to run Zowe scripts need to have an OMV S segment. If the user profile doesn't have OMVS
segment, the following situations might occur:

e When you access USS through TSO OMV'S, you will see the following message:

FSUMPO57] No session was started. This TSO E user | D does not have access
to OpenMWsS. +

FSUM20581 Function = sigprocmask, return value = FFFFFFFF, return code =
0000009C, reason code = OBOCOOFB

Action: Create an OWS segnent with a U D
*  When you access USS through SSH, you will see the following message:

Access denied with SSH

Address space region size

Javaas aprerequisite for Zowe requires a suitable z/OS region size to operate successfully while you install and
configure Zowe. It is suggested that you do not restrict the region size, but allow Javato use what is necessary.
Restricting the region size might cause failures with storage-related error messages such as the following one:

JVMIOVMD15W I nitialization error for library j9gc29(2)
Error: Could not create the Java Virtual Machine.
Error: A fatal exception has occurred. Programw || exit
Y ou can fix the storage-related issue by making one of the following changes:
* ASSIZEMAX parameter
The ASSIZEMAX parameter is the maximum size of the process's virtual memory (address space) in bytes.

To specify the VM maximum address space size on a per-user basis, set the ASSIZEMAX configuration
parameter to the value of 2147483647 .

Note: Running a shell script via TSO OMV Swill run the shell in the TSO address space, unless you specify
_BPX_SHAREAS=NOwhen invoking OMVS. If you are using TSO OMV Sto install Zowe, you will need
export _BPX SHAREAS=NOto makethe ASSIZEMAX change effective.

e SIZE parameter of TSO segment
Set SIZE operand of TSO segment to the value of 2096128.

Note: If you set export _BPX_ SHAREAS=YES in your shell setup as recommended, Javawill run in the TSO
address space and the SIZE change will work.

e ulimt -A

The maximum address space size for the process should be at least 250 M, in units of 1024 bytes. For example,
ulimt -A 250000.

Note: Runningul i m t - a displaysthe current process limits.
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Installing Zowe z/OS components

z/OS Installation Roadmap
There are two parts to installing Zowe™ on z/OS.
Thefirst part isthe Zowe runtime, consisting of the following components:

e Zowe Application Framework
« Z/OS Explorer Services

e Zowe APl Mediation Layer

e ZSS

The second part is the Zowe Cross Memory Server, an authorized server application that provides privileged services
to Zowe in a secure manner.

If you want to use Docker, instead follow this related page: Docker Installation Roadmap (Technical Preview) on
page 164.

For more information on the Zowe components and how they are used to launch an instance of Zowe, see Planning
the installation.

Review the installation diagram and the introduction in this topic to see the general installation sequence and the most
important tasks that are to be performed during installation and configuration. Y ou can click each step on the diagram
for detailed instructions.
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Stage 1:
Plan and prepare

Plan and prepare for the
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Stage 2:
Install the Zowe runtime

Start the installation
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are met
SMP/E build What is your preferred Conv
i installation method?
Download the Zowe SMP/E build
Shell script Choose a method to z/OSMF workflow Shell scrif

install the SMP/E build
Install the Zowe SMP/E
Install the Zowe SMP/E Run shell s
build using JCLs build with ZOSMF workflow zowe-instal

ZWEWRFO01
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Configure the Zowe runtime and start Zowe

Choose a method to
configure Zowe

JCL, Shell scripts
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Stage 1: Plan and prepare

Before you start the installation, review the information on hardware and software requirements and other
considerations. See Introduction on page 68 for details.

Stage 2: Install the Zowe z/OS runtime

1. Ensurethat the software requirements are met. The prerequisites are described in System requirements on page
70.
2. Choose the method of installing Zowe on z/OS.

The Zowe z/OS bhinaries are distributed in the following formats. They contain the same contents but you install
them by using different methods. Y ou can choose which method to use depending on your needs.

* Convenience build

The Zowe z/OS hinaries are packaged asa PAX file. You install this build by running shell script within a
UNIX System Services (USS) shell. Convenience builds are full product installs.

* SMP/E build

The Zowe z/OS binaries are packaged as the following files that you can download. Y ou install this build
through SMP/E.

* A pax.Z file, which contains an archive (compressed copy) of the FMIDs to be installed.
* A readmefile, which contains a sample job to decompress the pax.Z file, transform it into a format that
SMP/E can process, and invoke SMP/E to extract and expand the compressed SMP/E input data sets.

While the procedure to obtain and install the convenience build or SMP/E build are different, the procedure to
configure a Zowe runtime are the same irrespective of how the build is obtained and installed.

3. Obtain and install the Zowe build.

« For how to obtain the convenience build and install it, see Installing Zowe runtime from a convenience build
on page 100.
* For how to obtain the SMP/E build and install it, see Installing Zowe SMP/E on page 106.

After successful installation of either a convenience build or an SMP/E build, there will be azFS folder that contains
the unconfigured Zowe runtime <RUNTI ME_DI R>, a SAMPLIB library SZWESAMP that contains sample members,
and aload library SZWEAUTH that contains load modules. The steps to prepare the z/OS environment to launch Zowe
are the same irrespective of the installation method.

Stage 3: Configure the Zowe z/OS runtime

Y ou can configure the Zowe runtime with one of the following methods depending on your needs.

e UseJCL and shell scripts
e Use ZZlOSMF Workflows

1. Configure the Z/OS security manager to prepare for launching the Zowe started tasks. For instructions, see
Configuring the zZ/OS system for Zowe on page 124 and Configure Zowe with zZZOSMF Workflows on page
155.

A SAMPLIB JCL member ZWESECUR is provided to assist with the configuration. Y ou can submit the
ZWESECUR JCL member as-is or customize it depending on site preferences.

If Zowe has already been launched on the zZ/OS system from a previous release of Version 1.8 or later, then you
are applying a newer Zowe build. You can skip this security configuration step unless told otherwise in the release
documentation.
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2. Configure the Zowe TLS. For instructions, see Configuring Zowe certificates on page 134 and Configure Zowe
with ZZOSMF Workflows on page 155.

If you have aready created a keystore directory from a previous release of Version 1.8 or later, then you may
reuse the existing keystore directory.

The Zowe keystore directory contains the key used by the Zowe desktop and the Zowe APl mediation layer to
secure its TLS communication with clients (such as web browsers or REST Al clients). The keystore directory
also has atruststore where public keys of any servers that Zowe communicates to (such as zZOSMF) are held.

A keystore directory needs to be created for a Zowe instance to be launched successfully, and a keystore directory
can be shared between Zowe instances and between Zowe runtimes, including between different Zowe rel eases,
unless specified otherwise in the release documentation.

3. Configure and start the ZWESI STC cross memory server and install the load libraries. For instructions, see
Installing and configuring the Zowe cross memory server (ZWESISTC) on page 144 and Configure Zowe
Cross Memory Server on page 156.

4. Create and customize an instance directory that contains configuration data required to launch a Zowe runtime and
iswhere log files are stored. For instructions, see Creating and configuring the Zowe instance directory on page
148 and Configure Zowe with zZZOSM F Workflows on page 155.

A single Zowe runtime can be launched multiple times from different instance directories, each specifying
different port ranges, applications to include at start-up, paths of associated runtimes (Java, Node, ZZOSMF).

Next, you will install and configure the Zowe started tasks. Zowe has two high-level started tasks: ZWESVSTC
that launches the Zowe desktop and APl mediation layer address spaces, and ZWESI STCthat is a cross memory
server that runs all of the APF-authorized code. The JCLs for the tasks are included in the PDS SAMPLIB
SZWESANMP installed by Zowe and the load modules for the cross memory server are included in the PDS load
library SZWEAUTH.

Note

For more information about Gateway and Discovery Service parameters that can be set during the Zowe runtime
configuration, see Advanced Gateway features configuration on page 194 and Discovery Service runtime
configuration parameters.

5. Configure and start the ZWESVSTC started task. For instructions, see Installing and starting the Zowe started task
(ZWESV STC) on page 154.

Stage 4: Verify the installation

Verify that Zoweisinstalled correctly on z/OS. See Verifying Zowe installation on z/OS on page 159.

Looking for troubleshooting help?

If you encounter unexpected behavior when installing or verifying the Zowe runtime on zZ/OS, see the
Troubleshooting on page 392 section for tips.

Installing Zowe runtime from a convenience build

Youinstall the Zowe™ convenience build by obtaining a PAX file for abuild and using this to create the Zowe
runtime environment.

After you Obtaining and preparing the convenience build on page 101, you can take the following steps to
complete the installation.

e Step 1: Locatetheinstall directory on page 103

* Step 2: Choose aruntime USS folder on page 103

e Step 3: Choose adataset HLQ for the SAMPLIB and LOADLIB on page 103

e Step 4 (Method 1): Install the Zowe runtime using shell script on page 104

e Step 4 (Method 2): Install the Zowe runtime using ZZOSMF Workflow on page 104
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Obtaining and preparing the convenience build

The Zowe installation file for Zowe z/OS components is distributed as a PAX file that contains the runtimes and the
scriptsto install and launch the Z/OS runtime.

For each release, thereisa PAX filethat isnamed zowe- V. v. p. pax, where

e Vindicatesthe Major Version
* v indicatesthe Minor Version
* p indicatesthe Patch Version

The numbers are incremented each time arelease is created, so the higher the numbers, the later the rel ease. For more
information about the Zowe release number, see Understanding the Zowe release on page 392.

To download the PAX file, open your web browser and click the Zowe z/OS Convenience build button on the Zowe
Download website to save it to afolder on your desktop.

After you havethe zowe- V. v. p. PAXfile, follow these steps.

1. (Optional) Verify the integrity of the PAX fileto ensure that the file you download is officially distributed by the
Zowe project. This step isonly needed if you are unsure of the provenance of the PAX file and want to ensure that
itisan origina Zowe release driver.

Follow the instructions in the Verify Hash and Signatur e of Zowe Binary section on the post-download
pageht t ps:// dlxozl oj gf 8voe. cl oudf ront. net/ post _downl oad. ht m ?versi on=V.v. p
after you download the official build. For example, the post-download page for Version 1.4.0 is https./
d1xozlojgf8voe.cloudfront.net/post_download.html version=1.4.0.


https://www.zowe.org/download.html
https://www.zowe.org/download.html
https://d1xozlojgf8voe.cloudfront.net/post_download.html?version=1.4.0
https://d1xozlojgf8voe.cloudfront.net/post_download.html?version=1.4.0
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2. Transfer the PAX fileto z/OS.
Follow these steps:

a. Open aterminal in Mac OS/Linux, or command prompt in Windows OS, and navigate to the directory where
you downloaded the Zowe PAX file.

b. Connect to z/OS using SFTP. Issue the following command:
sftp <userl D@ p. of . zos. box>

If SFTPis not available or if you prefer to use FTP, you can issue the following command instead:
ftp <userl D@ p. of . zos. box>

Note: When you use FTP, switch to binary file transfer mode by issuing the following command:
bi n

c¢. Navigate to the target directory that you want to transfer the Zowe PAX file into on z/OS.

Note: After you connect to z/OS and enter your password, you enter the UNIX file system. The following
commands are useful:

e Toseewhat directory you arein, type pwd.
e To switch directory, typecd.

* Tolist the contents of adirectory, typel s.
* Tocreate adirectory, type mkdi r .

d. When you are in the directory you want to transfer the Zowe PAX file into, issue the following command:
put <zowe-V.v.p>. pax

Where zowe-V.v.p is avariable that indicates the name of the PAX file you downloaded.

Note: When your terminal is connected to z/OS through FTP or SFTP, you can prepend commands with | to have
them issued against your desktop. To list the contents of a directory on your desktop, typel | s wherel s lists
contents of adirectory on z/OS.

3. When the PAX fileistransferred, expand the PAX file by issuing the following command in an SSH session:
pax -ppx -rf <zowe-V.v.p>.pax

Where zowe-V.v.p is avariable that indicates the name of the PAX file you downloaded.

Thiswill expand to afile structure.

/bin
[files
/install
/scripts

Note: The PAX filewill expand into the current directory. A good practice isto keep the installation directory
apart from the directory that contains the PAX file. To do this, you can create adirectory such as/ zowe/ paxes
that contains the PAX files, and another such as/ zowe/ bui | ds. Use SFTPto transfer the Zowe PAX fileinto
the/ zowe/ paxes directory, use the cd command to switch into/ zowe/ bui | ds and issue the command pax
-ppx -rf ../ paxes/<zowe-V.v.p>. pax.The/install folderwill be created inside the zowe/

bui | ds directory from where the installation can be launched.
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Installing the Zowe runtime

Thefirst installation step isto create a USS folder that contains the Zowe runtime artifacts. Thisis known as the
<RUNTI ME_DI R>.

Step 1: Locate the install directory
Navigate to the directory where the installation archive is extracted. Locatethe/ i nst al | directory.
linstall
/ zowe-install.sh
Step 2: Choose a runtime USS folder

For Zowe to execute, it must be installed into a runtime directory or <RUNTI ME_DI R>. Thisdirectory will be
created during the installation process and the user who performs the installation must have write permission for the
installation to succeed.

If you areinstalling an upgrade of Zowe, the runtime directory used should be the existing <RUNTI ME_DI R> of
where the previous Zowe was installed. Upgrading Zowe is only supported for Version 1.8 or |ater.

For an enterprise installation of Zowe, a<RUNTI ME_DI R> could be/ usr /| pp/ zowe/ v1. For users who test
Zowe for themselves, it could be ~/ zowe/ v1.

Step 3: Choose a dataset HLQ for the SAMPLIB and LOADLIB

During installation, two PDS data sets are created: the SZWESAMP data set and the SZWEAUTH data set. These are
not used at runtime and there is a further step needed to promote these to the z/OS execution environment but they
contain required JCL and load modules.

Y ou must know the <DATA_SET_PREFI X> into which to create the SZWESAMP and the SZWEAUTH PDS data sets.
If a<DATA_SET_PREFI X> of OPENSRC. Z\E is specified, the PDS data sets OPENSRC. ZVEE. SZWESAMP and
OPENSRC. ZVE. SZWEAUTH will be created during installation. The storage requirements are included here.

Library Member  Target Type Org RECFM  LRECL No. of No. of

DDNAME Type Volume 3390 Trks DIR Blks

SZWEAUTHAPF Load ANY U PDSE U 0 15 N/A
Modules

SZWESAMPsamples  ANY U PDSE FB 80 15 5

The SZWESAMP data set contains the following members.

Member name Purpose

ZWESECUR JCL member to configure z/OS user 1Ds and permissions
required to run Zowe

ZWENOSEC JCL member to undo the configuration steps performed
in ZWESECUR and revert zZ/OS environment changes.

ZWEKRING JCL member to configure a z/OS keyring containing the
Zowe certificate

ZWENOKYR JCL member to undo the configuration steps performed
in ZWEKRING

ZWESVSTC JCL to start Zowe

ZWEXMSTC JCL to start the Zowe cross memory server

ZWESIPOO Parmlib member for the cross memory server

ZWESASTC Started task JCL for the cross memory Auxiliary server




| User Guide | 104

Member name Purpose

ZWESIPRG Console commands to APF authorize the cross memory
server load library

ZWESISCH PPT entries required by Cross memory server and its
Auxiliary address spacesto runin Key(4)

The SZWEAUTH data set isaload library containing the following members.

Member name Purpose

ZWESIS01 Load module for the cross memory server

ZWESAUX Load module for the cross memory server's auxiliary
address space

Step 3a: Choose a log directory (optional)

By default, during installation and configuration, various logs will be created in/ gl obal / zowe/ | ogs ifitis
writable, or ~/ zowe/ | ogs. If neither of these directories exists, or is writable by the user who installs Zowe, or you
want to override and provide your own directory that contains logs, you can specify thiswith the- | parameter.

Next, you can install the Zowe runtime via different methods.
Step 4 (Method 1): Install the Zowe runtime using shell script

You install the Zowe runtime by executing the zowe- i nst al | . sh script passing in the arguments for the USS
runtime directory and the prefix for the SAMPLIB and loadlib PDS members.

zowe-install.sh -i <RUNTIME_DIR> -h <DATASET_PREFI X> [-1 <LOG DI R>]

In this documentation, the steps of creating the runtime directory and configuring the runtime directory are described
separately. The configuration step is the same for a Zowe runtime whether it isinstalled from a convenience build or
from an SMP/E distribution.

Step 4 (Method 2): Install the Zowe runtime using z/ OSMF Workflow

A z/OSMF workflow provides the ability to encapsulate atask as a set of dependent steps. These can be divided
across different areas of an organization and can form the basis for the automated auditable processes.

Z/OSMF workflows consist of aworkflow definition that users then operate and manage as workflow tasks. zZOSMF
Workflow tasks can help to guide the activities of system programmers, security administrators, and others who are
responsible for managing the configuration of the system. For more information on zZOSMF workflows, see z/0S 2.2
workflows, z/OS 2.3 workflows, and z/OS 2.4 workflows.

Zowe provides az/ OSMF workflow definition that can be used to create a runtime environment from the Zowe
convenience build. Register and execute the ZZOSMF workflow to create a runtime environment with the ZZOSMF
web interface.

Perform the following steps to register and execute the Zowe runtime installation workflow in the ZZOSMF web
interface:

1. Logintothe ZZOSMF web interface.

2. Select Workflows from the navigation tree.

3. Select Create Workflow from the Actions menu.

4, Enter the complete path to the workflow definition file in the Wor kflow Definition field.

¢ The path to the workflow definition fileis<ext ract ed_pax_f ol der>/fil es/ wor kf | ows/
ZVEVRFO4. xml file.


https://www.ibm.com/support/knowledgecenter/SSLTBW_2.2.0/com.ibm.zosmfworkflows.help.doc/izuWFhpAboutWorkflows.html
https://www.ibm.com/support/knowledgecenter/SSLTBW_2.2.0/com.ibm.zosmfworkflows.help.doc/izuWFhpAboutWorkflows.html
https://www.ibm.com/support/knowledgecenter/SSLTBW_2.3.0/com.ibm.zosmfworkflows.help.doc/izuWFhpAboutWorkflows.html
https://www.ibm.com/support/knowledgecenter/SSLTBW_2.4.0/com.ibm.zosmfworkflows.help.doc/izuWFhpAboutWorkflows.html
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5. (Optional) Enter the path to the customized variable input file that you prepared in advance.

* Thepathtothevariableinput fileislocated is<ext r act ed_pax_f ol der >/ fil es/ wor kf | ows/
ZVVEWRFO4. xm file.

» Create acopy of the variable input file. Modify the file as necessary according to the built-in comments.
Set the field to the path where the new file is located. When you execute the workflow, the values from the
variableinput file override the workflow variables default val ues.

6. Select the system where you want to execute the workflow.
Select Next.

8. Specify the unique workflow name. 10.Select or enter an Owner Use ID and select Assign all stepsto owner user
ID.

9. Select Finish.

The workflow isregistered in ZZOSMF and ready to execute.
10. Select the workflow that you registered from the workflow list.
11. Execute the stepsin order. The following steps are displayed that are ready to execute manually:

* DefineVariables

~

» Definethe values for variables for the convenience build runtime installation.
* Allocate ZFS data set

» Execute the step to alocate the zFS data set for the Zowe USS.
e Zowemakedir

« Execute the step create adirectory for the Zowe USSfile system.
¢ Mount ZFS

» Execute the step to mount the zFS data set to the created directory
e Set Mountpoint Owner

« Execute the step to sets the user who executes the step as the owner of the mountpoint.
* Runinstall script Execute the step executes the Zowe convenience build install script.
12. Perform the following steps to execute each step individually:

a. Double-click thetitle of the step.

Select the Perform tab.

Review the step contents and update the input values as required.

Select Next.

Repeat the previous two steps to complete all items until the option Finish is available.
Select Finish.

For general information about how to execute ZZOSMF workflow steps, watch the zZZOSMF Workflows Tutorial.

N

After you execute each step, the step is marked as Complete. The workflow is executed.

Next steps

For az/OS system where you install Zowe 1.8 or later for the first time, follow the instructions in Stage 3: Configure
the Zowe runtime that describes how to Configuring the z/OS system for Zowe on page 124 and Configuring Zowe
certificates on page 134.

If you have previously installed Zowe 1.8 or later, then you already have an instance directory that needs to be
updated. If you have not installed Zowe 1.8 or later before, you will need to create an instance directory to be able to
launch Zowe. For instructions, see Creating and configuring the Zowe instance directory on page 148.

Zowe has two started tasks that need to be installed and configured ready to be started. These are the Zowe server, see
Installing and starting the Zowe started task (ZWESV STC) on page 154 and the Zowe cross memory server, see
Installing and configuring the Zowe cross memory server (ZWESISTC) on page 144.


https://www.youtube.com/watch?v=KLKi7bhKBlE&feature=youtu.be
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e Zowe customization on page 123

Introduction

This program directory isintended for system programmers who are responsible for program installation and
maintenance. It contains information about the material and procedures associated with the installation of Zowe Open
Source Project (Base). This publication refers to Zowe Open Source Project (Base) as Zowe.

The Program Directory contains the following sections:

e Program materialson page 107 identifies the basic program materials and documentation for Zowe.
* Program support on page 108 describes the support available for Zowe.

* Program and service level information on page 108 lists the APARS (program level) and PTFs (service
level) that have been incorporated into Zowe.

e Ingtallation requirements and considerations on page 108 identifies the resources and considerations that
arerequired for installing and using Zowe.

e Ingtallation instructions on page 113 provides detailed installation instructions for Zowe. It also describes the
procedures for activating the functions of Zowe, or refers to appropriate publications.

Zowe description

Zowe™ is an open source project created to host technologies that benefit the Z platform. It is a sub-project of Open
Mainframe Project which is part of the Linux Foundation. More information about Zowe is available at https.//
zZowe.org.

Zowe FMIDs
Zowe consists of the following FMIDs:
 AZWEO001

Program materials

Basic Machine-Readable Materials are materials that are supplied under the base license and are required for the use
of the product.

Basic machine-readable material

The distribution medium for this program is via downloadable files. This program isin SMP/E RELFILE format and
isinstalled using SMP/E. See Installation instructions on page 113 for more information about how to install the
program.

Program publications

Y ou can obtain the Zowe documentation from the Zowe doc site at https://docs.zowe.org/. No optional publications
are provided for Zowe.

Program source materials

No program source materials or viewable program listings are provided for Zowe in the SMP/E installation package.
However, program source materials can be downloaded from the Zowe GitHub repositories at https://github.com/
zowe/.

Publications useful during installation
Publications listed below are helpful during the installation of Zowe.

Publication Title Form Number
IBM SMP/E for zZ/OS User's Guide SA23-2277
IBM SMP/E for z/OS Commands SA23-2275
IBM SMP/E for zZ/OS Reference SA23-2276
IBM SMP/E for zZ/OS Messages, Codes, and Diagnosis ~ GA32-0883



https://www.openmainframeproject.org/projects
https://www.openmainframeproject.org/projects
https://zowe.org
https://zowe.org
https://docs.zowe.org/
https://github.com/zowe/
https://github.com/zowe/
https://www.ibm.com/servers/resourcelink/svc00100.nsf/pages/zOSV2R3sa232277/$file/gim3000_v2r3.pdf
https://www-01.ibm.com/servers/resourcelink/svc00100.nsf/pages/zOSV2R3sa232275/$file/gim1000_v2r3.pdf
https://www-01.ibm.com/servers/resourcelink/svc00100.nsf/pages/zOSV2R3sa232276/$file/gim2000_v2r3.pdf
https://www-01.ibm.com/servers/resourcelink/svc00100.nsf/pages/zOSV2R3ga320883/$file/gim0000_v2r3.pdf
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These and other publications can be abtained from https://www.ibm.com/shop/publications/order.

Program support
This section describes the support available for Zowe.

Because thisis an alpharelease of the Zowe FMID package for early testing and adoption, no formal support is
offered. Support is available through the Zowe community. See Community Engagement for details. Slack isthe
preferred interaction channel.

Additional support may be available through other entities outside of the Open Mainframe Project and Linux
Foundation which offers no warranty and provides the package under the terms of the EPL v2.0 license.

Statement of support procedures

Report any problems which you feel might be an error in the product materials to the Zowe community viathe Zowe
GitHub community repo at https://github.com/zowe/community/issues/new/choose. Y ou may be asked to gather and
submit additional diagnostics to assist the Zowe Community for analysis and resolution.

Program and service level information

This section identifies the program and relevant service levels of Zowe. The program level refersto the APAR fixes
that have been incorporated into the program. The service level refers to the PTFs that have been incorporated into the
program.

Program level information

All issues of previous releases of Zowe that were resolved before August 2019 have been incorporated into this
packaging of Zowe.

Service level information
The Zowe SMP/E package is a distribution of Zowe version 1.9.0 with an FMID of AZWEQOL.

Subsequent releases of the Zowe z/OS components are delivered as rollup PTFs on zowe.org. Because of the file size
of the PTF, it is packaged as two co-requisite PTFs, which are made available in asingle Zip file.

Zowerelease PTF1 PTF 2

1.10 uO01939 u001940
111 u001942 u0o01943
112 u001945 u001946
1.13 u001948 u001949

Installation requirements and considerations

The following sections identify the system requirements for installing and activating Zowe. The following
terminology is used:

» Driving System: the system on which SMP/E is executed to install the program.
« Target system: the system on which the program is configured and run.

Use separate driving and target systems in the following situations:

« Whenyou install anew level of aproduct that is already installed, the new level of the product will replace the old
one. By installing the new level onto a separate target system, you can test the new level and keep the old onein
production at the same time.

*  Whenyou install aproduct that shares libraries or |oad modules with other products, the installation can disrupt
the other products. By installing the product onto a separate target system, you can assess these impacts without
disrupting your production system.


https://www.ibm.com/shop/publications/order
https://github.com/zowe/community/blob/master/README.md#communication-channels
https://github.com/zowe/community/issues/new/choose
https://www.zowe.org/download.html
https://zowe.jfrog.io/zowe/list/libs-release-local/org/zowe/download/legal.html?type=smpe&version=1.10.0
https://zowe.jfrog.io/zowe/list/libs-release-local/org/zowe/download/legal.html?type=smpe&version=1.11.0
https://zowe.jfrog.io/zowe/list/libs-release-local/org/zowe/download/legal.html?type=smpe&version=1.12.0
https://zowe.jfrog.io/zowe/list/libs-release-local/org/zowe/download/legal.html?type=smpe&version=1.13.0
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Driving system requirements

This section describes the environment of the driving system required to install Zowe.

Driving system machine requirements

The driving system can be run in any hardware environment that supports the required software.

Driving system programming requirements

Program Number Product Name Minimum VRM Minimum Service  Included in the
Level will satisfy shipped product?
these APARS

5650-20S z/0S V2.2.0or later N/A No

Notes:

« SMP/E isarequirement for Installation and is an element of z/OS but can aso be ordered as a separate product,
5655-G44, minimally V03.06.00.

« Installation might require migration to a new z/OS release to be service supported. See https://www-01.ibm.com/
software/support/lifecycle/index_z.html.

Zoweisinstalled into afile system, either HFS or zFS. Before installing Zowe, you must ensure that the target system
file system data sets are available for processing on the driving system. OMV S must be active on the driving system
and the target system file data sets must be mounted on the driving system.

If you plan to install Zowe in azFSfile system, this requires that zFS be active on the driving system. Information
on activating and using zFS can be found in z/OS Distributed File Service zSeries File System Administration
(SC24-5989).

Target system requirements

This section describes the environment of the target system required to install and use Zowe.
Zowe ingtallsin the Z/OS (Z038) SREL.

Target system machine requirements

The target system can run in any hardware environment that supports the required software.
Target system programming requirements

Installation requisites

Installation requisitesidentify products that are required and must be present on the system or products that are not
reguired but should be present on the system for the successful installation of Zowe.

Mandatory installation requisites identify products that are required on the system for the successful installation of
Zowe. These products are specified as PRES or REQs.

Zowe has no mandatory installation requisites.

Conditional installation requisites identify products that are not required for successful installation of Zowe but can
resolve such things as certain warning messages at installation time. These products are specified as |IF REQs.

Zowe has no conditional installation requisites.
Operational requisites

Operational requisites are products that are required and must be present on the system, or, products that are not
reguired but should be present on the system for Zowe to operate all or part of its functions.

Mandatory operational requisites identify products that are required for this product to operate its basic functions. The
following table lists the target system mandatory operational requisites for Zowe.


https://www-01.ibm.com/software/support/lifecycle/index_z.html
https://www-01.ibm.com/software/support/lifecycle/index_z.html
https://www.ibm.com/servers/resourcelink/svc00100.nsf/pages/zOSV2R3SC236887/$file/ioea700_v2r3.pdf
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Program Number Product Name and Minimum VRM/Service Level

5650-Z0S IBM z/OS Management Facility V2.2.0 or higher

5655-SDK IBM SDK for Node.js- Z7OS V8.16.0 or higher

5655-DGH IBM 64-bit SDK for z/OS Java Technology Edition
Vv8.0.0

Conditional operational requisites identify products that are not required for Zowe to operate its basic functions but
arerequired at run time for Zowe to operate specific functions. These products are specified as IF REQs. Zowe has no
conditional operational requisites.

Toleration/coexistence requisites

Toleration/coexistence requisites identify products that must be present on sharing systems. These systems can be
other systems in a multi-system environment (not necessarily Parallel Syspl exTM), ashared DASD environment (such
astest and production), or systems that reuse the same DA SD environment at different time intervals.

Zowe has no tol eration/coexistence requisites.

Incompatibility (negative) requisites

Negative requisites identify products that must not be installed on the same system as Zowe.
Zowe has no negative requisites.

DASD storage requirements

Zowe libraries can reside on all supported DASD types.

Total DASD spacerequired by Zowe

Library Type Total Space Required in 3390 Trks Description

Target 30 Tracks /

Distribution 12030 Tracks /

File System(s) 9000 Tracks /

Web Download 26111 Tracks These are temporary data sets, which
can be removed after the SMP/E
install.

Notes:

1. For non-RECFM U data sets, we recommend using system-determined block sizes for efficient DASD
utilization. For RECFM U data sets, we recommend using a block size of 32760, which is most efficient from the
performance and DASD utilization perspective.

2. Abbreviations used for data set types are shown as follows.

e U - Unique data set, alocated by this product and used by only this product. This table provides all the
required information to determine the correct storage for this data set. Y ou do not need to refer to other tables
or program directories for the data set size.

e S- Shared data set, alocated by this product and used by this product and other products. To determine
the correct storage needed for this data set, add the storage size given in this table to those given in other
tables (perhaps in other program directories). If the data set already exists, it must have enough free space to
accommodate the storage size given in thistable.

» E - Existing shared data set, used by this product and other products. This data set is not allocated by this
product. To determine the correct storage for this data set, add the storage size given in this table to those
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given in other tables (perhapsin other program directories). If the data set already exists, it must have enough
free space to accommodate the storage size given in this table.

If you currently have a previous release of Zowe installed in these libraries, the installation of this release will
delete the old rel ease and reclaim the space that was used by the old release and any service that had been
installed. Y ou can determine whether these libraries have enough space by deleting the old release with a dummy
function, compressing the libraries, and comparing the space requirements with the free space in the libraries.

For more information about the names and sizes of the required data sets, see Allocate SMP/E target and
distribution libraries.

3. Abbreviations used for the file system path type are as follows.

* N - New path, created by this product.
e X - Path created by this product, but might already exist from a previous release.
e P - Previoudy existing path, created by another product.

4. All target and distribution libraries listed have the following attributes:

» The default name of the data set can be changed.
« The default block size of the data set can be changed.
* The data set can be merged with another data set that has equivalent characteristics.

» The data set can be either aPDS or a PDSE, with some exceptions. If the value in the "ORG" column specifies
"PDS", the data set must be aPDS. If the valuein "DIR BIks" column specifies "N/A", the data set must be a
PDSE.

5. All target libraries listed have the following attributes:

* These data sets can be SMS-managed, but they are not required to be SMS-managed.
» These data sets are not required to reside on the IPL volume.

e Thevauesinthe "Member Type" column are not necessarily the actual SMP/E element types that are
identified in the SMPMCS.
6. All target libraries that are listed and contain load modules have the following attributes:

» These data sets cannot be in the LPA, with some exceptions. If the value in the "Member Type" column
specifies"LPA", it is advised to place the data set in the LPA.
* These data sets can bein the LNKLST.

* These data sets are not required to be APF-authorized, with some exceptions. If the value in the "Member
Type" column specifies "APF", the data set must be APF-authorized.

Storage requirementsfor SMP/E work data sets

Library TYPE ORG RECFM LRECL No. of 3390 No. of DIR
DDNAME Trks Blks
SMPWRK6 S PDS FB 80 (20,200) 50
SYSUT1 U SEQ -- -- (20,200) 0

In the table above, (20,200) specifies a primary allocation of 20 tracks, and a secondary allocation of 200 tracks.
Storage requirementsfor SMP/E data sets

Library TYPE ORG RECFM LRECL No. of 3390 No. of DIR
DDNAME Trks Blks
SMPPTS S PDSE FB 80 (12000,3000) 50

The following figures describe the target and distribution libraries and file system paths required to install Zowe. The
storage requirements of Zowe must be added to the storage required by other programs that have datain the same
library or path.
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Note: Use the datain these tables to determine which libraries can be merged into common data sets. In addition,
since some ALIAS names may not be unique, ensure that no naming conflicts will be introduced before merging
libraries.

Storage requirementsfor Zowetarget libraries

Note: These target libraries are not required for the initial FMID install of Zowe SMP/E but will be required for
subsequent SY SMODS so are included here for future reference.

Library Member  Target Type Org RECFM  LRECL No. of No. of

DDNAME Type Volume 3390 Trks DIR Blks

SZWEAUTHAPF Load ANY U PDSE U 0 15 N/A
Modules

SZWESAMPsamples ANY U PDSE FB 80 15 5

Zowefile system paths

DDNAME TYPE Path Name
SZWEZFS X {usr/lpp/zowe/SMPE

Storage requirementsfor Zowedistribution libraries

Note: These target libraries are not required for the initial apha drop of Zowe SMP/E but will be required for
subsequent drops so are included here for future reference.

Library TYPE ORG RECFM LRECL No. of 3390 No. of DIR
DDNAME Trks Blks
AZWEAUTH U PDSE U 0 15 N/A
AZWESAMP U PDSE FB 80 15 5
AZWEZFS U PDSE VB 6995 12000 30

The following figures list data sets that are not used by Zowe, but are required as input for SMP/E.

Data Set TYPE ORG RECFM LRECL No. of 3390 No. of DIR
Name Trks Blks
hlg.ZOWE.AZWEO001.F1 PDSE FB 80 5 N/A
hlg.ZOWE.AZWEOQ01.F2 PDSE FB 80 5 N/A
hlg.ZOWE.AZWEQ01.F4 PDSE VB 6995 9000 N/A
hlg.ZOWE.AZWE001.SMPMCSSEQ FB 80 1 N/A

Z/OS UNIX U zFS N/A N/A 17095 N/A

file system

Note: These are temporary data sets, which can be removed after the SMP/E installation.
FMIDs deleted
Installing Zowe might result in the deletion of other FMIDs.

To see which FMIDs will be deleted, examine the ++VER statement in the SMPMCS of the product. If you do not
want to delete these FMIDs now, install Zowe into separate SMP/E target and distribution zones.

Note: These FMIDs are not automatically deleted from the Global Zone. If you want to delete these FMIDs from
the Global Zone, use the SMP/E REJECT NOFMID DELETEFMID command. See the SMP/E Commands book for
details.
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Special considerations

Zowe has no special considerations for the target system.

Installation instructions

This section describes the installation method and the step-by-step procedures to install and activate the functions of
Zowe.

Notes:

e |f youwant to install Zowe into its own SMP/E environment, consult the SMP/E manuals for instructions on
creating and initializing the SMPCSI and SMP/E control data sets.

* You can use the sample jobs that are provided to perform part or al of the installation tasks. The SMP/E jobs
assume that all DDDEF entries that are required for SMP/E execution have been defined in appropriate zones.

* You can use the SMP/E dialogs instead of the sample jobs to accomplish the SMP/E installation steps.
SMP/E considerations for installing Zowe

Use the SMP/E RECEIVE, APPLY, and ACCEPT commandsto install this release of Zowe.

SMP/E options subentry values

The recommended values for certain SMP/E CS| subentries are shown in the following table. Using values lower than
the recommended values can result in failuresin the installation. DSSPACE is a subentry in the GLOBAL options
entry. PEMAX is a subentry of the GENERAL entry in the GLOBAL options entry. See the SMP/E manuals for
instructions on updating the global zone.

Subentry Value Comment

DSSPACE (1200,1200,1400) Space allocation

PEMAX SMP/E Default IBM recommends using the SMP/E
default for PEMAX.

Overview of the installation steps
Follow these high-level steps to download and install Zowe Open Source Project (Base).

Download the Zowe SMP/E package

Allocate file system to hold the download package on page 114
Upload the download package to the host on page 115

Extract and expand the compressed SMPMCS and RELFILES on page 116
Sample installation jobs on page 118

Create SMP/E environment (optional)

Perform SMP/E RECEIVE

Allocate SMP/E target and distribution libraries

. Allocate, create and mount ZSF files (Optional) on page 120

10. Allocate Z/OS UNIX paths

11. Create DDDEF entries on page 121

12. Perform SMP/E APPLY

13. Perform SMP/E ACCEPT

14. Run REPORT CROSSZONE on page 123

15. Cleaning up obsolete data sets, paths, and DDDEFs on page 123

© o N ALODNE

Download the Zowe SMP/E package

To download the Zowe SMP/E package, open your web browser and go to the Zowe Download website. Click the
Zowe SMP/E FMID AZWEOQO01 button to save the file to afolder on your desktop.

Y ou will receive one ZI P package on your desktop. Y ou can extract the following files from the package.


https://www.zowe.org/download.html
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« AZWEOQOl.pax.Z (binary)

The SMP/E input data setsto install Zowe are provided as compressed filesin AZWEQO1.pax.Z. This pax archive
file holds the SMP/E MCS and RELFILEs.

 AZWEOQOL.readme.txt (text)

The README file AZWEQO1.readme.txt isasingle JCL file containing ajob with the job steps you need to
begin the installation, including comprehensive comments on how to tailor them. Thereis a sample job step that
executes the z/OS UNIX System Services pax command to extract package archives. Thisjob a so executes the
GIMUNZIP program to expand the package archives so that the data sets can be processed by SMP/E.

Review this file on your desktop and follow the instructions that apply to your system.
Allocate file system to hold the download package

Y ou can either create anew z/OS UNIX file system (zFS) or create a new directory in an existing file system to place
AZWEOQOL.pax.Z. The directory that will contain the download package must reside on the z/OS system where the
function will beinstalled.

To create anew file system, and directory, for the download package, you can use the following sample JCL
(FILESYS).

Copy and paste the sample JCL into a separate data set, uncomment the job, and modify the job to update required
parameters before submitting it.

/| FI LESYS JOB <j ob paraneters>

[]*
//***************************************************************
[1* This job nmust be updated to reflect your environnment.

/1* This sanple:

/* . Allocates a new z/CS UNI X file system

/* . Creates a nount point directory

[1* . Mounts the file system

[]*

/[1* - Provide valid job card information

/1* - Change:

[1* @fs_path@

I1* R e e e e I R e ]
[1* - To the absolute z/0S UNI X path for the downl oad
[1* package (starting with /)

/1* - Maximum |l ength is 50 characters

I1* - Do not include a trailing /

[1* @fs _dsn@

[1* - To your file systemdata set name
[]*

/1* Your userid MJST be defined as a SUPERUSER to successfully
[1* run this job
/1*
//***************************************************************
/*
/| CREATE  EXEC PGVEI DCAMS, REG ON=0M COND=( 0, LT)
/1 SYSPRI NT DD SYSOQUT=*
/1 SYSI N DD *
DEFI NE CLUSTER ( -
NAME( @fs_dsn@ -
TRK( #si ze) -
/*VOLUME(vol ser) */ -
LI NEAR -
SHAREOPTI ONS( 3) -

)

*

/
/ SET ZFSDSN=' @fs_dsn@

/ FORMAT  EXEC PQVEI OEAGFMT, REG ON=0M COND=( 0, LT),
/ PARME' - aggr egat e &ZFSDSN - conpat '

~ — — —
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[/ *STEPLI B DD DI SP=SHR, DSN=I CE. SI CELMOD before z/CS 1.13
[/ *STEPLI B DD DI SP=SHR, DSN=SYS1. SI EALNKE fromz/C0S 1.13
// SYSPRI NT DD SYSQUT=*

[]*

[ | MOUNT EXEC PGVEI KIEFT01, REG ON=0M COND=( 0, LT)
[/ SYSEXEC DD DI SP=SHR, DSN=SYS1. SBPXEXEC
[/ SYSTSPRT DD SYSOUT=*
//SYSTSIN DD *
PROFI LE MSG@ D WIPMBG
oshell umask 0022; +
nkdir -p @fs_path@
MOUNT +
FI LESYSTEM ' @fs_dsn@) +
MOUNTPO NT(' @fs_path@) +
MODE( RDWR) TYPE( ZFS) PARM ' AGGRGROW )
[]*

Expected Return Codes and Messages: Y ou will receive areturn code of O if thisjob runs correctly.
Upload the download package to the host

Upload the AZWEOOL.readme.txt file in text format and the AZWEQOL.pax.Z file in binary format from your
workstation to the ZZOS UNI X file system. The instructions in this section are also in the AZWEQO0L.readme.txt file
that you downl oaded.

There are many ways to transfer the files or make them available to the zZ/OS system where the package will be
installed. In the following sample dialog, we use FTP from a Microsoft Windows command line to do the transfer.
This assumes that the zZ/OS host is configured as an FTP host/server and that the workstation isan FTP client.
Commands or other information entered by the user are in bold, and the following values are assumed.

User enters: Values

mvsaddr TCP/IP address or hostname of the Z/OS system

tsouid Your TSO user ID

tsopw Y our TSO password

d: Location of the downloaded files

@zfs_path@ Z/OS UNIX path where to store the files. This matches
the @zfs _path@ variable you specified in the previous
step.

Important! The AZWEOO0L.pax.Z file must be uploaded to the zZ/OS driving system in binary format, or the
subsequent UNPAX step will fail.

Sample FTP upload scenario:

C />ftp nvsaddr

Connected to nvsaddr.

200- FTPD1 | BM FTP CS %ersi on% at nvsaddr, % i ne% on %lat e%
220 Connection will close if idle for nore than 5 m nutes.
User (mvsaddr: (none)): tsouid

331 Send password pl ease

Password: tsopw

230 tsouid is | oaded on. Wrking directory is "tsouid.".
ftp> cd @fs_path@

250 HFS directory @fs_path@is the current working directory
ftp> ascii

200 Representation type is Ascii NonPrint

ftp> put c:/AZWEOO1. r eadne. t xt

200 Port request K

150 Storing data set @fs_path@ AZWEQOL. r eadn®e. t xt
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250 Transfer conpl eted successfully.

ftp: 0344 bytes sent in 0.01 sec. (1366.67 Kbs)
ftp binary

200 Representation type is |Image

ftp> put c:\AZWEOO1. pax. Z

200 Port request K

145 Storing data set @fs_pat h@ AZWEQO1. pax. Z
250 Transfer conpl eted successfully.

ftp: 524192256 bytes sent in 1.26 sec. (1040.52 Kbs)
ftp: quit

221 Quit command received. Goodbye.

If you are unableto connect with ftp and only able to use sftp, the commands above are the same except that you
will use sftp at the command prompt instead of ftp. Also, because sftp only supports binary file transfer, the ascii
and binary commands should be omitted. After you transfer the AZWEOOL.readme.txt file, it will bein an ASCII
codepage so you need to convert it to EBCDIC before it can be used. To convert AZWEQOL.readme.txt to EBCDIC,
log in to the distribution system using ssh and run an ICONV command.

C.:>/ssh tsouid@mvsaddrtsouid@mvsaddr's password: tsopw/u/

tsouid:>cd: @zfs_path@@zfs_path:>@zfs_path:>iconv -f ISO8859-1 -t IBM-1047 AZWEQOL.readme.txt >
AZWEQOL.readme.EBCDIC@zfs _path:>rm AZWEQOL.readme.txt@zfs_path:>mv AZWE001.readme.EBCDIC
AZWEQOL.readme.txt@zfs_path:>exitC:>/

Extract and expand the compressed SMPMCS and RELFILEs

The AZWEQOL.readme.txt file uploaded in the previous step holds a sample JCL to expand the compressed SMPMCS
and RELFILEs from the uploaded AZWEQOQL.pax.Z file into data sets for use by the SMP/E RECEIVE job. The JCL
is repeated here for your convenience.

e  @zs path@ matches the variable that you specified in the previous step.

« Iftheoshel | command gets a RC=256 and message "pax: checksum error on tape (got ee2e, expected 0)", then
the archive file was not uploaded to the host in binary format.

*  GIMUNZIP dlocates data sets to match the definitions of the original data sets. Y ou might encounter errors if
your SMS ACS routines alter the attributes used by GIMUNZIP. If this occurs, specify a non-SM'S managed
volume for the GINUMZIP alocation of the data sets. For example:

storcl as-"storage_cl ass" vol une="data_set vol une"
newnane-"..."/>

* Normally, your Automatic Class Selection (ACS) routines decide which volumes to use. Depending on your ACS
configuration, and whether your system has constraints on disk space, units, or volumes, some supplied SMP/E
jobs might fail due to volume allocation errors. See GIMUNZIP on page 117 for more details.

/| EXTRACT JOB <j ob paraneters>

/1* - Change:

/1* @PREFI X@

/1> e S e

/1* - To your desired data set nanme prefix

[* - Maximum |l ength is 25 characters

/1* - This value is used for the names of the

[1* data sets extracted fromthe downl oad- package
I1* @fs_path@

/] * P TN S D R S
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[1* - To the absolute z/0OS UNI X path for the downl oad
[1* package (starting with /)

[]* - Maximum |l ength is 50 characters

/1* - Do not include a trailing /

[]*
[ | UNPAX EXEC PGVEI KIEFTO1, REG ON=0M COND=( 0, LT)
[/ SYSEXEC DD DI SP=SHR, DSN=SYS1. SBPXEXEC
[/ SYSTSPRT DD SYSOUT=*
/] SYSTSIN DD *

oshell cd @fs_path@ ; +

pax -rvf AZWEQOLl. pax.Z

[]*
/1 A MUNZI P EXEC PGVEG MUNZI P, REG ON=0OM COND=( 0, LT)
[/ *STEPLI B DD DI SP=SHR, DSN=SYS1. M GLI B
/] SYSUT3 DD UNI T=SYSALLDA, SPACE=( CYL, (50, 10))
/1 SYSUT4 DD UNI T=SYSALLDA, SPACE=( CYL, (25, 5))
/| SMPOUT DD SysouT=*
/1 SYSPRI NT DD SYSOUT=*
[/ SMPDIR DD PATHDI SP=KEEP,
[l PATH=" @fs_path@'
/1 SYSI N DD *
<3 MUNZI P>
<ARCHDEF ar chi d=" AZWE001. SVMPMCS"
newnane=" @REFI X@ ZOW\E. AZWE001. SVMPMCS" / >
<ARCHDEF ar chi d=" AZWE001. F1"
newnane=" @REFI X@ ZO\E. AZWE001. F1"/ >
<ARCHDEF ar chi d=" AZ\WEQ01. F2"
newnane=" @REFI X@ ZONE. AZ\WEQ01. F2"/ >
<ARCHDEV ar chi d=" AZWE001. F3"
nawnane=" @REFI X@ ZOW\E. AZWE001. F3"/ >
<ARCHDEF ar chi d=" AZWE001. F4"
newnane=" @REFI X@ ZO\E. AZWE001. F4"/ >
</ A MUNZI P>
[]*

GIMUNZIP
The GIMUNZIP job may issue allocation error messages for SY SUT1 similar to these:

| EF244] ZWEOGUNZ G MUNZI P - UNABLE TO ALLOCATE 1 UNIT(S) 577
AT LEAST 1 OFFLINE UNI T(S) NEEDED.

| EF877E ZWEOGUNZ NEEDS 1 UNIT(S) 578

FOR G MUNZI P SYSUT1

FOR VOLUME SCRTCH- 1

OFFLI NE

0AA4- 0AA6 0ADO- 0AD4

*07 | EF238D ZWEOGUNZ - REPLY DEVI CE NAME OR ' CANCEL' .

CNz26051 At 10.10.22 the systemw |l automatically 581

reply: CANCEL

to the foll owi ng WOR:

0007 | EF238D ZWEOGUNZ - REPLY DEVI CE NAME OR ' CANCEL' .

R 0007, CANCEL

| KI568831 FILE SYSUT1 NOT ALLOCATED, REQUEST CANCELED

- --TIMNGS (MNS.)--
- JOBNAME STEPNAME PROCSTEP RC  EXCP TCB SRB CLOCK
- ZWEOGUNZ 12 2311 **xx** . 00 2.4
- ZWEOGUNZ ENDED.  NAME- TOTAL TCB CPU TI ME=
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$HASP395 ZWEOGUNZ ENDED - RC=0012

Thejob will end with RC=12. If this happens, add a TEMPDS control statement to the existing SY SIN as shown
below:

/1 SYSI N DD *

<G MUNZI P>

<TEMPDS vol une="&VOLSER" > </ TEMPDS>
<ARCHDEF ar chi d=" &M D. . SMPMCS"
newnanme=" @REFI X@ ZO\E. &M D. . SMPMCS" / >
<ARCHDEF ar chi d="&FM D. . F1"
newnane=" @REFI X@ ZO\E. &M D. . F1"/ >
<ARCHDEF ar chi d="&FM D. . F2"
newnane=" @REFI X@ ZO\E. &M D. . F2"/ >
<ARCHDEF ar chi d="&FM D. . F4"
newnanme=" @REFI X@ ZOW\E. &FM D. . F4"/ >
</ d MUNZI P>

/1>

where, &/OLSERisaDISK volume with sufficient free space to hold temporary copies of the RELFILES. Asa
guide, this may require 1,000 cylinders, or about 650 MB.
Sample installation jobs

The following sampleinstallation jobs are provided in hl q. ZONE. AZWEQO1. F1, or equivaent, as part of the
project to help you install Zowe:

Job Name Job Type Description RELFILE

ZWE1SMPE SMP/E Sample job to create an ZOWE.AZWEQ01.F1
SMP/E environment
(optional)

ZWE2RCVE RECEIVE Sample SMP/E RECEIVE ZOWE.AZWEQ01.F1
job

ZWE3ALOC ALLOCATE Sample job to allocate ZOWE.AZWEOQ01.F1
target and distribution
libraries

ZWEAZFS ALLOMZFS Sample job to alocate, ZOWE.AZWEOQ01.F1
create mountpoint, and
mount zFS data sets

ZWESMKD MKDIR Samplejobtoinvokethe  ZOWE.AZWEOQ01.F1

supplied ZWEMKDIR
EXEC to alocatefile

system paths

ZWEGDDEF DDDEF Sample job to define SMP/  ZOWE.AZWEQ01.F1
E DDDEFs

ZWETAPLY APPLY Sample SMP/E APPLY job ZOWE.AZWEQ01.F1

ZWESBACPT ACCEPT Sample SMP/E ACCEPT  ZOWE.AZWEOQ01.F1
job

Note: When Zowe is downloaded from the web, the RELFILE data set name will be prefixed by your chosen high-
level qualifier, as documented in the Extract and expand the compressed SMPMCS and REL FILES on page 116
section.
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Y ou can access the sample installation jobs by performing an SMP/E RECEIVE (refer to Perform SMP/E RECEIVE),
then copy the jobs from the RELFILES to awork data set for editing and submission.

Y ou can also copy the sample installation jobs from the product files by submitting the following job. Before you
submit the job, add a job statement and change the lowercase parameters to uppercase values to meet the requirements
of your site.

/ | STEP1 EXEC PGVEI EBCOPY
// SYSPRI NT DD SYSOUT=*
/1IN DD DSN=ZOWE. AZWEQO1. F1,
/1 DI SP=SHR,
/1 VOL=SER=fi | evol ,
/1 UNI T=SYSALLDA
[/ oJT DD DSNAME=j cl - 1i brary- nane,
I Dl SP=( NEW CATLG, DELETE) ,
/1 SPACE=(TRK, (5, 5, 5)),
[]* VOL=SER=dasdvol ,
/11 UNI T=SYSALLDA
/1 SYSUT3 DD UNI T=SYSALLDA, SPACE=( CYL, (1,1))
/1 SYSI N DD *
COPY | NDD=I N, OUTDD=0UT
/ *

See the following information to update the statements in the sample above:

e |N:

* filevol isthe volume seria of the DASD device where the downloaded files reside.
« OUT:

e jcl-library-nameisthe name of the output data set where the sample jobs are stored.
« dasdval isthe volume serial of the DASD device where the output data set resides. Uncomment the statement
isavolume serial must be provided.

The following supplied jobs might fail due to disk space alocation errors, as mentioned above for GIMUNZIP on
page 117. Review the following sections for example error and actions that you can take to resolve the error.

e ZWE2RCVE on page 119
e ZWEI1SMPE and ZWE4ZFS on page 119
» ZWEMKDIR, ZWE1SMPE, ZWE2RCVE, ZWE3ALOC, ZWE4ZFS and ZWE5MKD

ZWE2RCVE

| EC032] E37-04, | GCO005E, ZWE2RCVE, RECEI VE, SMPTLI B, 0ACO, USER10,
ZONE. SMPE. AZW\EQOO1. F4

Add space and directory allocations to this SMPCNTL statement in the preceding ZWE1SMPE job:
ADD DDDEF( SMPTLI B)  UNI T( SYSALLDA)

This makesit as below:
ADD DDDEF( SMPTLIB) CYL SPACE(2,1) DIR(10) UNI T(SYSALLDA)

ZWE1SMPE and ZWEA4ZFS

Example error

| DC35061 REQUI RED VOLUMES ANDY OR DEVI CETYPES HAVE BEEN OM TTED
| DC30031 FUNCTI ON TERM NATED. CONDI TION CODE IS 12

| DC0002I | DCAM5S PROCESSI NG COVPLETE. MAXI MUM CONDI TI ON CCDE WAS 12
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Uncomment the VOLUMES( . . . ) control statements and refer to the comments at the start of the JCL job for related
necessary changes.

ZWEMKDIR, ZWE1SMPE, ZWE2RCVE, ZWE3ALOC, ZWE4ZFS and ZWE5MKD

Example error

| EF2571 ZWE3ALOC ALLOCD ALLOCD AZWEZFS - SPACE REQUESTED NOT AVAI LABLE
| EF272]1 ZWE3SALOC ALLOCD ALLOCD - STEP WAS NOT EXECUTED.

Uncomment the VOL=SER=&. . . control statements and refer to the comments at the start of the JCL job for related
necessary changes.
Create SMP/E environment (Optional)

A samplejob ZWE1SMPE is provided or you may choose to use your own JCL. If you are using an existing CSl,
do not run the sample job ZWE1SMPE. If you choose to use the sample job provided, edit and submit ZWE1SM PE.
Consult the instructions in the sample job for more information.

Note: If you want to use the default of letting your Automatic Class Selection (ACS) routines decide which volumeto
use, comment out the following line in the sample job ZWE1SM PE.

/1 SET CSlI VOL=#csi vol
Expected Return Codes and Messages: Y ou will receive areturn code of O if thisjob runs correctly.
Perform SMP/E RECEIVE

Edit and submit sample job ZWE2RCV E to perform the SMP/E RECEIVE for Zowe. Consult the instructions in the
sample job for more information.

Expected Return Codes and Messages: Y ou will receive areturn code of O if thisjob runs correctly.
Allocate SMP/E target and distributions libraries

Edit and submit sample job ZWE3ALOC to alocate the SMP/E target and distribution libraries for Zowe. Consult the
instructions in the sample job for more information.

Expected Return Codes and Messages: Y ou will receive areturn code of 0 if thisjob runs correctly.
Allocate, create and mount ZSF files (Optional)
Thisjob allocates, creates a mountpoint, and mounts zFS data sets.

If you plan to install Zowe into a new z/OS UNIX file system, you can edit and submit the optional ZWE4ZFS job to
perform the following tasks. Consult the instructions in the sample job for more information.

e Createthe ZZOS UNIX file system
« Create amountpoint
¢ Mount the ZZOS UNIX file system on the mountpoint

The recommended z/OS UNIX file system type is zFS. The recommended mountpoint is /usr/lpp/zowe.

Before running the sample job to create the zZ7OS UNIX file system, you must ensure that OMV Sis active on the
driving system. zFS must be active on the driving system if you are installing Zowe into afile system that is zFS.

If you create anew file system for this product, consider updating the BPXPRMxx PARMLIB member to mount the
new file system at IPL time. This action can be helpful if an IPL occurs before the installation is completed.

MOUNT FI LESYSTEM ' #dsn')
MOUNTPO NT("' /usr/ | pp/ zowe')
MODE( RDWR) /* can be MODE(READ) */
TYPE(ZFS) PARM' AGGRGROW) /* zFS, with extents */

See the following information to update the statements in the previous sample:
» #dsn isthe name of the data set holding the zZ/OS UNIX file system.
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» Jusr/lpp/zowe is the name of the mountpoint where the Z/OS UNIX file system will be mounted.
Expected Return Codes and Messages: Y ou will receive areturn code of O if thisjob runs correctly.
Allocate z/OS UNIX paths

The target system HFS or zFS data set must be mounted on the driving system when running the sample ZWE5MKD
job since the job will create paths in the HFS or zFS.

Before running the sample job to create the pathsin the file system, you must ensure that OMV Sis active on the
driving system and that the target system's HFS or zFSfile system is mounted on the driving system. zFS must be
active on the driving system if you are installing Zowe into afile system that is zFS.

If you plan to install Zowe into anew HFS or zFS file system, you must create the mountpoint and mount the new file
system on the driving system for Zowe.

The recommended mountpoint is /usr/lpp/zowe.

Edit and submit sample job ZWE5MKD to allocate the HFS or zFS paths for Zowe. Consult the instructions in the
sample job for more information.

If you create a new file system for this product, consider updating the BPXPRMxx PARMLIB member to mount the
new file system at IPL time. This action can be helpful if an IPL occurs before the installation is compl eted.

Expected Return Codes and Messages: Y ou will receive areturn code of O if thisjob runs correctly.
Create DDDEF entries

Edit and submit sample job ZWEGDDEF to create DDDEF entries for the SMP/E target and distribution libraries for
Zowe. Consult the instructions in the sample job for more information.

Expected Return Codes and Messages: Y ou will receive areturn code of O if thisjob runs correctly.
Perform SMP/E APPLY

In this step, you run the sample job ZWE7APLY to apply Zowe. This step can take along time to run, depending on
the capacity of your system, and on what other jobs are running.

Follow these steps

1. Ensurethat you have the latest HOLDDATA; then edit and submit sample job ZWE7APLY to perform an SMP/E
APPLY CHECK for Zowe. Consult the instructions in the sample job for more information.

The latest HOLDDATA is available through severa different portals, including http://service.software.ibm.com/
holdata/390holddata.html. The latest HOLDDATA may identify HIPER and FIXCAT APARsfor the FMIDs
you will beinstalling. An APPLY CHECK will help you determine whether any HIPER or FIXCAT APARs are
applicable to the FMIDsyou are installing. If there are any applicable HIPER of FIXCAT APARSs, the APPLY
CHECK will also identify fixing PTFs that will resolve the APARs, if afixing PTF isavailable.

Y ou should install the FMIDs regardless of the status of unresolved HIPER or FIXCAT APARs. However, do
not deploy the software until the unresolved HIPER and FIXCAT APARs have been analyzed to determine their
applicability. That is, before deploying the software either ensure fixing PTFs are applied to resolve al HIPER or
FIXCAT APARs, or ensure the problems reported by all HIPER or FIXCAT APARs are not applicable to your
environment.

To receive the full benefit of the SMP/E Causer SY SMOD Summary Report, do not bypass the PRE, ID, REQ,
and IFREQ on the APPLY CHECK. The SMP/E root cause analysis identifies the cause only of errors and not of
warnings (SMP/E treats bypassed PRE, 1D, REQ, and IFREQ conditions as warnings, instead of errors).

Here are sample APPLY commands:

a. Toensurethat all recommended and critical service isinstalled with the FMIDs, receive the latest
HOLDDATA and usethe APPLY CHECK command as follows

APPLY S(fnmid,fnid,...) CHECK
FORFM D(fnid, fmid,...)
SOURCEI D( RSU)


http://service.software.ibm.com/holdata/390holddata.html
http://service.software.ibm.com/holdata/390holddata.html
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FI XCAT( | BM PRODUCTI NSTALL- REQUI REDSERVI CE)
GROUPEXTEND .

« Some HIPER APARs might not have fixing PTFs available yet. Y ou should analyze the symptom flags for the
unresolved HIPER APARsto determine if the reported problem is applicable to your environment and if you
should bypass the specific ERROR HOLDs in order to continue the installation of the FMIDs.

« Thismethod requires moreinitial research, but can provide resolution for all HPERSs that have fixing PTFs
available and not in a PE chain. Unresolved PEs or HIPERs might still exist and require the use of BY PASS.

a. Toinstall the FMIDs without regard for unresolved HIPER APARS, you can add the
BYPASS(HOLDCLASS(HIPER)) operand to the APPLY CHECK command. Thiswill allow you to install
FMIDs, even though one of more unresolved HIPER APARs exist. After the FMIDs are installed, use the
SMP/E REPORT ERRSY SMODS command to identify unresolved HIPER APARs and any fixing PTFs.

APPLY S(fmd,fmd,...) CHECK
FORFM D(fmid,fmd,...)
SOURCEI D( RSU*)
FI XCAT( | BM PRODUCTI NSTALL- REQUI REDSERVI CE)
GROUPEXTEND
BYPASS( HOLDCLASS( HI PER) )
..any ot her paraneters docunented in the programdirectory

« Thismethod is quicker, but requires subsequent review of the Exception SY SMOD report produced by the
REPORT ERRSY SMODS command to investigate any unresolved HIPERSs. If you have received the |latest
HOLDDATA, you can also choose to use the REPORT MISSINGFIX command and specify Fix Category
IBM.PRODUCTINSTALL-REQUIREDSERVICE to investigate missing recommended service.

» |If you bypass HOL Ds during the installation of the FMIDs because fixing PTFs are not yet available, you
can be notified when the fixing PTFs are available by using the APAR Status Tracking (AST) function of the
ServiceLink or the APAR Tracking function of Resource Link.

2. After you take actions that are indicated by the APPLY CHECK, remove the CHECK operand and run the job

again to perform the APPLY .

Note: The GROUPEXTENDED operand indicates the SMP/E applies all requisite SY SMODs. The requisite
SYSMODS might be applicable to other functions.

Expected Return Codes and Messagesfrom APPLY CHECK: Y ou will receive areturn code of O if the job runs
correctly.

Expected Return Codes and Messages from APPLY: Y ou will receive areturn code of O if the job runs correctly.
Perform SMP/E ACCEPT

Edit and submit sample job ZWEBACPT to perform an SMP/E ACCEPT CHECK for Zowe. Consult the instructions
in the sample job for more information.

To receive the full benefit of the SMP/E Causer SY SMOD Summary Report, do not bypass the PRE, ID, REQ, and
IFREQ on the ACCEPT CHECK. The SMP/E root cause analysis identifies the cause of errors but not warnings
(SMP/E treats bypassed PRE, ID, REQ, and IFREQ conditions as warnings rather than errors).

Before you use SMP/E to load new distribution libraries, it is recommended that you set the ACCJCLIN indicator

in the distribution zone. In this way, you can save the entries that are produced from JCLIN in the distribution zone
whenever a SY SMOD that containsinline JCLIN is accepted. For more information about the ACCJCLIN indicator,
see the description of inline JCLIN in the SMP/E Commands book for details.

After you take actions that are indicated by the ACCEPT CHECK, remove the CHECK operand and run the job again
to perform the ACCEPT.

Note: The GROUPEXTEND operand indicates that SMP/E accepts all requisite SY SMODs. The requisite
SYSMODS might be applicable to other functions.

Expected Return Codes and Messages from ACCEPT CHECK: You will receive areturn code of O if thisjob
runs correctly.
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If PTFsthat contain replacement modules are accepted, SMP/E ACCEPT processing will link-edit or bind the
modules into the distribution libraries. During this processing, the Linkage Editor or Binder might issue messages that
indicate unresolved external references, which will result in areturn code of 4 during the ACCEPT phase. You can
ignore these messages, because the distribution libraries are not executable and the unresolved external references do
not affect the executable system libraries.

Expected Return Codes and Messages from ACCEPT: You will receive areturn code of O if thisjob runs
correctly.

Run REPORT CROSSZONE

The SMP/E REPORT CROSSZONE command identifies requisites for products that are installed in separate zones.
This command also creates APPLY and ACCEPT commandsin the SMPPUNCH data set. Y ou can use the APPLY
and ACCEPT commands to install those cross-zone requisites that the SMP/E REPORT CROSSZONE command
identifies.

After you install Zowe, it is recommended that you run REPORT CROSSZONE against the new or updated target
and distribution zones. REPORT CROSSZONE requires agloba zone with ZONEINDEX entries that describe all the
target and distribution libraries to be reported on.

For more information about REPORT CROSSZONE, see the SMP/E manuals.
Cleaning up obsolete data sets, paths, and DDDEFs

The web download data sets listed in DASD storage requirements on page 110 are temporary data sets. Y ou can
delete these data sets after you complete the SMP/E installation.

Activating Zowe
File system execution

If you mount the file system in which you have installed Zowe in read-only mode during execution, then you do not
have to take further actionsto activate Zowe.

Zowe customization
Y ou can find the necessary information about customizing and using Zowe on the Zowe doc site.
« For more information about how to customize Zowe, see Configuring Zowe Application Framework on page

177.
« For more information about how to use Zowe, see Getting started tutorial on page 200.

Installing Zowe SMP/E build with zZZ OSMF workflow

Z/IOSMF workflow simplifies the procedure to create an SMP/E environment for Zowe. Register and execute the
Zowe SMP/E workflow to create SMP/E environment in the ZZOSMF web interface. Perform the following steps to
register and execute the Zowe workflow in the ZZOSMF web interface:

1. Logintothe ZZOSMF web interface.

2. Select Workflows from the navigation tree.

3. Select Create Workflow from the Actions menu.

4. Enter the complete path to the workflow definition filein the Workflow Definition filed.

The workflow is located in the ZWEWRFO1 member of the hl q. ZOAE. AZWEQO1. F4 data set.
5. (Optional) Enter the path to the customized variable input file that you prepared in advance.

Thevariableinput fileislocated in ZWEY MLO01 member of the hl q. ZONE. AZWEQO1 data set.

Create a copy of the variable input file. Modify the file as necessary according to the built-in comments. Set the
field to the path where the new fileislocated. When you execute the workflow, the values from the variable input
file override the workflow variables default values.

6. Select the system where you want to execute the workflow.

Select Next.

8. Specify the unique workflow name.

~
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9. Select or enter an Owner Use ID and select Assign all stepsto owner user 1D.
10. Select Finish.

The workflow isregistered in ZZOSMF and ready to execute.
11. Select the workflow that you registered from the workflow list.
12. Execute the stepsin order.

For genera information about how to execute ZZOSMF workflow steps, watch the ZOSMF Workflows Tutorial.
13. Perform the following steps to execute each step individually:

Double-click thetitle of the step.

Select the Perform tab.

Review the step contents and update the input values as required.

Select Next.

Repeat the previous two steps to complete all items until the option Finish isavailable.
Select Finish.

~0o o0 o

After you execute each step, the step is marked as Complete. The workflow is executed.
After you complete executing all the steps individually, the Zowe SMP/E is created.
Activating Zowe
File system execution
If you mount the file system in which you have installed Zowe in read-only mode during execution, then you do not
have to take further actions to activate Zowe.
Zowe customization
Y ou can find the necessary information about customizing and using Zowe on the Zowe doc site.

« For more information about how to customize Zowe, see Configuring Zowe Application Framework on page
177.

* For more information about how to use Zowe, see Getting started tutorial on page 200.

Configuring the z/OS system for Zowe
Configure the z/OS security manager to prepare for launching the Zowe started tasks.

If Zowe has already been launched on a z/OS system from a previous release of Version 1.8 or later, then you are
applying a newer Zowe build. You can skip this security configuration step unless told otherwise in the release
documentation.

A SAMPLIB JCL member ZWESECUR is provided to assist with the security configuration. Y ou can submit the
ZWESECUR JCL member as-is or customize it depending on site preferences. The JCL alows you to vary which
security manager you use by setting the PRODUCT variable to be one of RACF, ACF2, or TSS.

I SET PRODUCT=RACF * RACF, ACF2, or TSS

If ZWESECUR encounters an error or a step that has already been performed, it will continue to the end, so it can
be run repeatedly in a scenario such as a pipeline automating the configuration of a z/OS environment for Zowe
installation.

It is expected that the security administrator at a site will want to review, edit where necessary, and either execute
ZW\ESECUR as asingle job or else execute individual TSO commands one by one to compl ete the security
configuration of az/OS system in preparation for installing and running Zowe.

If you want to undo all of the z/OS security configuration steps performed by the JCL member ZWESECUR, Zowe
provides areverse member ZWWENOSEC that contains the inverse steps that ZWESECUR performs. Thisis useful in the
following situations:


https://www.youtube.com/watch?v=KLKi7bhKBlE&feature=youtu.be
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* You are configuring z/OS systems as part of a build pipeline that you want to undo and redo configuration and
installation of Zowe using automation.

* You have configured a z/OS system for Zowe that you no longer want to use and you prefer to delete the Zowe
user IDs and undo the security configuration settings rather than leave them enabled.

If you run ZWENOSEC on a z/OS system, then you will no longer be able to run Zowe until you rerun ZWESECUR to
reinitialize the z/OS security configuration.

When you run the ZWESECUR JCL, it does not perform the following initialization steps. Therefore, you must
complete these steps manually for a zZ/OS environment.

e Grant users permission to access zZZOSMF
« Configure an |CSF cryptographic services environment on page 125
¢ Configure multi-user address space (for TSS only) on page 130

The ZWESECUR JCL performs the following initialization steps so you do not need to perform them manually if you
have successfully run the JCL. These steps are included for reference if you prefer to manually configure the zZ/OS
environment or want to learn more about user I Ds, groups, and associated security permissions that are required to
operate Zowe.

¢ User IDs and groups for the Zowe started tasks on page 131
» Configure ZWESVSTC to run under ZWESVUSR user ID
» Configure the cross memory server for SAF on page 132

Grant users permission to access z/OSMF

TSO user IDs using Zowe must have permission to access the ZZOSMF services that are used by Zowe. They should
be added to the group with appropriate ZZOSMF privileges, | ZUUSER or | ZUADM N by default. This step is not
included in ZWESECUR because it must be done for every TSO user ID who wants to access Zowe's z/OS services.
Thelist of those user IDsis not known by ZWESECUR and will typically be the operators, administrators, developers,
or anyone else in the Z/OS environment who islogging in to Zowe.

Note: You can skip this section if you use Zowe without ZZOSMF. Zowe can operate without ZZOSMF but services
that use ZZOSMF REST APIswill not be available, specifically the USS, MV'S, and JES Explorers and the Zowe
Command Line Interface files, jobs, workflows, tso, and console groups.

For every TSO user ID that isgoing to log on to Zowe and use services that require ZZOSMF,

» If you use RACF, issue the following command:

CONNECT (userid) CGROUP(I ZUUSER)

* If you use CA ACF2, issue the following commands:

ACFNRULE TYPE(TGR) KEY(1ZUUSER) ADD(U D(<uid string of user>) ALLOW
F ACF2, REBUI LD( TGR)

* |If you use CA Top Secret, issue the following commands:

TSS ADD(userid) PROFI LE(| ZUUSER)
TSS ADD(userid) GROUP(| ZUUSRGP)

Configure an ICSF cryptographic services environment

The zssServer uses cookies that require random number generation for security. To learn more about the zssServer,
see the Zowe architecture. Integrated Cryptographic Service Facility (ICSF) is a secure way to generate random
numbers.

If you have not configured your z/OS environment for | CSF, see Cryptographic Services ICSF: System Programmer's
Guide for more information. To see whether | CSF has been started, check whether the started task | CSF or CSF is
active.


https://www.ibm.com/support/knowledgecenter/en/SSLTBW_2.3.0/com.ibm.zos.v2r3.csfb200/abstract.htm
https://www.ibm.com/support/knowledgecenter/en/SSLTBW_2.3.0/com.ibm.zos.v2r3.csfb200/abstract.htm

| User Guide | 126

The Zowe z/OS environment configuration JCL member ZWESECUR does not perform any steps related to | CSF that
isrequired for zssServer that the Zowe desktop uses. Therefore, if you want to use Zowe desktop, you must perform
the steps that are described in this section manually.

To generate symmetric keys, the ZWESVUSR user who runs ZWESVSTC requires READ accessto CSFRNGL in the
CSFSERV class.

Define or check the following configurations depending on whether ICSF is already installed:

e ThelCSF or CSF job that runs on your Z/OS system.

» Theconfiguration of ICSF optionsin SYS1. PARM.I B( CSFPRMDO) , SYS1. SAMPLI B, SYS1. PROCLI B.
e Create CKDS, PKDS, TKDSVSAM data sets.
» Define and activate the CSFSERV class:

» |If you use RACF, issue the following commands:

RDEFI NE CSFSERV profi | e- nane UACC( NONE)
PERM T profil e-name CLASS(CSFSERV) | D(tcpip-stacknane) ACCESS(READ)

PERM T profil e-name CLASS(CSFSERV) |D(userid-Ilist) ... [for
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userids | KED, NSSD, and Policy Agent]
SETROPTS CLASSACT( CSFSERV)

SETROPTS RACLI ST( CSFSERV) REFRESH

e |If you use CA ACF2, issue the following commands (note that pr of i | e- prefi x andprofile-suffix
are user-defined):

SET CONTROL( GSO)

| NSERT CLASMAP. CSFSERV RESOURCE( CSFSERV) RSRCTYPE( CSF)
F ACF2, REFRESH( CLASMAP)

SET RESOURCE( CSF)

RECKEY profile-prefix ADD(profile-suffix uid(UD string for tcpip-
st acknanme) SERVI CE( READ) ALLOW

RECKEY profile-prefix ADD(profile-suffix uid(UD string for |ZUSVR)
SERVI CE( READ) ALLOW

(repeat for userids IKED, NSSD, and Policy Agent)

F ACF2, REBUI LD( CSF)
e |f you use CA Top Secret, issue the following command (note that pr of i | e- prefi x and profil e-
suf fi x are user defined):

TSS ADDTQ( owner - aci d) RESCLASS( CSFSERV)
TSS ADD( owner - aci d) CSFSERV( profile-prefix.)

TSS PERM T(t cpi p- st acknane) CSFSERV(profile-prefix.profile-suffix)
ACCESS( READ)

TSS PERM T(user-aci d) CSFSERV(profile-prefix.profile-suffix)
ACCESS( READ)

(repeat for user-acids IKED, NSSD, and Policy Agent)
Notes:

o Determine whether you want SAF authorization checks against CSFSERV and set
CSF. CSFSERV. AUTH. CSFRNG DI SABLE accordingly.

» Refer to the zZ/0S 2.3.0 Z/OS Cryptographic Services | CSF System Programmer's Guide: I nstallation,
initialization, and customization.

e CCA and/or PKCS#11 coprocessor for random number generation.

e EnableFACI LI TY | RR. PROGRAM S| GNATURE. VERI FI CATI ON and RDEFI NE CSFI NPV2 if required.

Configure security environment switching

Typically, the user ZWESVUSR that the ZWESVST C started task runs under needs to be able to change the security
environment of its process to allow APl requests to be issued on behalf of the logged on TSO user ID, rather than the


https://www.ibm.com/support/knowledgecenter/en/SSLTBW_2.3.0/com.ibm.zos.v2r3.csfb200/iandi.htm
https://www.ibm.com/support/knowledgecenter/en/SSLTBW_2.3.0/com.ibm.zos.v2r3.csfb200/iandi.htm
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server'suser ID. This capability provides the functionality that allows users to log on to the Zowe desktop and use
apps such as the File Editor to list data sets or USS files that the logged on user is authorized to view and edit, rather
than the user ID running the Zowe server. This technique is known as imper sonation.

To enable impersonation, you must grant the user ID ZWESVUSR associated with the ZWESVSTC started task
UPDATE access to the BPX. SERVER and BPX. DAEMON profilesin the FACI LI TY class.

Y ou can issue the following commands first to check whether you aready have the impersonation profiles defined
as part of another server configuration, such as the FTPD daemon. Review the output to confirm that the two
impersonation profiles exist and the user ZWESVUSR who runs the ZWESVSTC started task has UPDATE accessto
both profiles.

» If you use RACF, issue the following commands:

RLI ST FACI LI TY BPX. SERVER AUTHUSER

RLI ST FACI LI TY BPX. DAEMON AUTHUSER

« |f you use CA Top Secret, issue the following commands:

TSS WHOHAS | BMFAC( BPX. SERVER)

TSS VHOHAS | BMFAC( BPX. DAEMON)

* If you use CA ACF2, issue the following commands:

SET RESOURCE( FAC)

LI ST BPX
If the user ZWESVUSR who runs the ZWESV STC started task does not have UPDATE access to both profiles follow
the instructions below.
» If you use RACF, complete the following steps:

1. Activate and RACLIST the FACILITY class. This may have aready been done on the z/OS environment
if another z/OS server has been previously configured to take advantage of the ability to change its security
environment, such as the FTPD daemon that is included with ZZOS Communications Server TCP/IP services.

SETROPTS GENERI C( FACI LI TY)
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SETROPTS CLASSACT( FACI LI TY) RACLI ST(FACI LI TY)

2. Define the impersonation profiles. This may have already been done on behalf of another server such asthe
FTPD daemon.

RDEFI NE FACI LI TY BPX. SERVER UACC( NONE)

RDEFI NE FACI LI TY BPX. DAEMON UACC( NONE)

3. Having activated and RACLIST the FACILITY class, the user ID ZWESVUSR who runs the ZWESVSTC
started task must be given update access to the BPX.SERVER and BPX.DAEMON profilesin the FACILITY
class.

PERM T BPX. SERVER CLASS(FACI LI TY) | D(<zwesvstc_user>) ACCESS(UPDATE)

PERM T BPX. DAEMON CLASS( FACI LI TY) | D(<zwesvstc_user>) ACCESS(UPDATE)

where <zwesvstc_user> is ZWESVUSR unless a different user 1D is being used for the z/OS environment.

[* Activate these changes */

SETROPTS RACLI ST(FACI LI TY) REFRESH

4. Issue the following commands to check whether permission has been successfully granted:
RLI ST FACI LI TY BPX. SERVER AUTHUSER
RLI ST FACI LI TY BPX. DAEMON AUTHUSER

e |If you use CA Top Secret, complete the following steps:

1. Definethe BPX Resource and access for <zwesvstc_user>.

TSS ADD( " owner-aci d’ ) | BMFAC(BPX.)
TSS PERM T(<zwesvstc_user>) | BMFAC( BPX. SERVER) ACCESS( UPDATE)

TSS PERM T(<zwesvst c_user>) | BMFAC( BPX. DAEMON) ACCESS( UPDATE)

where <zwesvstc_user> is ZWESVUSR unless a different user 1D is being used for the z/OS environment.
2. Issuethe following commands and review the output to check whether permission has been successfully
granted:

TSS WHOHAS | BMFAC( BPX. SERVER)

TSS WHOHAS | BMFAC( BPX. DAEMON)
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* If you use CA ACF2, complete the following steps:

1. Definethe BPX Resource and access for <zwesvstc_user>.

SET RESOURCE( FAC)
RECKEY BPX ADD( SERVER ROLE(<zwesvstc_user>) SERVI CE( UPDATE) ALLOW

RECKEY BPX ADD( DAEMON ROLE(<zwesvstc_user>) SERVI CE( UPDATE) ALLOW
where <zwesvstc_user> is ZWESVUSR unless a different user ID is being used for the Z/OS environment.

F ACF2, REBUI LD( FAC)
2. Issuethe following commands and review the output to check whether permission has been successfully
granted:

SET RESOURCE( FAC)
LI ST BPX

Configure address space job naming

The user ID ZWESVUSR that is associated with the Zowe started task ZWESVSTC must have READ permission for the
BPX. JOBNAME profileinthe FACI LI TY class. Thisisto allow setting of the names for the different z/OS UNIX
address spaces for the Zowe runtime components. See Address space names on page 150.

To display who is authorized to the profile, issue the following command:
RLI ST FACI LI TY BPX. JOBNAME AUTHUSER
Additionally, you need to activate facility class, permit BPX. JOBNAME, and refresh facility class:

SETROPTS CLASSACT(FAC! LI TY) RACLI ST(FACI LI TY)
PERM T BPX. JOBNAVE CLASS(FACI LI TY) | D(ZWESVUSR) ACCESS( READ)
SETROPTS RACLI ST(FACI LI TY) REFRESH

For more information, see Setting up the UNIX-related FACILITY and SURROGAT class profilesin the "z/OS
UNIX System Services' documentation.

Configure multi-user address space (for TSS only)

The ZWESVSTC started task is multi-user address space, and thereforea TSS FACILITY needs to be defined and
assigned to the started task. Then, all acids signing on to the started task will need to be authorized to the FACILITY.

The following example shows how to create anew TSS FACILITY.

Example:

In the TSSPARMS, add the following lines to create the new FACILITY:
FACI LI TY( USERL1=NAME=ZOWE)

FACI LI TY( ZONE=MODE=FAI L)
FACI LI TY( ZONE=RES)

For more information about how to administer Facility Matrix Table, see How to Perform Facility Matrix Table
Administration.


https://www.ibm.com/support/knowledgecenter/en/SSLTBW_2.3.0/com.ibm.zos.v2r3.bpxb200/fclass.htm
https://techdocs.broadcom.com/content/broadcom/techdocs/us/en/ca-mainframe-software/security/ca-top-secret-for-z-os/16-0/using/protecting-facilities/how-to-perform-facility-matrix-table-administration.html
https://techdocs.broadcom.com/content/broadcom/techdocs/us/en/ca-mainframe-software/security/ca-top-secret-for-z-os/16-0/using/protecting-facilities/how-to-perform-facility-matrix-table-administration.html
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To assign the FACILITY to the started task, issue the following command:
TSS ADD( ZWESVUSR) MASTFAC( ZONE)
To authorize a user to sign on to the FACILITY, issues the following command:

TSS ADD( user _aci d) FAC(ZOWE)

User IDs and groups for the Zowe started tasks

Zowe requires a user ID ZWESVUSR to execute its main z/OS runtime started task ZWESVSTC. This user 1D must
have avalid OMV'S segment.

Zowe requires auser ID ZWESI USR to execute the cross memory server started task ZVESI STC. This user ID must
have avalid OMV'S segment.

Zowe requires a group ZWEADM N that both ZWESVUSR and ZVEESI USR should belong to. This group must have a
valid OMV S segment.

If you have run ZWESECUR, you do not need to perform the steps described in this section, because the TSO
commands to create the user 1Ds and groups are executed during the JCL sections of ZWESECUR.

/* group for started tasks */
);‘.userid for ZOAE nmain server */
};" userid for XMEM cross nenory server */

If you have not run ZWESECUR and are manually creating the user ID and groups in your z/OS environment, the
commands are described below for reference.

* To create the ZWEADM N group, issue the following command:

ADDGROUP ZWEADM N OWS( AUTCA D) -
DATA(' STARTED TASK GROUP W TH OWS SEGEMENT' )

e To create the ZWESVUSR user ID for the main Zowe started task, issue the following command:

ADDUSER  ZWESVUSR -
NOPASSWORD -

DFLTGRP( ZWEADM N) -

OWS( HOVE(/ t np) PROGRAM(/ bi n/ sh) AUTOUI D) -
NAMVE(' ZONE SERVER ) -

DATA(' ZOAE MAI N SERVER )

e To create the ZWESI USR group for the Zowe cross memory server started task, issue the following command:

ADDUSER ZVES| USR -

NOPASSWORD -

DFLTGRP( ZWEADM N) -

OWS( HOVE(/ t np) PROGRAM / bi n/ sh) AUTOUI D) -
NAVE(' ZONE XMEM SERVER ) -

DATA(' ZOAE XMEM CROSS MEMORY SERVER )

Configure ZWESVSTC to run under ZWESVUSR user ID

When the Zowe started task ZWESVSTC s started, it must be associated with the user ID ZWESVUSR and group
ZWWEADM N. A different user ID and group can be used if required to conform with existing naming standards.
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If you have run ZWESECUR, you do not need to perform the steps described in this section, because they are executed
during the JCL section of ZWESECUR.

/* started task for ZOAE mai n server @]

If you have not run ZWESECUR and are configuring your z/OS environment manually, the following steps describe
how to configure the started task ZWESVSTC to run under the correct user |D and group.

» If you use RACF, issue the following commands:

RDEFI NE STARTED ZWESVSTC. * UACC( NONE) STDATA( USER( ZWESVUSR)
GROUP( ZWEADM N) PRI VI LEGED( NO) TRUSTED(NO) TRACE( YES))
SETROPTS REFRESH RACLI ST( STARTED)

» If you use CA ACF2, issue the following commands:

SET CONTROL( GSO)
| NSERT STC. ZWESVSTC LOGONI D{ ZWESVUSR) GROUP( ZWEADM N) STCl D( ZWESVSTC)
F ACF2, REFRESH( STC)

e If you use CA Top Secret, issue the following commands:

TSS ADDTQ( STC) PROCNANME( ZWESVSTC) AC! D( ZWESVUSR)

Configure the cross memory server for SAF

Zowe has a cross memory server that runs as an APF-authorized program with key 4 storage. Client processes
accessing the cross memory server's services must have READ access to a security profile ZVES. | Sin the
FACI LI TY class. This authorization step is used to guard against access by non-priviledged clients.

If you have run ZWESECUR you do not need to perform the steps described in this section, as they are executed
during the JCL section of ZWESECUR.

/[* permit Zowe main server to use XMEM cross nenory server */

If you have not run ZWESECUR and are configuring your z/OS environment manually, the following steps describe
how to configure the cross memory server for SAF.

Activate the FACILITY class, definea ZVEES. | S profile, and grant READ access to the user ID ZWESVUSR. Thisis
the user ID that the Zowe started task ZWESVSTC runs under.

To do this, issue the following commands that are also included in the ZWESECUR JCL member. The commands
assume that you run the ZWESVSTC under the ZWESVUSR user.

* If you use RACF, issue the following commands:

* To seethe current class settings, use:

SETROPTS LI ST
* Todefine and activate the FACILITY class, use:

SETROPTS GENERI C( FACI LI TY)
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SETROPTS CLASSACT( FACI LI TY)
¢ ToRACLIST the FACILITY class, use:

SETROPTS RACLI ST(FACI LI TY)

¢ Todefinethe ZVEES. | S profileinthe FACILITY class and grant Zowe's started task userid READ access,
issue the following commands.

RDEFI NE FACI LI TY ZWES. | S UACC( NONE)

PERM T ZWES. | S CLASS(FACI LITY) |D(<zwesvstc_user>) ACCESS(READ)
where <zwesvst ¢_user > isthe user ID ZWESVUSR under which the ZWESV STC started task runs.

SETROPTS RACLI ST(FACI LI TY) REFRESH

« To check whether the permission has been successfully granted, issue the following command:
RLI ST FACI LI TY ZWES. | S AUTHUSER

This shows the user |Ds who have access to the ZVEES. | S class, which should include Zowe's started task user
ID with READ access.

» If you use CA ACF2, issue the following commands:

SET RESOURCE( FAC)
RECKEY ZWES ADD(|S ROLE(| ZUSVR) SERVI CE( READ) ALLOW

F ACF2, REBUI LD( FAC)
e |f you use CA Top Secret, issue the following commands, where owner - aci d can be IZUSVR or adifferent
ACID:

TSS ADD( " owner-acid ) |BMFAC(ZVES. )

TSS PERM T(ZWESVUSR) | BVMFAC( ZVES. | S) ACCESS( READ)

Notes:

» The cross memory server treats "no decision” style SAF return codes as failures. If there is no covering profile for
the ZVES. | Sresource inthe FACILITY class, the request will be denied.

« Cross memory server clients other than Zowe might have additional SAF security requirements. For more
information, see the documentation for the specific client.

Configure main Zowe server use identity mapping

This security configuration is necessary for APl ML to be able to map client certificate to zOS identity. User running
API Gateway must have read access to RACF general resource called IRR.RUSERMAP in the FACILITY class. This
security setup is done by submitting ZWESECUR JCL member. For users upgrading from version 1.16 and lower,
follow the configuration steps below.

If you use RAFC, follow these stepsto verify and update permission in FACILITY class.
1. verify user ZWESVUSR has read access

RLI ST FACI LI TY | RR RUSERVAP AUTHUSER
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2. add user ZWESVUSR permission to read

PERM T | RR. RUSERVAP CLASS( FACI LI TY) ACCESS( READ) | D( ZWESVUSR)

3. activate changes
SETROPTS RACLI ST(FACI LI TY) REFRESH

If you use ACF2, follow these steps to verify and update permissionin FACILITY class.
1. verify user ZWESVUSR has read access

SET RESOURCE( FAC)
LI ST LI KE(I RR-)

2. add user ZWESVUSR permission to read
RECKEY | RR. RUSERVAP ADD( SERVI CE( READ) ROLE( &STCGRP.) ALLOW

If you use TSS, follow these steps to verify and update permission in FACILITY class.
1. verify user ZWESVUSR has read access

TSS WHOHAS | BMFAC( | RR. RUSERVAP)
2. add user ZWESVUSR permission to read

TSS PER(ZWESVUSR) | BMFAC(| RR. RUSERVAP) ACCESS( READ)

Configuring Zowe certificates

Zowe uses a certificate to encrypt data for communication across secure sockets. An instance of Zowe references a
USS directory referred to asa KEY STORE_DIRECTORY which contains information about where the certificate is
located.

Learn more about the key concepts of Zowe certificates in the following sections.

Northbound Certificate

The Zowe certificate is used by the APl Mediation Layer on its northbound edge when identifying itself and
encrypting ht t ps: // traffic to web browsers or REST client applications. If the Zowe Command Line Interface
(CL1) has been configured to use the Zowe APl Mediation Layer then the CLI isaclient of the Zowe certificate. For
more information, see Using the Zowe Command Line Interface, Integrating with the APl Mediation Layer.

Southbound Certificate

Aswell asbeing a server, Zowe itself isaclient to services on the southbound edge of its APl Mediation Layer that it
communicates to over secure sockets. These southbound services use certificates to encrypt their data, and Zowe uses
atrust store to store its relationship to these certificates. The southbound services that are started by Zowe itself and
run as address spaces under its ZWESVSTC started task (such as the API discovery service, the explorer JES REST
API server) re-use the same Zowe certificate used by the APl Mediation Layer on its northbound client edge.

Trust store

Aswell as Zowe using its certificates intra-address space, to encrypt messages between its servers, Zowe uses
external services on z/OS (such as ZZOSMF or Zowe conformant extensions that have registered themselves with the
APl Mediation Layer). These services will present their own certificate to the APl Mediation Layer, in which case the
trust store is used to capture the rel ationship between Zowe's southbound edge and these external certificates.

If you wish to disable the trust store validation of southbound certificates, you can set the value
VERI FY_CERTI FI CATES=t rue tof al se inthezowe- set up-certifi cates. env fileinthe
KEYSTORE_DI RECTORY. A scenario when thisis recommended isif certificate being presented to the API
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Mediation Layer is self-signed (that is, from an unknown certificate authority). For example, the zZOSMF certificate
may be self-signed in which case the Zowe API Mediation Layer will not recognize the signing authority.

Certificates in the Zowe architecture

The Zowe architecture on page 13 shows the Zowe APl Mediation Layer positioned on the client-server boundary
between applications such as web browsers or the Zowe CL | accessing z/OS services. The following diagram isa
section of the architecture annotated to describe the role of certificates and trust stores.
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The lines shown in bold red are communication over a TCP/IP connection that is encrypted with the Zowe certificate.

« On the northbound edge of the API gateway, the certificate is used between client applications such as web
browsers, Zowe CLI, or any other application wishing to access Zowe's REST APIs.

* On the southbound edge of the API Gateway, there are a number of Zowe micro services providing HTML GUIs
for the Zowe desktop or REST APIsfor the APl Catalog. These also use the Zowe certificate for data encryption.

Thelinesin bold green are external certificates for servers that are not managed by Zowe, such as ZZOSMF itself

or any Zowe conformant REST API or App Framework serversthat are registered with the APl Mediation Layer.
For the APl Mediation Layer to be able to accept these certificates, they either need to be signed by a recognized
certificate authority, or else the APl Mediation Layer needs to be configured to accept unverified certificates. Even if
the APl Mediation Layer is configured to accept certificates signed by unverified CAs on its southbound edge, client
applications on the northbound edge of the API gateway will be presented with the Zowe certificate.
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Keystore versus key ring
Zowe supports certificates that are stored in a USS directory Java K eyStor e format.

Beginning with release 1.15, Zowe is including the ability to work with certificates held in az/OS Keyring. Support
for Keyring certificates is currently incomplete and being provided as a beta technical preview for early preview by
customers. If you have any feedback using keyrings please create an issue in the zowe-install-packaging repo. It is
expected that in afuture release keyring support will be made available as afully supported feature.

Keystore directory creation

The KEYSTORE_DI RECTCORY is created by running the script <RUNTI ME_DI R>/ bi n/ zowe- set up-
certificates. sh. Thisscript hasanumber of input parameters that are specified in a configuration file whose
location is passed as an argument to the - p parameter.

The configuration file <RUNTI ME_DI R>/ bi n/ zowe- set up-certifi cates. env isprovided for

setting up a Keystore directory that contains the Zowe certificate in JavaK eystore format. The configuration file
<RUNTI ME_DI R>/ bi n/ zowe- set up-certifi cat es-keyri ng. env isprovided for setting up a Keystore
directory that references the Zowe certificate held in a zZ/OS keyring.

The. env configuration file should be customized based on security rules and practices for the z/OS environment.
Once the script has been successfully executed and the KEYSTORE DI RECTORY is created successfully, it is
referenced by aZowe launchi nst ance. env file. A KEYSTORE DI RECTORY can be used by more than one
instance of Zowe. See Keystore configuration on page 150 for more information.

The Zowe launch diagram shows the relationship between a Zowe instance directory, a Zowe runtime directory, the
Zowe keystore directory, and (if used to store the Zowe certificate) the z/OS keyring.
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You create a KEYSTORE_DI RECTORY in USS by using the script zowe- set up-certi fi cates. sh (1) witha
- p argument that specifiesa. env configuration file.

* If the- p argument filezowe- set up-certifi cates. env (2) isused, the KEYSTORE_DI RECTCRY will
contain the certificate, the certificate authority, the trust store, and the JWT Secret.

e |f the- p argument filezowe- set up- keyri ng-certi ficates. env (3)isused, the
KEYSTORE_DI RECTORY contains no certificates and is a pass-through to configure a Zowe instance to use az/
OS keyring.

The JCL member ZVEKRI NG (4) is used to create a z/OS Keyring to hold the Zowe certificate and its signing
certificate authority.

At launch time, a Zowe instance is started using the script <I NSTANCE_DI R>/ bi n/ zowe- st art. sh

which takes configuration arguments from <I NSTANCE DI R>/ i nst ance. env. The argument (5)
KEYSTORE_DI RECTORY=<KEYSTORE_DI RECTORY> specifies the path to the keystore directory that Zowe will
use.

For more information on the Zowe launch topology, see Topology of the Zowe z/OS launch process.

Configuring Zowe certificates in UNIX files

A keystore directory is used by Zowe to hold the certificate used for encrypting communication between Zowe clients
and the Zowe z/OS servers. It aso holds the truststore used to hold public keys of any servers that Zowe trusts. When
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Zowe islaunched, the instance directory configuration filei nst ance. env specifies the location of the keystore
directory. See Creating and configuring the Zowe instance directory.

If you have aready created a keystore directory from a previous release of Version 1.8 or later, then you may reuse
the existing keystore directory with newer version of Zowe.

Y ou can use the existing certificate signed by an external certificate authority (CA) for HTTPS portsin the AP
Mediation Layer and the Zowe Application Framework, or else you can let the Zowe configuration script to generate
aself-signed certificate by the local APl Mediation CA.

If you let the Zowe configuration generate a self-signed certificate, the certificates should be imported into your
browser to avoid untrusted network traffic challenges. See Import the local CA certificate to your browser on page
333. If you do not import the certificates into your browser when you access a Zowe web page, you may be
challenged that the web page cannot be trusted and, depending on the browser you are using, have to add an exception
to proceed to the web page. Some browser versions may not accept the Zowe certificate because it is self-signed

and the signing authority is not recognized as a trusted source. Manually importing the certificate into your browser
makes it atrusted source and the challenges will no longer occur.

If you have an existing server certificate that is signed by an external CA, then you use this for the Zowe certificate.

This could be a CA managed by the IT department of your company, which has already ensured that any certificates
signed by that CA are trusted by browsersin your company because they have included their company's CA in their

company's browsers truststore. Thiswill avoid the need to manually import the local CA into each client machine's

browsers.

If you want to avoid the need to have each browser trust the CA that has signed the Zowe certificate, you can use
apublic certificate authority such as Symantec, Comodo, or GoDaddy to create a certificate. These certificates are
trusted by all browsers and most REST API clients. However, this option involves a manual process of requesting a
certificate and may incur a cost payable to the publicly trusted CA.

We recommend that you start with the local APl Mediation Layer CA for an initial evaluation.

You can usethe <RUNTI ME_DI R>/ bi n/ zowe- set up-certi fi cat es. sh script in the Zowe runtime
directory to configure the certificates with the set of defined environment variables. The environment variables
act as parameters for the certificate configuration are held in the file <RUNTI ME_DI R>/ bi n/ zowe- set up-
certificates. env.

Generate certificate with the default values

The script reads the default variable values that are provided in the <RUNTI ME_DI R>/ bi n/ zowe- set up-
certificates. env fileand generates the certificate signed by the local APl Mediation CA and keystoresin the/
gl obal / zowe/ keyst or e location. To set up certificates with the default environment variables, ensure that you
run the following script in the Zowe runtime directory:

<RUNTI ME_DI R>/ bi n/ zowe- set up-certificates. sh

generates the keystorein/ gl obal / zowe/ keyst or e. On many z/OS installations access to this location will be
restricted to privileged users so this step should be done by a system programmer with site knowledge for where the
certificate should be stored in away that the public key can be read but private key accessis controlled.

Generate certificate with the custom values

We recommend that you review all the parametersin the zowe- set up-certi fi cat es. env fileand customize
the values for variables to meet your requirements. For example, set your preferred location to generate certificates
and keystores.

Follow the procedure to customize the values for variablesin the zowe- set up- certi fi cat es. env file

1. Copythebi n/ zowe- set up-certificates. env filefrom the read-only location to a new
<your _di rectory>/zowe-setup-certificates.env location.

2. Customize the values for the variables based on the descriptions that are provided in the zowe- set up-
certificates. envfile
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3. Execute the following command with the customized environment file:

bi n/ zowe- set up-certificates.sh —p <your _directory>/zowe-set up-
certificates.env [-|1 <log_directory>]

where <your _di r ect or y> specifies the location of your customized environment file and <l og-
di r ect or y> isan optiona parameter that overrides the default log output directory of / gl obal / zowe/
| ogs, if itiswritable, or ~/ zowe/ | 0gs.

The keystore and certificates are generated based on the customized valuesin the bi n/ zowe- set up-
certificates. envfile

Thezowe- set up-certificates. sh command aso generateszowe- certi fi cat es. env fileinthe
KEYSTORE_DI RECTORY directory. Thisfileis used in the Zowe instance configuration step, see Keystore
configuration on page 150.

The following example shows how you can configure zowe- set up- certi fi cat es. env fileto use the existing
certificates:

1. Update the value of EXTERNAL _CERTI FI CATE. The value needs to point to a keystore in PKCS12 format that
contains the certificate with its private key. The file needs to be transferred as a binary to the zZ/OS system.

2. Update the value of KEYSTORE PASSWORD. The value is a password to the PK CS12 keystore specified in the
EXTERNAL_CERTI FI CATE variable.

3. Update the value of EXTERNAL _CERTI FI CATE_ALI AS to the dias of the server certificate in the keystore.

Note: If you do not know the certificate alias, run the following command where
external Certificate.pl2isavaueof EXTERNAL CERTI FI CATE inthezowe- set up-
certificates. env file

keyt ool -list -keystore external Certificate.pl2 -storepass password -
storetype pkcsl2 -v

Expected output:

Keystore type: PKCS12
Keystore provider: SUN

Your keystore contains 1 entry
Alias nane: apim

Creation date: Oct 9, 2019
Entry type: PrivateKeyEntry
Certificate chain length: 3

Inthiscase, thealiascan befoundin Al i as nane: api m . Therefore, set
EXTERNAL_CERTI FI CATE_ALI AS=api m .

4. Update the value of EXTERNAL CERTI FI CATE_AUTHORI TI ES to the path of the public certificate of the
certificate authority that has signed the certificate. Y ou can add additional certificate authorities separated by
spaces (specify the complete valuein quotes). This can be used for certificate authorities that have signed the
certificates of the services that you want to access viathe APl Mediation Layer.

5. (Optional) If you have trouble getting the certificates and you want only to evaluate Zowe, you can switch off the
certificate validation by setting VERI FY_CERTI FI CATES=f al se. The HTTPS will still be used but the API
Mediation Layer will not validate any certificate.

Important! Switching off certificate evaluation is a non-secure setup.

Following isthe part of zowe- set up- certi fi cat es. env file snippet that uses existing certificates:

# Should APIM. verify certificates of services - true/fal se

VERI FY_CERTI FI CATES=t r ue

# optional - Path to a PKCS12 keystore with a server certificate for API M
EXTERNAL _CERTI FI CATE=/ pat h/ t o/ keystore. p12
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# optional - Alias of the certificate in the keystore
EXTERNAL _CERTI FI CATE_ALI AS=servercert
# optional - Public certificates of trusted CAs

EXTERNAL CERTI FI CATE_AUTHCRI Tl ES="/ pat h/t o/ cacert _1.cer /path/to/
cacert_2.cer"
# Sel ect a password that is used to secure EXTERNAL_CERTI FI CATE keystore
and
# that will be also used to secure newly generated keystores for AP
Medi ati on
KEYSTORE_PASSWORD=mny pass

Y ou may encounter the following message:

apimM _cmsh --action trust-zosnf has failed. See $LOG FILE for nore details

ERROR: z/OSMF is not trusted by the APl Medi ati on Layer. Mke sure
ZONE_ZOSMF_HOST and ZOAE_ZOSM-_PORT vari abl es define the desired z/ OSMF
i nst ance.

ZONE_ZOSMF_HOST=${ ZONE_ZOSMF_HOST} ZONE_ZOSMF_PORT=%{ ZONE_ZOSM~_PORT}

You can al so specify z/OSMF certificate explicitly in the ZOSM-_CERTI FI CATE
environnmental variable in the zowe-setup-certificates.env file.

This error must be resolved before you can proceed with the next installation step.
Note:

On many z/OS systems, the certificate for ZZOSMF is not signed by atrusted CA and is a self-signed certificate

by the z/OS system programmer who configured zZZ OSMF. If that is the case, then Zowe itself will not trust the z/
OSMF certificate and any function dependent on ZZOSMF will not operate correctly. To ensure that Zowe trusts az/
OSMF self-signed certificate, you must use the value VERI FY_CERTI FI CATES=f al se inthezowe- set up-
certificates. envfile. Thisisaso required if the certificate is from arecognized CA but for adifferent host
name, which can occur when atrusted certificate is copied from one source and reused within a z/OS installation for
different servers other than that it was originally created for.

Using web tokens for SSO on ZLUX and ZSS
Users must create a PK CS#11 token before continuing. This can be done through the USS utility, "gskkyman".

Creating a PKCS#11 Token

Ensure that the SO.TOKEN_NAME profile existsin CRYPTOZ, and that the user who will be creating tokens has
either UPDATE or CONTROL access.

1. Define profile: "RDEFINE CRYPTOZ SO.TOKEN_NAME"

2. Add user with UPDATE access. "PERMIT SO.** ACCESS(UPDATE) CLASS(CRYPTOZ) ID(USERID)"

3. Ensure profile was created: "RLIST CRYPTOZ **

4. Activate class with new profile:

* "SETROPTSRACLIST(CRYPTOZ)"
* "SETROPTS CLASSACT(CRYPTOZ)"

A user should now be able to use "gskkyman" to create a token.
Accessing token
Ensure USER.TOKEN_NAME profile existsin CRYPTOZ:

1. Define profile: "RDEFINE CRYPTOZ USER.TOKEN_NAME"

2. Add user with READ access; "PERMIT USER. TOKEN_NAME ACCESS(UPDATE) CLASS(CRY PTOZ)
ID(USERID)"

3. Ensure profile was created: "RLIST CRYPTOZ **
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4. Activate class with new profile:

o "SETROPTSRACLIST(CRYPTOZ)"
* "SETROPTS CLASSACT(CRYPTOZ)"

Configure zowe-setup-certifcates.env using the following parameters. Both are required to enable SSO.
e PKCS#11 token name for SSO. Must already exist.

PKCS11 TOKEN NAME=<new y created token name>
e PKCS#11 token label for SSO. Must not already exist.

PKCS11 TOKEN LABEL=<uni que | abel >
Enabling SSO
1. Run zowe-setup-certificates.sh.

» If you are upgrading from an older of version of Zowe that has the apiml configured: "rerun zowe-setup-
certificates.sh"
« If upgrading, point the zowe instance to the newly generated keystore, or overwrite the previous one.
2. Inthe ZSS server configuration, enable SSO and input your token name/label:

"agent": {
//host is for zlux to know, not zss
"host": "l ocal host",
"http": {
"i pAddresses": ["0.0.0.0"],
"port": 0000
3,
"J\AE".

"enabl ed": true,

"fall back": false,

"t oken": " TOKEN. NAVE",
"l abel ": "KEY_NAME"

H
H

Hints and tips
Learn about some hints and tips that you might find useful when you create certificates.

Y ou create the certificates by running the script zowe- set up- certi fi cat es. sh. You do not need to rerun the
script after the first time you install Zowe, unless instructed otherwise by SMP/E HOLDDATA or the release notes
for that release.

The creation of the certificatesis controlled by the zowe- set up- certi fi cat es. env file, and you should have
placed a copy of that filein your instance directory | NSTANCE_DI R

1. Keystore

Inyour copy of thezowe- set up-certi ficates. env file, specify the location where you want the zowe-
setup-certificates. sh script to place the keys it generates.

KEYSTORE_DI RECTORY=/ ny/ zowe/ i nst ance/ keyst or e

By default, a keystore can be shared by all instances, which is also recommended. The default location is/

gl obal / zowe/ keyst or e. You can use adifferent shared location if you prefer. The Zowe instance uses the
keystore that you specify ini nst ance. env inyour instance directory | NSTANCE_DI R. This can be the shared
location or you can create another keystore in adifferent location for that instance and use that one instead. A
single, shared keystore is recommended.
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2. Hostname and I P address

Y ou specify the hostname and | P address with the following keywords in the zowe- set up-
certificates. env file

HOSTNAME=
| PADDRESS=

The certificates require the value of HOSTNAME to be an a phabetic hostname. Numeric hostnames such asan IP
address are not allowed.

Thezowe- set up-certificates. sh script attempts to discover the IP address and hostname of your
system if you leave these unconfigured in zowe- set up- certi fi cat es. env.

On systems with their own internal 1P domain, the hostname might not resolve to the external |P address. This
happens on ZD& T ADCD-derived systems, where the hostname is usually SOWL. DAL- EBI S. | HOST. COM
which resolvesto 10. 1. 1. 2. When the script cannot determine the hosthame or the external |P address, it will
ask you to enter the | P address manually during the dialog. If you have not specified avalue for HOSTNAME in
zowe- set up-certi ficat es. env, then the script will use the given IP address as the hostname. This will
fail because certificates cannot have a numeric hostname.

Therefore, you must specify an al phabetic hostname such as the following one on ZD& T systems before you run
the script zowe- set up-certifi cates. sh.

HOSTNAME=SOW.. DAL- EBI S. | HOST. COM

The values of HOSTNAME and | PADDRESS that the script discovered are appended to the zowe- set up-
certificates. env fileunlessthey were already set in that file or as shell environment variables before you
ran the script.

Configuring Zowe certificates in a key ring

Zoweis able to work with certificates held in az/OS K eyring. For background on Zowe certificates, see Configuring
Zowe certificates on page 134. To configure Zowe certificates in akey ring, run the ZWEKRI NG JCL that contains
the security commands to create the key ring and manage the certificates that Zowe will use. The ZWEKRI NG JCL is
provided as part of the PDS sample library SZWESAMP that is delivered with Zowe.

Before you submit the JCL, you must Customizing the ZWEKRING JCL on page 143 and review it with a system
programmer who is familiar with z/OS certificates and key rings. The JCL member contains commands for three z/
OS security managers: RACF, TopSecret, and ACF/2.

The ZVWEKRI NG JCL contains commands for the following scenarios:

« Creation of alocal CA which isused to sign alocally generated certificate, both of which are placed into the key
ring.

« (Beta) Importing an existing certificate already held in zZ/OS to the key ring for use by Zowe.

» (Beta) Creation of alocally generated certificated and signing it with an existing certificate authority, and placing
the certificate into the key ring.

Note: The scenarios marked Beta are provided for technical preview. If you have any feedback on using key rings,
create an issue in the Zowe community repo at https://github.com/zowe/community.

After you run the ZWEKRI NG JCL, a key ring that contains the Zowe certificate is created. In order for a Zowe
instance to work with the keystore certificate, you also need to create a USS keystore directory. This USS keystore
directory does not contain any certificates, but is required for the Zowe instance.env file to configure the Zowe shell
correctly so that the keystore certificate can be located by the Zowe runtime.

To create the USS keystore directory after successfully running ZWEKRI NG JCL member, run the script

<RUNTI ME_DI R>/ bi n/ zowe- set up-certi fi cat es. sh. Thisscript has an input parameter - p which
specifies the location of a configuration file controlling how and where the directory and its contents are created.
Copy thefile<RUNTI ME_DI R>/ bi n/ zowe- set up-certifi cat es. env toawriteable location and review
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and edit its contents to match property values used in ZWEKRI NG JCL member. Then, run the script by using the
following command:

zowe-setup-certificates.sh -p <path to zowe-setup-keyring-certificates.env>

Customizing the ZWEKRING JCL

To customize the ZWEKRI NG JCL,, edit the JCL variables at the beginning of the JCL and carefully review and edit
al the security commands that are valid for your security manager. Review the information in this section when you
customize the JCL.

PRODUCT variable
The PRODUCT variable specifies the z/OS security manager. The default value is RACF. Change the value to ACF2 or
TSS if you are using Access Control Facility CA-ACF2 or CA Top Secret for zZ/OS as your z/OS security manager.

/1 SET PRODUCT=RACF * RACF, ACF2, or TSS

HOSTNAME and | PADDRESS

The Zowe certificate is used on the northbound edge of the APl Mediation Layer to encrypt data between web
browser and other client applications such as the Zowe command line interface. These client applications will validate
that the network TCP/IP address that they have accessed the encrypted data from matches the network address in the
certificate. If the address does not match, the browser will not continue asit will consider the site as unsecure.

To ensure that the browser is able to establish a secure connection, set the HOSTNANME and | PADDRESS in the
Z\\EKRI NG JCL member to match the hostname and TCP/IP address of the Zowe APl Mediation Layer.

I1* * Hostname of the systemwhere Zowe is to run
I SET HOSTNAME=''

[1* * | P address of the system where Zowe is to run
/1 SET | PADDRES=""

/1* * Keyring for the Zowe userid

ZONERI NGand LABEL labels

The ZONERI NGlabel is used for the name of the key ring created. The default value is ZoweKeyr i ng. The LABEL
label specifies the certificate name and defaultsto | ocal host .

/1 SET ZOWERI NG=' ZoweKeyr i ng'
[]* * Zowe's certificate | abel
[/ SET LABEL='1| ocal host"

e Thevaue of the ZONERI NGlabel should match the value of the ZONE_KEYRI NGvariable in the zowe-
set up- keyring-certificates. envfile

e Thevalue of the LABEL label should match the value of the KEYSTORE_ALI AS variablein the zowe- set up-
keyring-certificates. env file

ROOTZFCA label
The ROOTZFCA label connects the root CA of the zZZOSMF certificate with the Zowe key ring.
When to set thislabel?

The value of the parameter VERI FY_CERTI FI CATESinthezowe-certi fi cat es. env fileinthe
KEYSTORE_DI RECTORY controls whether Zowe's servers validate the authenticity of any southbound certificates at
runtime. If thevalueist r ue, then the certificate must be signed by a recognized certificate authority (CA), and if the
valueisf al se then self-signed certificates are allowed. This section of the keystore configuration isonly required if
you areusing VERI FY_CERTI FI CATES=t r ue.
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When you set VERI FY_CERTI FI CATES=t r ue, then Zowe will validate the authenticity of the ZZOSMF certificate,
so the root CA of the ZZOSMF certificate must be connected with the Zowe key ring. Y ou can connect them by setting
the label ROOTZFCA.

[1* * Name/ Label of the root CA of the z/OSMF certificate

Il SET ROOTZFCA=

If you are unsure of the root CA you can find it by listing the chain of the zZ OSMF certificate using the following
commands:

e RACF

RACDCERT | D(| ZUSVR) LI STCHAI N( LABEL( "' Def aul t zOSMFCert . | ZUDFLT" ))
e Top Secret

TSS LI ST(I ZUSVR) LABLCERT(' Def aul t zOSMFCert . | ZUDFLT' ) CHAI N
+ ACF2

SET PROFI LE(USER) DI VI SI ON( CERTDATA)
CHKCERT | ZUSVR LABEL( Def aul t zOSMFCert . | ZUDFLT) CHAI N

Results

When the ZWEKRI NG JCL runs successfully, it will create a key ring named ZoweKeyr i ng owned by ZWESVUSR
containing the following:

* The Zowe certificate (called | ocal host)
e Theloca CA (caled ZoweCert)
» The certificate used to encrypt the JSON Web Token (JWT) required for single sign-on (called j wt secr et)

Whenthe zowe- set up- certi fi cat es. sh script executes successfully, it will generate the USS
KEYSTORE_DI RECTORY that containsthefilezowe- certi fi cat es. env. Thisfileisused in the Zowe
instance configuration step. See Keystore configuration on page 150.

Cleanup

The JCL member ZWENOKYR provided in the PDS sample library SZWESAMP contains the inverse commands
contained in ZWEKKRI NG. This allows an environment to be cleaned up and have one or more certificates, key rings,
and certificate authorities created by ZWEKRI NG removed from the z/OS environment. Thisis useful if you are
creating a DevOps pipeline to install and configure and environment for Zowe using ZWEKRI NG and want to clean
that environment before rerunning the pipeline.

Installing and configuring the Zowe cross memory server (ZWESISTC)

The Zowe cross memory server provides privileged cross-memory services to the Zowe Desktop and runs as an
APF-authorized program. The same cross memory server can be used by multiple Zowe desktops. If you wish to
start Zowe without the desktop (for example bring up just the APl Mediation Layer), you do not need to install and
configure a cross memory server and can skip this step. The cross memory server is needed to be able to log on to the
Zowe desktop and operate its apps such as the File Editor.

Toinstall and configure the cross memory server, you must define APF-authorized load libraries, program properties
table (PPT) entries, and aparmlib. This requires familiarity with z/OS.

e PDSsamplelibrary and PDSE load library on page 145
e Load module on page 145

e APF authorize on page 145
* Key 4 non-swappable on page 146
« PARMLIB on page 146



| User Guide | 145

¢ PROCLIB on page 146

» SAF configuration on page 147

e Summary of cross memory server installation on page 147

« Starting and stopping the cross memory server on z/OS on page 147
e Zowe auxiliary service on page 147

* When to configure the auxiliary service on page 148
» Installing the auxiliary service on page 148
PDS sample library and PDSE load library

The cross memory server runtime artifacts, the JCL for the started tasks, the parmlib, and members containing sample
configuration commands are found in the SZWESAMP PDS sample library.

The load modules for the cross memory server and an auxiliary server it uses are found in the SZWEAUTH PDSE.

The location of SZWVESAMP and SZWEAUTH for a convenience build depends on the value of the zowe-
i nstall.sh -hargument. For more information, see Step 3: Choose a dataset HLQ for the SAMPLIB and
LOADLIB on page 103.

For an SMP/E installation, SZWESAMP and SZWEAUTH are the SMP/E target libraries whose location depends on the
value of the #t hl q placeholder in the sample member AZWEQO01. F1( ZWE3ALQC) .

The cross memory server isalong running server process that, by default, runs under the started task name
ZWESI STCwith the user ID ZWESI USR and group of ZWEADM N.

The ZVEES| STC started task serves the Zowe desktop that is running under the ZWESVSTC started task, and provides
it with secure services that require elevated privileges, such as supervisor state, system key, or APF-authorization.

The user ID ZWESI USR that is assigned to the cross memory server started tasks must have avalid OMV S segment
and read access to the load library SZWEAUTH and PARMLIB data sets. The cross memory server loads some
functionsto LPA for its PC-cp services.

Toinstall the cross memory server, enable the PROCLIB, PARMLIB, and load module. This topic describes the steps
to do this manually.

If you want to install and configure the cross memory server by using scripts, see Scripted installation and
configuration of Zowe z/OS components.

Load module

The cross memory server load module ZVESI S00 isinstalled by Zowe into a PDSE SZWEAUTH. For the cross
memory server to be started, the load module needs to be APF-authorized and the program needs to run in key(4) as
non-swappable.

APF authorize

APF authorize the PDSE SZWESAUTH. This allows the SMP/E APPLY and RESTORE jobs used for applying
maintenance to be operating on the runtime PDSE itself when PTF maintenance is applied.

Do not add the SZWEAUTH data set to the system LNKLIST or LPALST concatenations.

To check whether aload library is APF-authorized, you can issue the following command:
D PROG, APF, DSNAME=hI q. SZWEAUTH

where the value of DSNAME is the name of the SZWEAUTH data set as created during Zowe installation that contains
the ZVESI SO1 load module.

Issue one of the following operator commands to dynamically add the load library to the APF list (until next IPL),
where the value of DSNAME is the name of the SZWEAUTH data set, as created during Zowe installation.
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« |If theload library is not SM S-managed, issue the following operator command, wherevol ser isthe name of the
volume that holds the data set:
SETPROG APF, ADD, DSNAME=hI q. SZWEAUTH, VOLUME=VOI ser

e |f theload library is SMS-managed, issue the following operator command:
SETPROG APF, ADD, DSNAME=hI q. SZWEAUTH, SMS

Add one of the following lines to your active PROGxx PARMLIB member, for example
SYS1. PARMLI B( PROX00) , to ensure that the APF authorization is added automatically after next IPL. The value
of DSNAME is the name of the SZWEAUTH data set, as created during Zowe installation:

« |f theload library is not SMS-managed, add the following line, wherevol ser isthe name of the volume that
holds the data set:
APF ADD DSNAME=h| q. SZWEAUTH VOLUME=vol ser
e |If theload library is SMS-managed, add the following line:

APF ADD DSNAME=hI q. SZWEAUTH SMS

The PDS member SZWESAMP( ZVEESI MPRG) contains the SETPROG statement and PROGxx update for reference.
Key 4 non-swappable

The cross memory server load module ZWESI SO1 must run in key 4 and be non-swappable. For the server to start
in this environment, add the following PPT entries for the server and address spaces to the SCHEDxx member of the
system PARMLIB.

PPT PGWNAME( ZVESI SO1) KEY(4) NOSWAP

The PDS member SZWESAMP( ZWESI SCH) contains the PPT lines for reference.

Then, issue the following command to make the SCHEDxx changes effective:

[/ SET SCH=xx

PARMLIB

The ZWES| STC started task must find avalid ZVWESI Pxx PARMLIB member in order to be launched successfully.
The SZWESAMP PDS created at installation time contains the member ZWESI POO with default configuration values.
Y ou can copy this member to another data set, for example your system PARMLIB data set, or elseleaveitin
SZWESAMP.

If you choose to leave ZWESI Pxx in the installation PDS SZWESAMP used at installation time, this has advantages
for SMP/E maintenance because the APPLY and RESTORE jobs will be working directly against the runtime library.

Wherever you place the ZWESI POO member, ensure that the data set islisted in the PARMLI B DD statement of the
started task ZVES| STC.
PROCLIB

For the cross memory server to be started, you must move the JCL PROCLIB ZVESI STC member from the
instalation PDS SAMPLIB SZWESAMP into a PDS that is on the JES concatenation path.

Y ou need to update the ZWESI STC member in the JES concatenation path with the location of the load library that
contains the load module ZVESI 00 by editing the STEPLIB DD statement of ZWESI STC. Edit the PARMLIB DD
statement to point to the location of the PDS that contains the ZVESI POO member.
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For example, the sample JCL below shows ZWESVSTC where the APF-authorized PDSE containing ZVESI 00 is
ZWESVUSR. SZWEAUTH and the PDS PARMLIB containing ZVESI P00 is ZWESVUSR. SZWESAMP.

/1 Z\VES| S01 EXEC PGVEZWESI S01, REG ON=&RG\,

/11 PARME" NAME=&NAME, VEM=&VEM

[/ STEPLIB DD  DSNAME=ZWESVUSR. SZWEAUTH, DI SP=SHR
//PARMLIB DD  DSNAME=ZWESVUSR. SZWESAMP, DI SP=SHR
// SYSPRINT DD  SYSOUT=*

SAF configuration

Y ou must configure the z/OS system in order to correctly run the cross memory server. The stepsto perform thisare
included in the JCL member ZWESECUR that is used to configure a z/OS environment for Zowe, and documented in
the section Configure the cross memory server for SAF on page 132.

Summary of cross memory server installation

Y ou can start the cross memory server using the command/ S ZWESI STC once the following steps have been
completed.

* JCL member ZWESVSTC is copied from SZWESAMP installation PDS to a PDS on the JES concatenation path.

e ThePDSE Load Library SZWEAUTHis APF-authorized, or Load module ZWESI 00 is copied to an existing APF
Auth LoadLib.

e The JCL member ZWESVSTC DD statements are updated to point to the location of ZWESI 00 and ZVEESI POO.

* Theload module ZWESI 00 must run in key 4 and be non-swappable by adding a PPT entry to the SCHEDxx
member of the system PARMLIB PPT PGWAME( ZVEESI 00) KEY(4) NOSWAP.

Starting and stopping the cross memory server on z/OS

The cross memory server isrun as a started task from the JCL in the PROCLIB member ZWESI STC. It supports
reusable address spaces and can be started through SDSF with the operator start command with the REUSASID=YES
keyword:

/'S ZWESI STC, REUSASI D=YES

The ZWESISTC task starts and stops the ZWESASTC task as heeded. Do not start the ZWESASTC task manually.

To end the Zowe cross memory server process, issue the operator stop command through SDSF:
| P ZWES| STC

Note:

The starting and stopping of the ZWESVSTC started task for the main Zowe serversis independent of the ZWESI STC
cross memory server, which is an angel process. If you are running more than one ZWESVSTC instance on the

same LPAR, then these will be sharing the same ZWESI STC cross memory server. Stopping ZVESI STC will

affect the behavior of all Zowe servers on the same LPAR that use the same cross-memory server name, for

example ZWESIS_STD. The Zowe Cross Memory Server is designed to be along-lived address space. Thereisno
reguirement to recycle regularly. When the cross-memory server is started with a new version of itsload module, it
abandons its current load module instance in LPA and loads the updated version.

To diagnose problems that may occur with the Zowe ZWESVSTC not being able to attach to the ZWESI STC cross
memory server, alog filezssSer ver - yyyy- nm dd- hh- mm | og iscreated in the instance directory / | ogs
folder each time a Zowe ZWESVSTC instance is started. More details on diagnosing errors can be found in Cannot log
in to the Zowe Desktop on page 428.

Zowe auxiliary service

Under some situations in support of a Zowe extension, the cross memory server will start, control, and stop an
auxiliary address space. Thisrun as a ZWESASTC started task that runs the load module ZWESAUX.
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When to configure the auxiliary service

Under normal Zowe operation, you will not see any auxiliary address spaces started. However, if you have
installed a vendor product running on top of Zowe, this may use the auxiliary service so it should be configured
to be launchable. A vendor product documentation will specify whether it needs the Zowe auxiliary serviceto be
configured so ensure that it is needed before attempting the configuration steps.

If you are just using core Zowe functionality, you do not need to configure the auxiliary service. Even with the Zowe
auxiliary service configured, there is no situation under which you should manually start the ZWESASTC started task.

Installing the auxiliary service

Toinstall the auxiliary serviceto allow it to run, you take similar stepsto install and configure the cross memory
server as described above, but with a different JCL PROBLIC member and a different load module. Thereis no
PARMLIB for the auxiliary service.

e JCL member ZWESASTC is copied from SZWESANMP installation PDS to a PDS on the JES concatenation path.

e ThePDSE load library SZWEAUTHis APF-authorized, or load module ZWESAUX is copied to an existing APF
Auth LoadLib.

e Theload module ZWESAUX must run in key 4 and be non-swappable by adding a PPT entry to the SCHEDxx
member of the system PARMLIB PPT PGWAME( ZWESAUX) KEY(4) NOSWAP.

Important!

The cross memory ZWESI STC task starts and stops the ZWESASTC task as needed. Do not start the ZWESASTC
task manually.

Creating and configuring the Zowe instance directory

The Zowe instance directory or <I NSTANCE_DI RECTORY> contains configuration data required to launch a Zowe
runtime. This includes port numbers, location of dependent runtimes such as Java, Node, zZZ OSMF, as well aslog
files. When Zowe is started, configuration datawill be read from files in the instance directory and logs will be
written to filesin the instance directory.

Note: The creation of an instance directory will set default valuesfor userswho want to run all Zowe z/OS
components. If you are using Docker, you must make a small configuration change to disable the components
on z/OSthat will instead run in Docker.

The instance directory <I NSTANCE_DI RECTORY>/ bi n contains a number of key scripts

e zowe-start. shisusedto start the Zowe runtime by launching the ZWESVSTC started task.
e zowe- st op. sh isused to stop the Zowe runtime by terminating the ZWESVSTC started task.

e zowe-support . sh can beused to capture diagnostics around the Zowe runtime for troubleshooting and off-
line problem determination, see Capturing diagnostics to assist problem determination on page 393.

Prerequisites

Before creating an instance directory, ensure that you have created a keystore directory that contains the Zowe
certificate. For more information about how to create a keystore directory, see Configuring Zowe certificates on page
134. Also, ensure that you have aready configured the z/OS environment. For information about how to configure
the z/OS environment, see Configuring the z/OS system for Zowe on page 124.

Creating an instance directory
To create an instance directory, usethe zowe- conf i gur e-i nst ance. sh script.

Navigate to the Zowe runtime directory <RUNTI ME_DI R> and execute the following commands:
<RUNTI ME_DI R>/ bi n/ zowe- confi gure-i nstance. sh -c <PATH TO | NSTANCE DI R>

Multiple instance directories can be created and used to launch independent Zowe runtimes from the same Zowe
runtime directory.
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The Zowe instance directory containsafilei nst ance. env that stores configuration data. The datais read each
time Zowe is started.

The purpose of the instance directory isto hold information in the z/OS File System (zFS) that is created (such aslog
files) or modified (such as preferences) or configured (such as port numbers) away from the zFS runtime directory
for Zowe. This allows the runtime directory to be read-only and to be replaced when anew Zowe releaseisinstalled,
with customizations being preserved in the instance directory.

If you have an instance directory that is created from a previous release of Zowe 1.8 or later and are installing a newer
release of Zowe, then you should run zowe- conf i gur e-i nst ance. sh -c¢ <PATH_TO_|I NSTANCE_DI R>
pointing to the existing instance directory to have it updated with any new values. The release documentation for each
new release will specify when thisisrequired, and the file mani f est . j son within each instance directory contains
information for which Zowe release it was created from.

In order to allow the ZWESVSTC started task to have permission to acces the contents of the <I NSTANCE_DI R>
thezowe- confi gur e-i nst ance. sh script sets the group ownership of the top level directory and its child to
be ZWEADM N. If adifferent group is used for the ZWESVST C started task you can specify this with the optional - g
argument, for example.

<RUNTI ME_DI R>/ bi n/ zowe- confi gure-i nstance.sh -c <PATH TO | NSTANCE DI R> -g
<CROUP>

Reviewing the instance.env file

To operate Zowe, a number of zFS folders need to be located for prerequisites on the platform. Default values are
selected when you run zowe- conf i gur e-i nst ance. sh. You might want to modify the values.

Component groups

LAUNCH_COMPONENT _GROUPS: Thisis acomma-separated list of which z/OS microservice groups are started
when Zowe launches.

*  GATEWAY will start the APl mediation layer that includes the API catalog, the APl gateway, and the AP
discovery service. These three address spaces are Apache Tomcat servers and use the version of Javaon z/OS as
determined by the JAVA HOVE value. In addition to the mediation layer, the z/OS Explorer services are included
here as well.

o DESKTOP will start the Zowe desktop that is the browser GUI for hosting Zowe applications such as the 3270
Terminal emulator or the File Explorer. It will also start ZSS. The Zowe desktop is a hode application and uses the
version specified by the NODE_HOVE value.

e ZSS will start the ZSS server without including the Desktop and Application Framework server. This can be used
with Docker so that you do not run servers on z/OS that will already be running within Docker. This may also
be useful if you want to utilize ZSS core features or plug-ins without needing the Desktop. ZSSis a pre-requisite
for the Zowe desktop, so when the DESKTOP group is specified then the zss server will beimplicitly started. For
more information on the zssServer and the technology stack of the Zowe servers see Zowe architecture on page
13.

e Vendor products may extend Zowe with their own component group that they want to be lifecycled by the Zowe
ZWESVSTC started task and run as a Zowe sub address space. To do this, specify the fully qualified directory
provided by the vendor that contains their Zowe extension scripts. This directory will containast art . sh script
(required) that is called when the ZWESVSTC started task is launched, aconf i gur e. sh script (optional) that
performs any configuration steps such as adding iFrame plug-ins to the Zowe desktop, and aval i dat e. sh
script (optional) that can be used to perform any pre-launch validation such as checking system prerequisites. For
more information about how a vendor can extend Zowe with a sub address space, see the Onboarding Overview
on page 293 section.

Note: If you are using Docker, it isrecommended to remove GATEWAY and DESKTOP from
LAUNCH_COMPONENT_GROUPS by setting LAUNCH_COVPONENT_CGROUPS=ZSS. Thiswill prevent
duplication of serversrunning both in Docker and on z/OS.
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Component prerequisites

* JAVA HQOVE: The path where 64-bit Java 8 or later isinstalled. Only needsto be specified if not already set asa
shell variable. Defaultsto/ usr /| pp/ j ava/ J8. 0_64.

« NODE_HQOVE: The path to the Node.js runtime. Only needs to be specified if not already set as a shell variable.

e SKI P_NODE : When Zowe starts, it checks whether the NODE_HOVE path is avalid node runtime. If not, it will
prompt for the location of where node can be located. Specify avalue of 1 to bypass this step, or 0 for the check
to occur. Thismay be useful in an automation scenario wherethe zowe- st ar t . sh script isrun unattended and
the makeup of the components being launched does not require a node runtime.

e ROOT_DI R Thedirectory where the Zowe runtime is located, also referred to as the <RUNTI ME_DI R>. Defaults
to the location of where zowe- conf i gur e- i nst ance was executed.

e ZOSMF_PORT: The port used by ZZOSMF REST services. Defaults to value determined through running
net st at .

e ZOSMF_HGOST: The host name of the ZZOSMF REST API services.

o ZOWE_EXPLORER_HGOST: The hostname of where the Explorer servers are launched from. Defaults to running
host nane - c. Ensurethat this host nameis externally accessible from clients who want to use Zowe as well as
internally accessible from z/OS itself.

e ZOWNE_| P_ADDRESS: TheIP address of your z/OS system which must be externally accessible to clients who
want to use Zowe. Thisisimportant to verify for IBM Z Development & Test Environment and cloud systems,
where the default that is determined through running pi ng and di g on Z/OS returns a different | P address from
the external address.

e APl ML_ENABLE_SSO Define whether single sign-on should be enabled. Useavalueof t r ue or f al se.
Defaultstof al se.

Keystore configuration

« KEYSTORE_DI RECTORY: Thisisapath to azFS directory containing the certificate that Zowe uses to identify
itself and encrypt https:// traffic to its clients accessing REST APIs or web pages. This also contains atruststore
used to hold the public keys of any z/OS services that Zowe is communicating to, such as ZZOSMF. The keystore
directory must be created the first time Zowe isinstalled onto a zZ/OS system and it can be shared between
different Zowe runtimes. For more information about how to create a keystore directory, see Configuring Zowe
certificates on page 134.

Address space names

Individual address spaces for different Zowe instances and their subcomponents can be distinguished from each other
in RMF records or SDSF views by specifying how they are named. Address space names are 8 characters long and
made up of aprefix ZONE_PREFI X, instance ZOWE_| NSTANCE followed by an identifier for each subcomponent.

e ZOWNE_PREFI X: This defines a prefix for Zowe address space STC names. Defaultsto ZVEE.
e ZOWE_| NSTANCE: Thisis appended to the ZONE_PREFI X to build up the address space name. Defaultsto 1
* A subcomponent will be one of the following values:

« AC-API ML Catalog

e AD - APl ML Discovery Service
* AG - APl ML Gateway

e DS-App Server

» EF - Explorer APl Data Sets

e EJ- Explorer APl Jobs

e SZ-ZSSServer

e UD - Explorer Ul Data Sets

e UJ - Explorer Ul Jobs

e UU - Explorer Ul USS

The STC name of the main started task is ZONE_PREFI X+ZOWNE_| NSTANCE+SV.
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Example:

ZONE_PREFI X=Z\\E
ZONE_| NSTANCE=X

the first instance of Zowe API ML Gateway identifier will be as follows:
ZVNEXAG

Note: If the address space names are not assigned correctly for each subcomponents, check that the step Configure
address space job naming on page 130 has been performed correctly for the Z/OS user ID ZWESVUSR.

Ports

When Zowe starts, a number of its microservices need to be given port numbers that they can use to allow access

to their services. You can leave default values for components that are not in use. The two most important port
numbers are the GATEWAY_PORT which isfor access to the API gateway through which REST APIs can be viewed
and accessed, and ZONE_ZLUX SERVER HTTPS_ PORT which is used to deliver content to client web browsers
logging in to the Zowe desktop. All of the other ports are not typically used by clients and used for intra-service
communication by Zowe.

e CATALOG _PORT: The port the API catalog service will use. Used when LAUNCH_COMPONENT_GROUPS
includes GATEWAY .

e DI SCOVERY_PORT: The port the discovery service will use. Used when LAUNCH_COMPONENT_GROUPS
includes GATEWAY .

*  GATEWAY_PORT: The port the APl gateway service will use. Used when LAUNCH_COMPONENT_GROUPS
includes GATEWAY . This port is used by REST API clients to access z/OS services through the APl mediation
layer, so should be accessible to these clients. Thisis also the port used to log on to the API catalog web page
through a browser.

e« JOBS_API _PORT: The port the jobs API service will use. Used when LAUNCH_COMPONENT_GROUPS
includes GATEWAY .

e FI LES_API _PORT: The port the files API service will use. Used when LAUNCH_COMPONENT_GROUPS
includes GATEWAY .

e« JES EXPLORER Ul _PORT: The port the jes-explorer Ul service will use. Used when
LAUNCH_COMPONENT_GROUPS includes GATEWAY.

e MWS_EXPLORER Ul _PORT: The port the mvs-explorer Ul service will use. Used when
LAUNCH_COMPONENT_GROUPS includes GATEWAY .

e USS EXPLORER Ul _PORT: The port the uss-explorer Ul service will use. Used when
LAUNCH_COMPONENT_GROUPS includes GATEWAY .

e ZOWE_ZLUX_SERVER HTTPS_PORT: The port used by the Zowe desktop. Used when
LAUNCH_COMPONENT_GROUPS includes DESKTORP. It should be accessible to client machines with
browsers wanting to log on to the Zowe desktop.

e ZOWNE_ZSS SERVER PORT: Thisport isused by the ZSS server. Used when
LAUNCH_COMPONENT_GROUPS includes DESKTOP or ZSS.

Note: If al of the default port values are acceptable, the ports do not need to be changed. To allocate ports for the
Zowe runtime servers, ensure that the ports are not in use.

To determine which ports are not available, follow these steps:

1. Display alist of portsthat are in use with the following command:

TSO NETSTAT

2. Display alist of reserved ports with the following command:
TSO NETSTAT PORTLI ST

Terminal ports
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Note: Unlike the ports needed by the Zowe runtime for its Zowe Application Framework and z/OS Services which
must be unused, the terminal ports are expected to bein use.

ZONE_ZLUX_SSH_PORT: The Zowe desktop contains an application VT Terminal which opens aterminal to z/
OS inside the Zowe desktop web page. This port isthe number used by the z/OS SSH service and defaultsto 22.
TheUSScommandnet stat -b | grep SSHD1 can be used to display the SSH port used on azZ/OS system.
ZONE_ZLUX_TELNET_PORT: The Zowe desktop contains an application 3270 Terminal which opens a 3270
emulator inside the Zowe desktop web page. This port isthe number used by the z/OS telnet service and defaults
to23. TheUSScommandnet stat -b | grep TN3270 can be used to display the telnet port used on a z/
OS system.

ZONE_ZLUX_SECURI TY_TYPE: The 3270 Terminal application needs to know whether the telnet serviceis
usingt | s ort el net for security. The default valueisblank for t el net .

Gateway configuration

APl M__ALLOW ENCODED_SLASHES: When this parameter issetto t r ue, the Gateway alows encoded
characters to be part of URL requests redirected through the Gateway.

APl ML_CORS_ENABLED: When this parameter isset tot r ue, CORS are enabled in the APl Gateway for
Gateway routesapi / v1/ gat eway/ **.

APl M__PREFER | P_ADDRESS: Set the value of the parameter tot r ue if you want to advertise aservice IP
address instead of its hostname.

APl M__GATEWAY_TI MEQUT_M LLI S: Timeout for connection to the services.

APl M._SECURI TY_ZOSMF_APPLI D: The zZZOSMF APPLID used for PassTicket.

APl ML_SECURI TY_AUTH_PROVI DER: The authentication provider used by the APl Gateway. By defaullt, the
APl Gateway uses zZ/OSMF as an authentication provider, but it is possible to switch to SAF as the authentication
provider instead of ZZOSMF.

APl M__DEBUG_MODE_ENABLED : When this parameter isset tot r ue, detailed logging of activity by the AP
mediation layer occurs. This can be useful to diagnose unexpected behavior of the API gateway, API discovery, or
API catalog services. Default valueisf al se.

Refer to detailed section about Advanced Gateway features configuration on page 194

Cross memory server

ZONE_ZSS XMEM SERVER_NAME: For the Zowe Desktop to operate communication with the Zowe cross
memory server. The default procedure name ZWESI S_STD is used for the cross memory server. However, this
can be changed in the ZWESI STC PROBLIC member. This might occur to match local naming standards, or to
allow isolated testing of a new version of the cross memory server while an older version is running concurrently.
The Zowe desktop that runs under the ZWESVSTC started task will locate the appropriate cross memory server
running under its started task ZWESI STCusing the ZONE_ZSS XMEM_SERVER NAME value. If this handshake
cannot occur, users will be unable to log in to the Zowe desktop. See ZSS server unable to communicate with X-
MEM on page 429.

/1 Z\EESI STC  PROC NAME=' ZWESI S_STD , MEM=00, RGN=0M

Extensions

ZWEAD_EXTERNAL_STATI C_DEF_DI RECTORI ES: Full USS path to the directory that contains static API
Mediation Layer .yml definition files. For more information, see Add a definition in the APl Mediation Layer

in the Zowe runtime on page 317. Multiple paths should be semicolon separated. This value allows a Zowe
instance to be configured so that the APl Mediation Layer can be extended by third party REST APl and web Ul
servers.

EXTERNAL COVPONENTS: For third-party extenders to add the full path to the directory that contains their
component lifecycle scripts. For more information, see Zowe extensions on page 388.

High Availability

The high availability (HA) feature of Zowe is under development and has not been fully delivered. The following
values are work in progress towards HA capability. They are not used and will be documented in more detail once
HA support isfinalized in afuture Zowe release.
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e ZWE_DI SCOVERY_SERVI CES_LI ST: (Work in progress) Do not modify this value from its supplied default
of htt ps: // ${ ZONE_EXPLORER_HOST} : ${ DI SCOVERY_PORT} / eur eka/ .

e« ZWE_CACHI NG_SERVI CE_PORT=7555: (Work in progress) This port is not yet used so the value does not
need to be availale.

e ZWE_CACHI NG_SERVI CE_PERSI STENT=VSAM (Work in progress)

e ZWE_CACHI NG_SERVI CE_VSAM DATASET: (Work in progress)

Configuring a Zowe instance via i nst ance. env file

When configuring a Zowe instance through the i nst ance. env file, ZOAE_| P_ADDRESS and
ZONE_EXPLORER HOST are used to specify where the Zowe servers can be reached.

However, these values may not reflect the website name that you access Zowe from. Thisis especialy truein the
following cases:

e You are using aproxy
* TheURL isaderivative of the value of ZONE_EXPLORER_HOST, such asnmyhost versus
myhost . nyconpany. com

In these cases, it may be necessary to specify avalue for ZWE_EXTERNAL _HOSTS in the form of a comma-
separated list of the addresses from which you want to access Zowe in your browser.

In the previous example, ZWE_EXTERNAL _HOSTS could include both myhost and nyhost . nycomnpany. com
Inthei nst ance. env, thiswould look like: ZWE_EXTERNAL _HOSTS=nyhost , myhost . nyconpany. com

This configuration value maybe used for multiple purposes, including referrer-based security checks. In the
case that the values are not specified, referrer checks will use the default values of ZONE_| P_ADDRESS,
ZONE_EXPLORER _HOST, and the system's hostname. Therefore, if these values are not what you put into your
browser, you will want to specify ZWE_EXTERNAL _HOSTS to set the correct value.

e ZONE_EXPLORER_FRAME_ANCESTORS: The MVS, USS, and JES Explorer are served by their respective
explorer Ul address spaces. These are accessed through the Zowe desktop where they are hosted asiFrames. To
protect against double iFrame security vulnerabilities, browsers all of the valid address that may be used by the
browser must be explicitly declared in this property. The default values are: " ${ ZONE_EXPLORER_HOST} : *,
${ZONE_| P_ADDRESS} : *" . If there are any other URLs by which the Zowe Explorers can be served, then
these should be appended to the preceding comma-separated list.

Hints and tips
Learn about some hints and tips that you might find useful when you create and configure the Zowe instance.

When you are configuring Zowe on z/OS, you need to Configuring Zowe certificates on page 134, and then create
the Zowe instance.

The creation of a Zowe instance is controlled by the Reviewing the instance.env file on page 149 in your instance
directory | NSTANCE DI R.

1. Keystore

Edit thei nst ance. env fileto set the keystore directory to the one you created when you ran zowe- set up-
certificates. sh.

The keyword and valueini nst ance. env should bethe sameasinzowe- set up-certi fi cates. env, as
shown below

KEYSTORE_DI RECTORY=/ ny/ zowe/ i nst ance/ keyst or e
2. Hostname and |P address

Thezowe- confi gure-instance. sh script handles the I P address and hostname the same way z owe-
setup-certificates. shdoes.

Ini nst ance. env, you specify the | P address and hostname using the following keywords:

ZONE_EXPLORER HOST=
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ZONE_| P_ADDRESS=

The ZONE_EXPLORER_HOST value must resolve to the external 1P address, otherwise you should use the
external |P address as the value for ZONE_EXPLORER_HOST.

Thezowe- confi gur e-i nst ance. sh script will attempt to discover the IP address and hostname of your
system if you leave these unset.

When the script cannot determine the hostname or the IP address, it will ask you to enter the IP address manually
during the dialog. If you have not specified avalue for ZONE_EXPLORER _HOST, then the script will use the IP
address as the hostname.

The values of ZONE_EXPLORER HOST and ZONE_| P_ADDRESS that the script discovered are appended to the
i nstance. env fileunlessthey were already set in that file or as shell environment variables before you ran the
script.

Installing and starting the Zowe started task (ZWESVSTC)

Zowe has a number of runtimes on z/OS: the z/OS Service microservice server, the Zowe Application Server,

and the Zowe APl Mediation Layer microservices. A single PROCLIB ZWESVSTCis used to start all of these
microservices. This member isinstalled by Zowe into the data set SAMPLIB SZWESAMP during the installation or
either a convenience build or SMP/E.

This topic describes how to configure the z/OS runtime in order to launch Zowe. Y ou can do these manually (as
described in this topic) or use scripts to install and configure the cross memory server (see Installing and Configuring
Zowe z/OS components using scripts.

Step 1: Copy the PROCLIB member ZWESVSTC

When the Zowe runtime is launched, it is run under a z/OS started task with the PROCLIB member named
ZWESVSTC. A sample PROCLIB is created during installation into the PDS SZWESAMP( ZWESVSTC) . To launch
Zowe as a started task, you must copy this member to a PDS that isin the proclib concatenation path.

Step 2: Configure ZWESVSTC to run under the correct user ID

The ZWESVSTC should be configured as a started task under the ZWESVUSR  user 1D with the administrator user
ID of ZWEADM N. If you do not have these IDs aready created, the commands to create the user ID and group are
supplied in the PDS member ZWESECUR. See Configuring the zZ/OS system for Zowe on page 124. To associate
the ZWESVSTC started task with the user ID and group, see Configuring the zZ/OS system for Zowe on page 124.
This step will be done once per z/OS environment by a system programmer who has sufficient security privileges.
Step 3: Launch the ZWESVSTC started task

Y ou can launch the Zowe started task in two ways.

Option 1: Starting Zowe from a USS shell

To launch the ZWESVSTC started task, run the zowe- st ar t . sh script from a USS shell. This reads the
configuration values from thei nst ance. env filein the Zowe instance directory.

cd <ZOAE_| NSTANCE DI R>/ bi n
./ zowe-start.sh

where,

<ZOWE_INSTANCE_DIR> isthe directory where you set the instance directory to. This script starts ZWESVSTC for
you so you do not have to log on to TSO and use SDSF.

Option 2: Starting Zowe with a/ STSO command

Y ou can use SDSF to start Zowe.
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If you issue the SDSF command / S ZWESVSTC, the JCL will need to know the instance directory containing the
launch and configuration information. To do this add the | NSTANCE parameter on the START command when you
start Zowe in SDSF:

/'S ZWESVSTC, | NSTANCE=" $ZONE_| NSTANCE_DI R , JOBNAMVE=" ZWWEXSV'
The $ZONE_| NSTANCE_DI Rargument isthe fully qualifed path to the USS directory containing the
i nst ance. env file containing the Zowe configuration.

The JOBNAME=" ZVEXSV' argument is optional and the started task will operate correctly without it, however
having it specified ensures that the address spaces will be prefixed with ZWEXSV which makes them easier to find in
SDSF or locate in RMF records.

If you have adefault instance directory you want you always start Zowe with, you can tailor the JCL member
ZV\ESVSTC at thisline
/| ZWESVSTC  PROC | NSTANCE=' {{i nstance_directory}}"

toreplacethei nst ance_di r ect or y with the location of the Zowe instance directory that contains the
configurable Zowe instance directory.

Configure Zowe with z/ OSMF Workflows

As asystem programmer, after you install Zowe, you can register and execute the ZZOSMF workflows in the web
interface to complete the Zowe configuration. zZZOSMF helps to simplify the Zowe configuration tasks and reduce the
level of expertise that is needed for Zowe configuration.

Ensure that you meet the following requirements before you start the Zowe configuration:

e Installed and configured ZZOSMF
+ Installed Zowe with either SMP/E build or convenience build

Y ou can complete the following tasks with the ZZOSMF workflows:

« Configure Z/OS Security Manager on page 155

e Configure Zowe certificates on page 156

» Configure Zowe Cross Memory Server on page 156

» Create and configure the Zowe instance directory and start the Zowe started task on page 157

Configure z/OS Security Manager

Configure the z/OS security manager to prepare for launching the Zowe started tasks. The workflow definition fileis
provided to assist with the security configuration. The workflow definition file allows you to configure z/OS security
manager by using one of RACF, ACF2, or TSS security systems.

Register the ZWESECUR.xml workflow definition file in the ZZOSMF web interface to configure z/OS security
manager. The path to the workflow definition fileis <pat hPr ef i x>/ wor kf | ows/ .

Perform the following steps after you register the workflow definition file:
1. DefineValuesfor Variables

Review all the parameters and customize the values for variables to meet the z/OS security requirements. We
recommend that the security administrator at your site reviews and edits the values for security group variables.

Zowe package includes the variable input file that is ZWESECUR.properties. Optionally, you can use this
file to customize the values for variablesin advance. Upload the prepared properties file while your register the
workflow definition. Values from this file override the default values for the workflow variables.

2. ExecuteJCL
Execute the step to compl ete the z/OS security manager configuration.
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After you execute these steps, the groups, user 1Ds and started tasks are assigned based on the customized values.
For instructions on how to register and execute the workflow, see Register and execute workflow in the zZOSMF web
interface on page 158.

Configure Zowe certificates

Z/IOSMF workflow lets you generate certificate signed by the Zowe APl Mediation Layer and keystoresin the
specified location. Zowe uses the keystore directory to hold the certificate to encrypt communication between Zowe
clients and the Zowe z/OS servers. The keystore directory also holds the truststore that is used to hold public keys of
any serversthat Zowe trusts.

Register the ZWEWRF05 member that islocated <pat hPr ef i x>/ wor kf | ows/ ZWEWRF05. xm data set in the
Z/IOSMF web interface. After you register the workflow definition file, you can execute the following steps.

1. DefineVariables
Review all the parameters and customize the values for variables to meet the z/OS security requirements.

Zowe package includes the variable input file ZWEWRF05.properties and the path is<pat hPr ef i x>/

wor kf | ows/ ZWEWRFO5. pr operti es. Optionally you can use thisfile to customize the values for variables
in advance. Upload the prepared properties file when you register the workflow definition file. Values from this
file override the default values for the workflow variables.

2. Generate new custom zowe-setup-certificates.env file

Execute the step to generate a new custom zowe- set up-certi fi cat es. env file based on the custom
values that you provide for variablesin the first step.

3. Execute zowe-setup-certificates.sh

Execute the step to run the shell script to generate the custom certificates based on the defined values for variables
and values for parameters in the provided environment file.

After you execute these steps, the keystore and certificates are successfully generated based on the custom values. For
general instruction on how to register and execute the workflow, see Register and execute workflow in the ZZOSMF
web interface on page 158.

Configure Zowe Cross Memory Server

The Zowe cross memory server provides privileged cross-memory services to the Zowe Desktop and runs as an
APF-authorized program. Multiple Zowe desktop instances can use the same cross memory server. Use the ZZOSMF
workflow to install, configure, and launch the cross memory server if you want to use the Zowe desktop. The z/
OSMF workflow also lets you create APF-authorized load libraries that are required to install and configure the cross
memory Server.

Register the ZWEWRF06.xml workflow definition file that islocated in <pat hPr ef i x>/ wor kf | ows/ . After you
compl ete the workflow registration, Perform the following steps to configure the Zowe cross memory server:

1. Definevaluesfor Variables

The workflow includes the list of Zowe cross memory server configuration and the started task variables.
Enter the custom values for variables based on your mainframe environment and Zowe cross memory server
configuration requirements.

Zowe package includes ZWEWRF06.properties variable input file and the path is<pat hPr ef i x>/

wor kf | ows/ ZWEVWRFO5. pr operti es. Optionaly you can use thisfile to customize the values for variables
in advance. Upload the prepared properties file when your register the workflow definition file. Values from this
file override the default values for the workflow variables.

2. Allocate CrossMemory Server Data Sets

Execute the step to allocate Target DSN for PARMLIB, Target DSN for PROCLIB, and log directory data sets
that are required for XMEM configuration.
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3. Copy artifacts

Execute the step to populate the data sets that are allocated in the previous step with the necessary artifacts such as
load modules, parmlib members and others. This step also copies the cross memory server STC to the proclib.

4. Add PPT entriesto the syssem PARMLIB

The cross memory server and its auxiliary address spaces must run in key 4 and be non-swappable. For the server
to start in this environment, add the following PPT entries for the server and address spaces to the SCHEDxx
member of the system PARMLIB. PPT PGWNAME( ZVESI SO01) KEY(4) NOSWAP

The PDS member SZWESAMP contains the PPT lines for reference. Issue the following command to make the
SCHEDxx changes effective. / SET SCH=xx

For more information, see Key 4 non-swappable on page 146.
5. Retrievethe LOADLIB volume

This step allows you to automaticaly retrieve the VOLUME for non-SMS LOADLIB. Run this step to retrieve the
actual VOLUME of the LOADLIB.
6. APF AuthorizeLoad Library

Creates APF-authorized load library that is required to install and configure the cross memory server. Execute the
step to APF authorize the XMEM LOADLIB.

7. Startthe XMEM Server
Execute this step to start the Cross Memory Server started task.

After you complete these steps, the Zowe cross memory server is configured and installed to start the Zowe Desktop
instance. For instruction on how to register and execute the workflow, See, Register and execute workflow in the z/
OSMF web interface on page 158.

Create and configure the Zowe instance directory and start the Zowe started task

The Zowe instance directory contains configuration data that is required to launch a Zowe runtime. This includes port
numbers, location of dependent runtimes such as Java, Node, ZZOSMF, aswell aslog files. When Zowe is started,
configuration datais read from filesin the instance directory and logs will be written to files in the instance directory.
Zowe has three runtimes namely: the zZ/OS Service microservice server, the Zowe Application Server, and the Zowe
APl Mediation Layer microservices.

Register ZWEWRFO03.xml workflow definition file in the ZZOSMF web interface to create a Zowe instance directory
and start the Zowe started task. The path to the workflow definition fileis <pat hPr ef i x>/ wor kf | ows/

After you register the workflow definition file, perform the following steps to complete the process:
1. DefineVariables

The workflow includes the list of instance configuration and the Zowe started task variables. Enter the values for
variables based on your mainframe environment, Zowe instance configuration, and started task requirements.

Zowe package includes the variable input file that is ZWEWRFO03.properties and the path is<pat hPr ef i x>/
files/workfl ows/ ZWEWRFO3. properti es. Optionaly you can use thisfile to customize the values for
variablesin advance. This automates the workflow execution, saving time and effort when deploying multiple
standardized Zowe instances. Values from thisfile override the default values for the workflow variables.

2. CreateaZoweinstance

Execute the step to create a Zowe instance directory. This step creates instances for all the micro services.
That is z/OS Service microservice server, the Zowe Application Server, and the Zowe APl Mediation Layer
MiCcroservices.

3. Changetheinstance configuration

Execute the step to configure the Zowe instance. The configuration of the Zowe instance depends on the values
for variables that you defined in the first step. Note: If you are planning to use Docker, be sureto select only to
start LAUNCH_COMPONENT_GROUP=ZSS, otherwise more components of Zowe than necessary will be
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run on Z/OS, such as APl Mediation Layer and the App Framework. You can skip configuration for those
components here, asthey will run in Docker .

4. Copy the STC tothe procedurelibrary

Skip this step if the procedure library is empty.
5. Start the Zoweinstance

Execute the step to start the instance.

After you execute each step, the step is marked as Complete. After completing the workflow execution, you can view
the Zowe started task.

Register and execute workflow in the z/ OSMF web interface

z/OSMF workflow simplifies the procedure to configure and start Zowe. Perform the following steps to register and
execute the workflow in the ZZOSMF web interface:

1. Logintothe ZZOSMF web interface and select Use Desktop I nterface.
2. Select the Workflows File.
3. Select Create Workflow from the Actions menu.

The Create Workflow panel appears.
4. Enter the complete USS path to the workflow you want to register in the Wor kflow Definition File field.

e If youinstalled Zowe with the SMP/E build, the workflow is located in the SMP/E target zFS file system that
was mounted during the installation.

e (Optional) Enter the complete USS path to the edited workflow properties file in the Workflow Variable Input
Filefield. Usethisfile to customize product instances and automate workflow execution, saving time and
effort when deploying multiple standardized Zowe instances. Values from this file override the default values
for the workflow variables.

The sample propertiesfile islocated in the same directory with the workflow definition file. Create a copy of
thisfile, and then modify as described in the file. Set the field to the path where the new fileislocated. Note: if
you use the convenience build, the workflows and variable input files are located in the USS runtime folder in
files/workflows

The following table provides the list of Zowe Components Workflow Definition files and their corresponding
variableinput files.

Configuration Tasks Workflow Definition PropertiesFile Workflow Definition Variable Input file
File Name Name File Path Path

Configure Z/OS ZWESECUR.xml ZWESECUR.propertie<pat hPr ef i x>/ <pat hPrefi x>/

Security Manager wor kf | ows/ / wor kf | ows/
ZWESECUR.xmI ZVESECUR. properties

Configure Zowe ZWEWRFO05.xml ZWEWRFO05.properties<pat hPr ef i x>/ <pat hPrefi x>/

Certificates wor kf [ ows/ / wor kf | ows/
ZWEWRFO5.xml ZV\EVRFO5. properties

Configure Cross ZWEWRFO06.xml ZWEWRFO06.properties<pat hPr ef i x>/ <pat hPrefi x>/

Memory Server wor kf | ows/ / wor kf | ows/
ZWEWRFO06.xml ZV\EVRFO6. properties

Create Instance ZWEWRFO3.xml ZWEWRFO3.properties<pat hPr ef i x>/ <pat hPrefi x>/

Directory and Start wor kf | ows/ / wor kf | ows/

the Zowe started ZWEWRFO3.xml ZV\EVRFO03. properties

Task

1. Select the System where the workflow runs.
2. Select Next.
3. Specify aunique Workflow name.
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4. Select or enter an Owner user ID, and select Assign all stepsto owner user 1D.
5. Select Finish.

The workflow is registered in ZZOSMF. The workflow is available for execution to deploy and configure the
Zowe instance.

6. Execute the stepsin order. Perform the following steps to execute each step individually:
a. Double-click the title of the step.
b. Select the Perform tab.
¢. Review the step contents and update the input values as required.
d. Select Next.

Repeat the previous two steps to complete all items until the option Finish is available.
7. Select Finish.

After you execute each step, the step is marked as Complete. The workflow is executed.

Verifying Zowe installation on z/OS

After the Zowe™ started task ZWESVSTC is running, follow the instructions in the following sections to verify that
the components are functional.

« Verifying Zowe Application Framework installation on page 159
* Verifying APl Mediation installation on page 159
* Verifying Z/OS Servicesinstallation

Note: Not all components may have been started. Which components have been started depends on your setting of the
variable LAUNCH_COVPONENT_GROUPS inthei nst ance. env file. If you defined the value GATEWAY, the API
Mediation Layer and z/OS Services are started. |f you defined the value DESKTOP, the Zowe Application Framework
(also known as Zowe desktop) is started. Those using Docker may only have ZSS started. For more information, see
Component groups on page 149.

Verifying Zowe Application Framework installation

If the Zowe Application Framework isinstalled correctly, you can open the Zowe Desktop from a supported browser.
From a supported browser, open the Zowe Desktop at ht t ps: // myhost : htt psPor t

where,

* myHost isthe host on which you installed the Zowe Application Server.

» httpsPort isthe port number value ZOAE_ZLUX_SERVER HTTPS_PORT ini nst ance. env. For more
information, see Ports on page 151.

For example, if the Zowe Application Server runs on host myhost and the port number that is assigned to
ZONE_ZLUX_SERVER HTTPS_PORT is 12345, you specify ht t ps: // myhost : 12345. Theweb
desktop uses page direct to the actual initial pagewhichisht t ps: // myhost: 12345/ ZLUX/ pl ugi ns/
org. zowe. z|l ux. boot st r ap/ web/ i ndex. ht mi . If theredirect fails, try the full URL.

If the desktop appears but you are unable to log on, check Cannot log in to the Zowe Desktop on page 428 for
troubleshooting tips.

Verifying API Mediation installation

Use your preferred REST API client to review the value of the status variable of the API Catalog service that is routed
through the API Gateway using the following URL.:

https://myhost: httpsPort/api/vl/ api catal og/ application/health

where,

* myHost isthe host on which you installed the Zowe APl Mediation Layer.
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* httpsPort is the port number value GATEWAY_PORT ini nst ance. env. For more information, see Ports on
page 151.

Example:
The following example illustrates how to use the curl utility to invoke APl Mediation Layer endpoint and the grep
utility to parse out the response status variable value

$ curl -v -k --silent https://nyhost: httpsPort/api/vl/ apicatal og/
application/health 2>&1 | grep -Po '(?<=\"status\"\:\")[ "]+
uP

The response UP confirms that API Mediation Layer isinstalled and is running properly.

Verifying z/OS Services installation

Y ou can verify the installation of z/OS Services from an internet browser by entering the following case-sensitive
URL:

htt ps:// host Name: gat ewayPort/ api / vl/j obs?prefix=*

where,

gat ewayPor t isthe port number that is assigned to GATEWAY_PORT inthei nst ance. env file used to launch
Zowe. For more information, see Ports on page 151.

Zowe Auxiliary Address space
The cross memory server runs as a started task ZWESI STC that uses the load module ZWESI SO1.

In some use cases, the Zowe cross memory server has to spawn child address spaces, which are known as auxiliary
(AUX) address spaces. The auxiliary address spaces run as the started task ZWESASTC using the load module
ZWESAUX and are started, controlled, and stopped by the cross memory server.

An example of when an auxiliary address space is used is for a system service that requires supervisor state but
cannot run in cross-memory mode. The service can be run in an AUX address space which isinvoked by the Cross
Memory Server acting as a proxy for unauthorized users of the service.

Do not install the Zowe auxiliary address space unless a Zowe extension product's installation guide explicitly asks
for it to be done. Thiswill occur if the extension product requires services of Zowe that cannot be performed by the
cross memory server and an auxiliary address space needs to be started.

A default installation of Zowe does not require auxiliary address spaces to be configured.

Y ou do not start or stop the ZWESASTC manually.

Upgrading the z/OS system for Zowe

If you installed Zowe previously, the system is already prepared and configured to launch a Zowe instance. A Zowe
configuration consists of three USS directories. See Topology of the Zowe z/OS launch process for more information.

* Theruntime directory that contains the binary and executable files. See RUNTIME_DIR on page 69 for more
information. This directory is read only and containsamani f est . j son filethat can be used to identify its
release number. See Check the Zowe release number on page 393 for more information. A new Zowe runtime
directory is created when a new version of Zowe isinstalled.

e Theinstance directory that is used to launch the Zowe started task ZWESVSTC. See INSTANCE _DIR on
page 70 for more information. The instance directory is read/write asit contains log files and the file
i nst ance. env that contains environment launch values.

« Thekeystore directory that contains details about certificates used by Zowe. See INSTANCE_DIR on page 70
for more information.

Zowe installation also creates two data sets.
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« SZWESAMP

This contains 10 members. Four of them are JCL s to configure (and unconfigure Zowe). Three are PROCLIB
members. One contains PPT entries. One isa PARMLIB member and one contains console commands. See Step
3: Choose adataset HLQ for the SAMPLIB and LOADLIB on page 103 for more information.

+ SZWEAUTH

Thisisan APF-authorized PDSE load library containing the load modules ZWESI S01 for the cross memory
server and ZWESAUX for the auxiliary address space. See Step 3: Choose a dataset HLQ for the SAMPLIB and
LOADLIB on page 103 for more information.

Upgrading the instance directory

A Zowe instance directory is created using the script zowe- conf i gur e- i nst ance. shinthe
<RUNTI ME_DI R>/ bi n directory.

After installing a new version of Zowe, the new runtime will either be in the same directory as the previous version,
for example, / usr /| pp/ zowe if SMP/E has been used, or else may be in adifferent directory, for example, ~/
zowe/ zowe- r . M mif using a convenience build installation.

In both situations, you can keep and reuse the instance directory that is used for the previous version of Zowe to
launch the new version of Zowe. To do this, run the script zowe- conf i gur e-i nst ance. sh from the new
<RUNTI ME_DI R>/ bi n directory with the - ¢ argument pointing to the location of the existing instance directory.
Thisis the same method used to create an instance directory with default valuesin an empty target directory, however
if - ¢ argument is a pre-existing instance directory rather than wiping and creating fresh contents, the contents are
updated. In the situation where the previous instance directory was created from a different runtime directory, the
ROOT_DI R=valueini nst ance. env will be updated to reference the <RUNTI ME_DI R> from which zowe-
confi gure-instance. sh wasexecuted. In addition themani f est . j son filein the instance directory will be
updated with the " ver si on: " of the <RUNTI ME_DI R>. This can be used as away to see the Zowe version that an
instance was last configured from. See Check the Zowe rel ease number on page 393.

Thezowe- confi gure-instance. sh script will detect if there are new configuration values that have been
introduced since the instance directory was last created, and append theseto i nst ance. env with default values.
New values added will be echoed in the shell running the zowe- conf i gur e- i nst ance. sh script, and are be
described in Reviewing the instance.env file. Valuesini nst ance. env previously changed from their default, such
as port values or locations of dependent runtimes, are not modified.

Thezowe- conf i gure-instance. sh script will echo any valuesthat are added to thei nst ance. env file.

M ssing properties that will be appended to /u/w nchj/zowe-instance/
i nstance. env:

Updating the PROCLIB members

Zowe releases contain two proclib members, ZWESI STC and ZWESVSTCin the PDS SZWESAMP. When the
previous release of Zowe was installed, these would have been copied to a PDS in the proclib concatenation path
and defined to run under their respective user 1Ds of ZWESVUSR and ZWESI USR. See Installing and starting the
Zowe started task (ZWESV STC) on page 154 and Installing and configuring the Zowe cross memory server
(ZWESISTC) on page 144.

The proclib members do not usually get updated between Zowe releases, so during an upgrade you may keep the
previous JCL proclibs. If the proclib members are updated then the HOLDDATA and the Rel ease notes on page 20
will describe any changes and alert you that the proclibs need to be updated. If you are upgrading Zowe and jumping
releases, for example moving from 1.12 to 1.16, then you should check the HOLDDATA (for SMP/E) and the release
notes for all intervening releases (1.12, 1.13, 1.14, 1.15) to see if the proclibs have changed.

Updating the cross memory server load modules

Zowe releases contain two load modules, ZWESI SO0 for the cross memory server and ZWESAUX for the auxiliary
server. There are delivered in a PDSE SZWEAUTH that is created by the installation process.
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If this PDSE is the same one used by the ZWESI STC proclib that starts the cross memory server, then because the
installation replaces the data set and its contents no action is required. Thisis the recommended approach to configure
a Zowe environment.

If you have copied the SZWEAUTH members to another PDSE that you are using as a runtime load module, then you
should recopy the updated members to the runtime location.

Updating the system and security configuration

The JCL member ZWESECUR delivered in the PDS member SZWESANMP contains the TSO commands used to
configure az/OS environment for launching Zowe.

The contents of ZWESECUR do not usually get updated between Zowe releases, so during an upgrade you should not
need to rerun the JCL. If there are additions, then the HOLDDATA for the SMP/E release and the Release notes on
page 20 will describe the changes.

Upgrading the keystore directory

When the previous release of Zowe was configured, a keystore directory would have been created. Thiswould either
contain the Zowe certificate, or else reference a SAF keyring that contains the Zowe certificate. See Configuring
Zowe certificates on page 134. The USS keystore directory is created using the script <RUNTI ME_DI R>/

bi n/ zowe- set up-certifi cates. sh thatisdelivered with the new Zowe release, and creates the USSfile
<KEYSTORE_DI RECTCORY/ zowe- set up-certi fi cat es. env containing key value parameters used by the
Zowe runtimeto locate its certificate.

Typicaly, the <KEYSTORE_DI RECTORY> is compatible with later versions and can be used when moving forward
to anew Zowe release. There are situations when new functionality is introduced into a Zowe release when new key
values pairs may be introduced to the <KEYSTORE_DI RECTORY>/ zowe- set up- certi fi cat es. env file in
which case the new release will describe the new functionality inits HOLDDATA (for SMP/E) or release notes. If
this occurs, it will be necessary to create anew KEYSTORE DI RECTORY in order to use the new functionality. This
was the case when Zowe 1.15 introduced support for storing certificates in a SAF keyring.

Zowe provides a JCL member SZWESAMP( ZVWEKRI NG) to create the keystore and popul ate it with the Zowe
certificate. Unlessinstructed by the HOLDDATA or release notes, there is no need to re-create the keystore or
certificate and ones used with previous Zowe releases can be reused.

Service disruption during upgrades

When Zowe is upgraded, the started tasks ZWESVSTC and ZVEESI STC need to be stopped and started for the changes
to take effect. Thiswill cause active operations to fail. Idle, or passive operations, such as an open webpage on the
Zowe desktop may continue to work without disruption under the following circumstances:

e SSOisbeing used
e SSOisnot being used, but a new page in the browser is opened to re-login to Zowe

In both cases, the original webpages will have access to currently valid credentials, allowing the web page to issue
new operations without reloading a page. However, in-process operations that failed during the upgrade, unless
retired manually or automatically may necessitate a page reload.

Zowe extensions

Zowe extensions can depend on servers, databases, and other software that is outside the scope of Zowe. Therefore,
you should refer to each plug-in's documentation to understand what to expect when an upgrade occurs.

Zowe desktop

A system programmer with admin rights may invoke the role base access control (RBAC) controlled App Server
endpoint / ser ver/ r el oad to reload the server without the need for an end user webpage rel oad. This endpoint
and more are documented in swagger here.

If the plug-in usesthe ZSS server to provide aREST API, ZSS must be restarted causing the same disruption
behavior as a Zowe server upgrade.


https://github.com/zowe/zlux-app-server/blob/staging/doc/swagger/server-plugins-api.yaml
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If the plug-in has web content that shows in the Zowe desktop without an iframe, you must reload the desktop to see
the updated content.

Stopping the ZWESVSTC PROC

To stop the Zowe server, the ZWESV STC PROC needs to be ended. Run the zowe- st op. sh script at the Unix
Systems Services command prompt that isin the zowe instance directory used to start the Zowe started task:

cd $ZOWE_| NSTANCE DI R/ bi n
./ zowe- st op. sh

where <ZOWE_INSTANCE_DIR> isthe directory where you set the instance directory to.
When you stop ZWESV STC, you might get the following error message:

| EEB42] ZWESVSTC DUPLI CATE NAME FOUND- REENTER COMVAND W TH ' A='

This error results when there is more than one started task named ZWESV STC. To resolve the issue, stop the required
ZWESVSTC instance by issuing the following commands:

/ C ${ ZOWE_PREFI X} ${ ZOWE_| NSTANCE} SV, A=asi d

Where ZOWE_PREFIX and ZOWE_INSTANCE are specified in your configuration (and default to ZWE and 1) and
you can obtain the asid from the value of A=asi d when you issue the following commands:

/D A ${ZONE_PREFI X} ${ ZOWE_| NSTANCE} SV

Uninstalling Zowe from z/OS

You can uninstall Zowe™ from z/OS if you no longer need to use it.
Follow these steps:

1. Stop the Zowe started task which stops all of its microservices by using the following command:
I C ${ ZONE_PREFI X} ${ ZONE_| NSTANCE} SV

Where ZOWE_PREFIX and ZOWE_INSTANCE are specified in your configuration (and default to ZWE and 1),
see Address space names on page 150

Aftter Zowe has been stopped its subcomponents will end which include the API Mediation Layer and the Zowe
desktop.
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2. Delete the ZWESVSTC member from your system PROCLI B data set.

To do this, you can issue the following TSO DELETE command from the TSO READY prompt or from | SPF
option 6:

del ete 'your. zowe. proclib(zwesvstc)'

Alternatively, you can issue the TSO DELETE command at any | SPF command line by prefixing the command
with TSO:

tso del ete 'your.zowe. proclib(zwesvstc)'

To query which PROCL IB data set that ZWESVSTC is put in, you can view the SDSF JOB log of ZWESVSTC
and look for the following message:

| EFC0011 PROCEDURE ZWESVSTC WAS EXPANDED USI NG SYSTEM LI BRARY
your. zowe. proclib

If noZWESVSTC JOB log is available, issuethe/ $D PROCLI B command at the SDSF COMMAND INPUT
line and BROWSE each of the DSNAME=sone. j es. procl i b output linesin turn with | SPF option 1, until
you find the first data set that contains member ZWESV STC. Then, issue the DELETE command as shown above.

After you have removed ZWESVSTC from the PROCLI B data set it will no longer be possible to start Zowe
instances.

Remove the USS folders containing the Zowe artifacts.

Remove the USS folders containing the Zowe runtime, the Zowe keystore-directory, and the Zowe instance
directories.

Reverse the z/OS security and environment updates from ZWESECUR job.

As part of Zowe installation, the z/OS environment is altered to allow Zowe to operate. See Configuring the zZ/OS
System for Zowe for details. Y ou may |eave the environment configured which allows you to install and operate a
Zowe instance at a point in the future, or you may undo the configuration stepsto your z/OS environment. Zowe
provides a JCL member ZWWENOSEC that contains the commands needed to reset a z/OS environment and undo the
steps that were performed in ZWESECUR when the environment was configured for Zowe operation.

Reverse the z/OS key ring updates from ZWEKRI NGjob.

The ZVEKRI NG JCL member provided in the SZWESAMP member can be used to create a key ring that contains
the Zowe certificate(s) and certificate authority. If you want to remove the key ring and its certificate(s) and
certificate authority, you can use the JCL member ZVVENOKYR that contains the undo steps to reverse the
configuration performed in ZWEKRI NG.

Installing Zowe Docker Bundle

Docker Installation Roadmap (Technical Preview)

The Zowe Docker build isatechnical preview. Technical previews are for testing only and not ready for production.
Any feedback that you can provide is highly appreciated.

There are three parts to using Docker to install Zowe™.

The Zowe z/OS runtime which contains the ZSS component.

The Zowe Cross Memory Server. Thisis an authorized server application that provides privileged servicesto
Zowe in a secure manner.

The Zowe Docker image, which runs on aLinux or zLinux host. It consists of three components: Zowe
Application Framework, z/OS Explorer Services, and Zowe APl Mediation Layer.

Using the Zowe Docker bundle first requires setting up your z/OS system for Zowe. The steps for zZ/OS setup are
detailed on the page: z/OS Installation Roadmap on page 97.
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NOTE: If you want to install al server components on z/OS instead of using Docker, completing the z/OS install
instructions in the above document is all that is required.

Review the installation diagram and the introduction in this topic to see the general installation sequence and the most
important tasks that are to be performed during installation and configuration.

NOTE: You can click each step on the diagram for detailed instructions.
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Stage 1: Plan and prepare

Before you start the installation, review the information on hardware and software requirements and other
considerations. See Introduction on page 68 for details.

Stage 2: Install the Zowe runtime on z/OS
Complete the tasks in Stage 2 of z/OS Installation Roadmap.

Stage 3: Configure the Zowe z/OS runtime
First you must complete the tasks in Stage 3 of zZ/OS installation Roadmap.

After, you should edit or review the chosen Component groups in the Zowe instance directory that was created. For
use with Docker, only the Component group ZSSis required. This means that at minimum, thefilei nst ance. env
will have the value LAUNCH OMPONENT _GROUPS=ZSS set. See Component groups on page 149.

Stage 4: Verify the installation
Verify that Zoweisinstalled correctly on z/OS. See Verifying Zowe installation on z/OS on page 159.

Stage 5: Install Docker image

Get the latest Docker Image for the Zowe Server Components. See Installing Zowe runtime Docker Image (Technical
Preview) on page 167.

Stage 6: Configure Docker container

Extract and customize the start script, instance directory, and keystore before running a Docker container. See
Configuring Zowe runtime Docker Container (Technical Preview) on page 168.

Looking for troubleshooting help?

If you encounter unexpected behavior when installing or verifying the Zowe runtime on z/OS, see the
Troubleshooting on page 392 section for tips.

Installing Zowe runtime Docker Image (Technical Preview)

Docker isaway to create a pre-packaged set of software and configuration called an "Image”. Images are used to
create Docker "Containers’, which run the Image contents in isolation from the other software running on the same
system. Docker containers are the runtime environment, and Images are what they are crated from.

The majority of the Zowe server runtime is available in the form of a Docker Image, among other options. To use
thisimage, you must have set up the Zowe server runtime on zZ/OS, Z OSMF, or both depending on which Zowe
components you will use.

If you have not set up the Zowe server runtime on Z/OS, please follow the steps found in Docker Installation
Roadmap (Technical Preview) on page 164.

This guide assumes you are using Linux or zLinux and have already downloaded Docker itself. If you have not yet
done so, please review System requirements on page 70.

Installing via Docker Hub

Zowe's Docker Image is hosted on Docker Hub, which is the default location from which you can use the Docker
command line utility to download and update Docker Images. On Docker Hub, the Zowe server runtime image is
named ompzowe/server-bundle.

Y ou can download a Docker Image by using the Docker command line utility docker pul | i nagenane where
imagename is one of the following:

e Thelatest version of zowe, onpzowe/ server - bundl e: | at est
* Thelatest version for the platform you are running on, such asonpzowe/ ser ver - bundl e: and64 for Linux


https://hub.docker.com
https://hub.docker.com/r/ompzowe/server-bundle
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» A specific version by referencing the version's digest, such asonpzowe/ ser ver -
bundl e@ha256: bdbc0617b02e16a452f 6d4de50b8b13e56592e309b4c68f 9ea52¢c82303ad57ec

The latest digests can be seen on the image's tags page.

Installing via direct download
You caninstall a Docker Image that has been downloaded asa. t ar archive from anywhere, such as Zowe.org.
Loading an image from .tar file

Toinstall a Docker Image that you have downloaded as atar file from somewhere, transfer the file to the destination
host and then run the following command: docker i mage load -i path _to tar

Confirming the installation

Thedocker i nages command liststhe images a system currently has, which make them available for creating
containers from.

# docker inmages

REPGCSI TORY TAG | MAGE | D
CREATED Sl ZE
onpzowe/ server - bundl e and64 ceb8c50d2381
2 hours ago 1.27GB
Upgrading

Onceinstaled, it is possible to upgrade an image by using docker pul | with the same imagename as before, or by
using docker i mage | oad toload another image of the same type. Newer containers can be created from newer
images. In Zowe, configuration can be persisted between containers. More information on this subject can be found in
Configuring Zowe runtime Docker Container (Technical Preview) on page 168 documentation.

When upgrading, it is possible that the previous image may persist. Y ou may see the old image tagged as <none>.

# docker inmages

REPCSI TORY TAG | MAGE | D

CREATED S| ZE

onpzowe/ server - bundl e and64 ceb8c50d2381

2 hours ago 1.27GB

<none> <none> 1le52f adc2918 2
weeks ago 3.03GB

If you see this and want to clean up the older images to preserve storage space, you can run the command docker
rm | MAGE | Dto remove animage, where IMAGE_ID isthe code seen from thei nages command.

Configuring Zowe runtime Docker Container (Technical Preview)

Configuring the Zowe runtime Docker Image has similarities to Creating and configuring the Zowe instance directory
on page 148. However, there are three mgjor differences:

» Ports are managed between Docker and the host rather than in thei nst ance. env file
« Plugins can be added from the host by using a Docker mount
» Externa certificates can be used from a Docker mount

Working with Docker mounts

Docker has afeature called a"mount"”, which allows you to share afolder from the host system into one or more
containers. Zowe can use the mount feature in order to share important settings and content, such as certificates and
plugins between multiple instances of Zowe. Additionally, mounts keep these objects intact when upgrading between
Zowe versions.


https://hub.docker.com/r/ompzowe/server-bundle/tags
https://www.zowe.org/
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Quick start for the Zowe runtime in Docker

The Zowe Docker Image comes with a sample script for starting a container of Zowe, plus a basic instance
configuration.

1. NotetheID of theimage.

# docker inmages

REPCSI TORY TAG | MAGE I D
CREATED S| ZE

onpzowe/ server - bundl e and64 ceb8c50d2381
2 hours ago 1.27CGB

1. Start acontainer of the image without starting Zowe yet by using the environment value ZOAE_START=0
# docker run -it --env ZOWE _START=0 ceb8c50d2381 &
1. Make note of the new container'sID.

# docker container |ist

CONTAI NER | D | MAGE COMIVAND CREATED
STATUS PORTS
NAMES
7664336131e9 ceb8c50d2381 "/root/zowe/ run.sh" 3
m nut es ago Up 3 mnutes 7553- 7554/t cp, 8544/tcp

1. Copy the samples out.

# docker cp 7664336131e9:/root/zowe/ sanpl es/start.sh .
# docker cp 7664336131e9:/root/zowe/ i nstance .

Thiswill generate a sample script for running docker containers, st ar t . sh, and a sample instance as the folder
i nstance.

It is recommended to customize st ar t . sh, however test installs can skip to Starting the container on page 170.

Withinst art . sh, you will be able to see parameters to customize ports, specify which Zowe componentsto start,
specify where the z/OS system is located, and more.

Note: The Zowe keystore cannot be copied in thisway because it does not exist initially. If you need to initialize
akeystore, you can start Zowe in the container temporarily by omitting ZONE_START=0 and run adocker
cp command to copy out / gl obal / zowe/ keyst or e to make desired edits.

Customizing Zowe container start script
There are many different ways to configure a Zowe docker container:

e -h <host nanme> - hosthame of docker host (hostname of your laptop, for example, myhost . acne. net)
e --env ZONE_| P_ADDRESS=<i p> - The |P which the servers should bind to. Should not be a loopback
address.

e --env ZOSMF_HOST=<zosnf _host nanme> - ZZOSMF hostname (for example, nf . acrne. net)

e --env ZOSMF_PORT=<zosnf _port > - zZ/OSMF port (for example, 1443)

e --env ZWED agent host =<zss_host nanme> - ZSS host (for example, nf . acre. net)

e --env ZVED agent http_port=<zss_port >-ZSS port ZZOSMF port (for example, 60012).

e --env LAUNCH COVPONENT GROUPS=<DESKTOP or GATEWAY> - What component you want to start.

DESKTOP - only desktop
e GATEWAY -only GATEWAY + explorers
* GATEWAY ,DESKTOP - both

e -v [LOCAL_KEYSTORE]:/root/zowe/ certs:rw-Usesexternal keysand certificatesfor HTTPS.
Keystore directory structure is the same as with Zowe on z/OS.
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e --env EXTERNAL_CERTI FI CATE=<keyst or e. p12> - location of p12 keystore. (optional)

e --env EXTERNAL_CERTI FI CATE_AL| AS=<al i as> - valid alias within keystore. (optional)

e --env EXTERNAL_CERTI FI CATE_AUTHORI Tl ES=<CA. cer > - location of x509 Certificate Authority
(optional)

e -v [LOCAL_APPS DI R]:/root/zowe/ apps: r o - AddsApp Framework Appsto the container.

e -v [LOCAL_I NSTANCE DI R]:/root/zowe/ external _i nstance: r w- (Recommended) Uses aZowe
instance directory from outside the container. Recommended to save preferences between upgrades and to have
multiple containers of Zowe sharing configurations.

e --env EXTERNAL_| NSTANCE=/r oot/ zowe/ ext er nal _i nst ance - Used together with the - v
command to use an external instance directory.

Note: External certificates are optional, but recommended to resolve self-signed certificate war nings.
Using an instance directory external to the Zowe container

Each Zowe container comes with a simple instance directory setup, but it is recommended that this only be used for
development, as changes made to the instance will not remain after upgrade and it prevents sharing configuration
across multiple containers.

Instead, having an instance directory external to the container solve these issues.

If you have migrated the instance directory from z/OS, copied the simple instance directory from the container, or
otherwise have a pre-existing instance directory, you can use it with a Zowe container by using a volume mount
command in the start script.

-v [LOCAL_I NSTANCE_DI R] : / root / zowe/ ext er nal _i nst ance: rw \
--env EXTERNAL_| NSTANCE=/r oot/ zowe/ ext ernal _i nstance \

See Creating and configuring the Zowe instance directory to review options for instance directory configuration.
Using external certificates
Zowe's keystore can be used to configure which keys and certificates will be used by Zowe for HTTPS connections.

The keystore directory configuration and functionality for Docker isidentical to the configuration and functionality
on z/OS, except for limitations on storage types. Currently, the Zowe bundle Docker image only supports file-based
keys and certificates, such as P12 and PEM files.

To use external certificates, the Using an instance directory external to the Zowe container on page 170

must set the value of KEYSTORE_DI RECTORY to/ r oot / zowe/ cert s, and the keystore directory should
exist outside of Docker but mounted to each Docker container viathe - v docker command, for example - v

[ LOCAL_KEYSTORE] :/root/zowe/ certs:rw

See Configuring Zowe certificates on page 134 for more information.
Starting the container

The recommended way to start your first container is by running the st art . sh script. You can chooseto run it with
nohup, &, or the docker - - det ach command as ways to run the container independent of the terminal.

When the container is running, the servers' log output may be printed to the screen depending on the above
commands, but the servers will also log to afolder within the instance directory, $| NSTANCE_DI R/ | ogs.

After startup, you can verify that Zowe is running by opening the browser to:

e APl Mediation Layer: htt ps: //your _host nane: 7554
e App Framework: ht t ps: //your _host namne: 8544

Or, if the ports were modified, ht t ps: // your _host nanme: $SGATEWAY _PORT and ht t ps://
your _host nane: $APP_SERVER_PORT
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Using Zowe-based products, plugins and apps

To use Zowe-based software with the docker container, you must make that software visible to the Zowe that is
within Docker by mapping afolder on your host machine to afolder visible within the docker container.

To share ahost directory HOST_DIR into the docker container destination directory CONTAINER _DIR with read/
write access, ssimply add thisline to your docker run command: - v [ HOST_DI R] : [ CONTAINER DI R} : ro

Y ou can have multiple such volumes, but for Zowe Application Framework plugins, the value of CONTAINER DIR
must be/ r oot / zowe/ apps

Application Framework plugins within the root directory of / r oot / zowe/ apps will be automatically installed
at start up, but if you have a product which has subdirectories of plugins, it may need manual installation or
configuration.

For those plugins, you can run their scripts or Zowe'sowni nst al | - app. sh script by executing acommand in
Docker, such as: docker exec -it [CONTAINER I D] /root/zowe/instance/bin/install-
app. sh [ APPLI CATI ON_DI R]

Note: When installing Application Framework plugins, you can attempt to load them without a server restart
via either clicking " Refresh Applications’ in the launchbar menu of the Zowe Desktop, or by doingan HTTP
GET call to/plugins?refresh=trueto the app server. Some plugins may still need a server restart. Consult
product documentation for specifics.

Zowe's docker mount locations

When attempting to share certificates, plugins, or instance configuration to a Zowe container, the mount desination is
fixed and therefore the following must be used:

» Certificates: The Zowe keystore destination must be/ r oot / zowe/ certs
* App framework plugins: The folder that contains all plugins must be/ r oot / zowe/ apps

 Instance configuration: The folder that contains the contents of aZowe $1 NSTANCE_DI Rmust be/ r oot /
zowe/ ext ernal _i nstance

Installing Zowe CLI

Installing Zowe CLI
Install Zowe™ CLI on your computer.

Tip: If you are familiar with command-line tools and want to get started using Zowe CLI1 quickly, see Zowe CLI
quick start on page 59. Y ou can learn about new CL I featuresin the Release notes on page 20.

Methods to install Zowe CLI
Use one of the following methodsto install Zowe CLI.

* Installing Zowe CLI from alocal package on page 171
* Installing Zowe CLI from an online registry on page 172

Note: If you do not have access to the public npm registry at your site, you might want to install the CLI viaa proxy
server. See Install CLI from Online Registry Via Proxy on page 173 for more information.

If you encounter problems when you attempt to install Zowe CL1, see Troubleshooting Zowe CLI on page 440.
Installing Zowe CLI from a local package

If you do not have internet access at your site, use the following method to install Zowe CLI from alocal package.
Follow these steps:

1. Addressthe following software requirements for the core CLI:
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* Nodejs: Install acurrently supported Node.js LTS version. For an up-to-date list of supported LTS versions, see
Nodejs.org.

::: tip You might need to restart the command prompt after installing Node.js. I ssue the command node - -
ver si on to verify that Nodejsisinstalled. :::

« npm: Install aversion of Node Package Manager (npm) that is compatible with your version of Nodejs.

;2 tip Npm isincluded with most Node.jsinstallations. Issue the command npm - - ver si on to check your
current version. Y ou can reference the Node.js release matrix to verify that the versions are compatible. :::

1. (Linux only) Address the following software requirements for Secure Credential Storage:

e (Graphical Linux) Install gnomre- keyri ngandl i bsecr et onyour computer.
e (Headless Linux) Follow the procedure documented in the SCS plug-in Readme.

2. Navigate to Zowe.org Downloads and click the CL 1 Cor e button to download the core package. The "core"
includes Zowe CLI and Secure Credential Store, which enhances security by encrypting your username and
password.

A filenamed zowe- cl i - package-v. r. m zi p isdownloaded to your computer
3. (Optional) Click the CLI Plugins button to download the optional plugins.

A filenamed zowe- cl i - pl ugi ns-v. r. m zi p isdownloaded to your computer.
4. Unzip the contents of zowe- cl i - package-v.r. m zi p (and optionally zowe- cl i - pl ugi ns-
V. r.m zi p)toapreferred location on your computer.

5. Open a command-line window. Issue the following commands in sequence against the extracted directory to
install core Zowe CLI on your computer:

npminstall -g zowe-cli.tgz

zowe plugins install secure-credential-store-for-zowe-cli.tgz

Notes:

¢ If the command returns an EACCESS error, refer to Resolving EACCESS permissions errors when installing
packages globally in the npm documentation.

e On Linux, you might need to prepend sudo to your npmcommands. For more information, see
Troubleshooting Zowe CL1 on page 440.
6. (Optional) Address the Software requirements for Zowe CLI plug-ins on page 236. Y ou can install most plug-
ins without meeting the requirements, but they will not function until you configure the back-end APIs. The IBM
Db2 plug-in requires Installing on page 242.

7. (Optional) Issue the following command to install each available plug-in:

zowe plugins install cics-for-zowe-cli.tgz db2-for-zowe-cli.tgz zos-ftp-
for-zowe-cli.tgz ins-for-zowe-cli.tgz ng-for-zowe-cli.tgz

Important: Ensure that you meet the Software requirements for Zowe CLI plug-ins on page 236. You can
install most plug-ins without meeting the requirements, but they will not function until you configure the back-end
APIs. The IBM Db2 plug-in requires Installing on page 242.

Zowe CLI isinstalled on your computer. Issuethezowe - - hel p command to view alist of available commands.
For information about how to connect the CLI to the mainframe, create profiles, integrate with APl ML, and more,
see Using CLI.

Installing Zowe CLI from an online registry

If your computer is connected to the Internet, you can use the following method to install Zowe CLI from an npm
registry.
Follow these steps:

1. Addressthe following software requirements for the core CLI:


https://nodejs.org/en/about/releases/
https://nodejs.org/en/download/releases/
https://github.com/zowe/zowe-cli-scs-plugin/blob/master/README.md#software-requirements
https://www.zowe.org/download.html
https://docs.npmjs.com/resolving-eacces-permissions-errors-when-installing-packages-globally
https://docs.npmjs.com/resolving-eacces-permissions-errors-when-installing-packages-globally
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Nodejs: Install a currently supported Node.js LTS version. For an up-to-date list of supported LTS versions, see
Nodejs.org.

::: tip You might need to restart the command prompt after installing Node.js. I ssue the command node - -
ver si on to verify that Nodejsisinstalled. :::

npm: Install aversion of Node Package Manager (npm) that is compatible with your version of Node.js.

;2 tip Npm isincluded with most Node.jsinstallations. Issue the command npm - - ver si on to check your
current version. Y ou can reference the Node.js release matrix to verify that the versions are compatible. :::

(Linux only) Address the following software requirements for Secure Credential Storage:

e (Graphical Linux) Install gnomre- keyri ngandl i bsecr et onyour computer.
e (Headless Linux) Follow the procedure documented in the SCS plug-in Readme.

Issue the following commands in sequence to install the core from the public npm registry. The "core" includes
Zowe CLI and Secure Credential Store, which enhances security by encrypting your username and password.

npminstall -g @owe/cli @owe-vl-Its

zowe plugins install @owe/secure-credential-store-for-zowe-cli @owe-v1-
I'ts

Notes:

« |f the command returns an EACCESS error, refer to Resolving EACCESS permissions errors when installing
packages globally in the npm documentation.

e On Linux, you might need to prepend sudo to your npmcommands. For more information, see
Troubleshooting Zowe CLI on page 440.

(Optional) Address the Software requirements for Zowe CLI plug-ins on page 236. Y ou can install most plug-

ins without meeting the requirements, but they will not function until you configure the back-end APIs. The IBM

Db2 plug-in requires Installing on page 242.

(Optional) Toinstall all available plug-insto Zowe CLI, issue the following command:

zowe plugins install @owe/cics-for-zowe-cli @owe-vl-lts @owe/ db2-for-
zowe-cli @owe-vl-1ts @owe/inms-for-zowe-cli @owe-vl-lts @owe/ ng-for-zowe-
cli @owe-vl-Its @owe/ zos-ftp-for-zowe-cli @owe-vl-Its

Zowe CLI isinstalled on your computer. Issuethezowe - - hel p command to view alist of available commands.
For information about how to connect the CL I to the mainframe, create profiles, integrate with API ML, and more,
see Using CLI.

Install CLI from Online Registry Via Proxy

Thistopic describes how to install Zowe CLI using the NPM install command when you are working behind a proxy
server. You will need to use thisinstallation method if your site blocks accessto public npm.

You caninstall Zowe CLI from an online registry via proxy on Windows, macOS, or Linux operating systems:

This method requires access to an internal server that will alow you to connect to the appropriate registries. For
other installation methods, see Installing CLI.

Y our default registry must be public npm (or amirror of public npm).
If you previously installed the CLI and want to update to a current version, see Update Zowe CLI.

Follow these steps:


https://nodejs.org/en/about/releases/
https://nodejs.org/en/download/releases/
https://github.com/zowe/zowe-cli-scs-plugin/blob/master/README.md#software-requirements
https://docs.npmjs.com/resolving-eacces-permissions-errors-when-installing-packages-globally
https://docs.npmjs.com/resolving-eacces-permissions-errors-when-installing-packages-globally
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1. Identify the proxy server, including the IP address or hostname and the port number.

» If your proxy server does not require login credentials, issue the following commands to add the proxy URL to
the NPM config file:

npm confi g set https-proxy http://proxy.[proxy_nanme].com|[port_nunber]

npm confi g set proxy http://proxy.[proxy_nanme].com|[port_nunber]

where isthe IP or hostname and is the port number of the proxy server.

< |f your proxy server does require login credentials, issue the following commands to add the proxy URL, with
login credentials, to the NPM config file:

npm confi g set https-proxy http://[usernane]:[password] @r oxy.
[ proxy_nane] . com [ port_nunber]

npm confi g set proxy http://[usernane]:[password] @r oxy.
[ proxy_nane].com [ port_nunber]

where and aretherequired login credentials, isthe IP or hostname, and is the port number of the proxy
server.

2. Ensurethat you meet the Software requirements for Zowe CLI plug-ins on page 236.

3. Toinstall Zowe CLI, issue the following command. On Linux, you might need to prepend sudo to
your npm commands:

npminstall @owe/cli @owe-vl-lIts -g

4. Install the Secure Credentia Store, which lets you store your username, password, and other sensitive information
in the credential vault on your computer instead of plaintext. |ssue the following command:

zowe plugins install @owe/secure-credential-store-for-zowe-cli @owe-vl-
Its

5. (Optional) Toinstall open-source Zowe plug-ins, issue the following command:

zowe plugins install @owe/cics-for-zowe-cli @owe-vl-lts @owe/ins-for-
zowe-cli @owe-vl-Its @owe/ ng-for-zowe-cli @owe-vl-Its @owe/ zos-ftp-for-
zowe-cli @owe-vl-lts @owe/ db2-for-zowe-cli @owe-vl-Its

Zowe CLI isinstalled.
1. (Optional) Verify that a Zowe plug-in is operating correctly.

zowe plugins validate [my-plugin]

where isthe syntax for the plugin such as @zowe/cics@zowe-v1-Its

2. (Optional) Test the connection to ZZOSMF. See Testing Connection to ZZOSMF

3. (Optional) Accessthe Zowe CLI Help (zowe - - hel p) or the Zowe CLI Web Help for a complete reference
of Zowe CLI. After youinstall the CLI, you can connect to the mainframe directly issuing a command, by

creating user profiles and making use of them on commands, or by using environment variables. For more
information, see Using CLI.
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Updating Zowe CLI

Zowe™ CLI is updated continuously. Y ou can update Zowe CL| to amore recent version using online registry
method or the local package method. However, you can only update Zowe CLI1 using the method that you used to
install Zowe CLI.

Migrating to Long-term Support (LTS) version on page 175

Identify the currently installed version of Zowe CLI on page 175

Identify the currently installed versions of Zowe CLI plug-ins on page 176
Update Zowe CLI from the online registry on page 176

Update or revert Zowe CLI to a specific version on page 176

Update Zowe CLI| from alocal package on page 176

Migrating to Long-term Support (LTS) version

If youhavean @t s-i ncr enment al version of Zowe CLI (Zowe v1.0.x - v1.8.x), you can updateto @ owe- v1-
| t s (LTS version) to leverage new functionality and plug-ins.

Follow these steps:

1

Perform one of the following steps:

a. Deletethe~/ . zowe/ pr of i | es directory from your computer. Y ou can recreate the profiles manually after
you update the CLI.

b. If you want to preserve your existing profiles, copy the contents of ~/ . zowe/ pr of i | es or Yhonepat h%
\. zowe\ prof i | es to another directory on your computer.

Deletethe~/ . zowe/ pl ugi ns or “homepat h% . zowe\ pl ugi ns directory to uninstall al plug-ins.
Issue the following command to uninstall the pre-L TS version of core CLI

npm uni nstall -g @rightside/core

Note: You might recieve an ENOENT error when issuing this command if you installed Zowe CLI from alocal
package (.tgz) and the package was moved from its original location. In the event that you recieve the error, open
an issue in the Zowe CLI| GitHub repository.

Install the most recent @ owe- v1-1t s version CLI and optional plug-ins. For more information, see Installing
Zowe CLI on page 171.

(Optional) If you deleted your profilesin Step 1, recreate the profiles that you need manually.
(Optional) If you copied your profilesto alocal directory in Step 1, follow these steps:

a. Move the profile configuration files that you saved in Step 1 back tothe~/ . zowe/ profi | es or
%onepat h% . zowe\ profi | es folder on your computer.

b. Issuethezowe scs updat e command to update profiles that are secured with the Secure Credential Store
Plug-in.

C. Issuethe command zowe profil es update zosnf <my-profil e-name> --user <ny-
user name> --password <my- passwor d> to update z/osmf profiles to use the current option names.

Y ou updated to the Zowe CLI LTS version!

Ensure that you review the Release notes on page 20, which describes Notable Changesin this version. We
recommend issuing familiar commands and running scripts to ensure that your profiles/scripts are compatible. Y ou
might need to take corrective action to address the breaking changes.

Identify the currently installed version of Zowe CLI

I ssue the following command:

zowe -V
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Identify the currently installed versions of Zowe CLI plug-ins

Issue the following command:

zowe plugins |ist

Update Zowe CLI from the online registry
Y ou can update Zowe CLI to the latest version from the online registry on Windows, Mac, and Linux computers.

Note: The following steps assume that you previously installed the CLI as described in Installing Zowe CLI from an
online registry on page 172.

Follow these steps:

1. Toupdate Zowe CLI to the most recent @ owe- v1- 1t s version, issue the following command:

npminstall -g @owe/cli @owe-vl-lts

2. To update existing plug-ins and install new plug-ins, issue the following command:

zowe plugins install @owe/cics-for-zowe-cli @owe-vl-lts @owe/ db2-for-
zowe-cli @owe-vl-Its @owe/ins-for-zowe-cli @owe-vl-lts @owe/ ng-for-
zowe-cli @owe-vl-Its @owe/ zos-ftp-for-zowe-cli @owe-vl-lts @owe/ secure-
credential -store-for-zowe-cli @owe-vl-Ilts

3. Recreate any user profilesthat you created before you updated to the latest version of Zowe CLI.

Update or revert Zowe CLI to a specific version
Optionally, you can update Zowe CL1 (or revert) to aknown version. The following example illustrates the syntax to
update Zowe CLI to version 6.1.2:

npminstall -g @owe/cli @. 1.2

Update Zowe CLI from a local package

To update Zowe CLI from an offline (. t gz), local package, uninstall your current package then reinstall from a new
package using the Install from aLocal package instructions. For more information, see Uninstalling Zowe CLI1 on
page 176 and Installing Zowe CLI from alocal package on page 171.

Important! Recreate any user profiles that you created before the update.

Uninstalling Zowe CLI
Y ou can uninstall Zowe™ CLI from the desktop if you no longer need to useit.

Important\! The uninstall process does not delete the profiles and credentials that you created when using the product
from your computer. To delete the profiles from your computer, delete them before you uninstall Zowe CLI.

The following steps describe how to list the profiles that you created, delete the profiles, and uninstall Zowe CLI.
Follow these steps:
1. Open acommand-line window.
Note: If you do not want to delete the Zowe CLI profiles from your computer, go to Step 5.
2. List al profilesthat you created for a given command group. Issue the following command:
zowe profiles list <profil eType>

Example:

$ zowe profiles |list zosnf
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The followi ng profiles were found for the nodul e zosnf:
' SM TH-123' (DEFAULT)

smith-123@M TH 123-W C.\ User s\ SM TH 123

$

3. Deleteal of the profilesthat are listed for the command group by issuing the following command:
Tip: For thiscommand, use the results of thel i st command.

Note: When you issuethe del et e command, it deletes the specified profile and its credentials from the
credential vault in your computer's operating system.

zowe profiles delete <profil eType> <profil eName> --force
Example:

zowe profiles delete zosnf SM TH 123 --force
4. Repeat Steps 2 and 3 for all Zowe CLI command groups and profiles.
5. Uninstall Zowe CLI by issuing the following command:

npm uni nstall --gl obal @owe/cli

Note: You might recieve an ENOENT error when issuing this command if you installed Zowe CL1 from alocal
package (.tgz) and the package was moved from its original location. In the event that you recieve the error, open
an issue in the Zowe CL1 GitHub repository.

The uninstall process removes all Zowe CL1 installation directories and files from your computer.

6. Deletethe~/ . zowe or %homepat h% . zowe directory on your computer. The directory contains the Zowe
CLI log files and other miscellaneous files that were generated when you used the product.

Tip: Deleting the directory does not harm your computer.

Advanced Zowe configuration

Configuring Zowe Application Framework

After you install Zowe™, you can optionally configure the Zowe Application Framework as a Mediation Layer client,
configure connections for the terminal application plug-ins, or modify the Zowe Application Server and Zowe System
Services (ZSS) configuration, as needed.

Configuring the framework as a Mediation Layer client

For simpler Zowe administration and better security, you can install an instance of the Zowe Application Framework
asan APl Mediation Layer client.

This configuration is simpler to administer because the framework servers are accessible externally through asingle
port. It is more secure because you can implement stricter browser security policies for accessing cross-origin content.

You must use SSL certificates to configure the Zowe Application Server to communicate with the SSL-enabled
Mediation Layer. Those certificates were created during the Zowe installation process, and are located in the
$RUNTI ME_DI R/ conponent s/ app- server/ shar e/ zl ux- app- server/ def aul t s/ server Config
directory.

Enabling the Application Server to register with the Mediation Layer
When you install Zowe v1.8.0 or later, the Application Server automatically registers with the Mediation Layer.

For earlier releases, you must register the Application Server with the Mediation Layer manually. Refer to previous
release documentation for more information.
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Accessing the Application Server

To access the Application Server through the Mediation Layer, use the Mediation Layer gateway server hostname and
port. For example, when accessed directly, thisis Zowe Desktop URL: ht t ps: / / <appser ver nane_port >/
ZLUX/ pl ugi ns/ org. zowe. zl ux. boot st rap/ web/ i ndex. ht n

The port number for the Zowe Desktop is the value of the ZONE_ZLUX_SERVER_HTTPS_PORT variablein the
i nst ance. env filein theinstance directory, see Creating and configuring the Zowe instance directory on page
148.

When accessed through the APl Mediation Layer, thisisthe Zowe Desktop URL: ht t ps: / / <gwsnane_port >/
ui /v1/ zl ux/ ZLUX/ pl ugi ns/ or g. zowe. zIl ux. boot st rap/ web/ i ndex. ht m

The port number for the APl Mediation Layer isthe value of the GATEWAY_PORT variableinthei nst ance. env
filein the instance directory.

Setting up terminal application plug-ins
Follow these optional steps to configure the default connection to open for the terminal application plug-ins.
Setting up the TN3270 mainframe terminal application plug-in

_defaul t TN3270. j sonisafileint n3270- ng2/ , which is deployed during setup. Within thisfile, you can
specify the following parameters to configure the terminal connection:

"host": <host nane>
"port": <port>
"security": {

type: <"telnet" or "tls">

}

Setting up the VT Terminal application plug-in

_defaul t VT. j sonisafileinvt - ng2/ , which is deployed during setup. Within thisfile, you can specify the
following parameters to configure the terminal connection:

"host ": <host nane>
"port":<port>
"security": {

type: <"telnet" or "ssh">

Configuration file

The Zowe App Server and ZSS rely on many required or optional parameters to run, which includes setting up
networking, deployment directories, plugin locations, and more.

For convenience, the Zowe Application Server and ZSS read from a JSON file with a common structure. ZSS reads
thisfile directly as a startup argument, while the Zowe Application Server (as defined inthe zl ux- ser ver -

f r amewor k repository) accepts several parameters. The parameters are intended to be read from a JSON file
through an implementer of the server, such asthe exampleinthe zI ux- app- ser ver repository (thel i b/

zl uxServer . j s file). Thefile accepts a JISON file that specifies mogt, if not all, of the parameters needed. Other
parameters can be provided through flags, if needed.

For an instance, the configuration file islocated at and can be edited at $| NSTANCE_DI R/ wor kspace/
app- server/server Confi g/ server. j son. The defaults from which that file is generated are
located at $RUNTI ME_DI R/ conponent s/ app- server/ shar e/ zl ux- app-server/defaul ts/
server Confi g/ server.json

Note: All examples are based on the Zlux-app-server repository defaults.

Network configuration

Note: The following attributes are to be defined in the server's JSON configuration file.
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The App Server can be accessed over HTTP and/or HTTPS, provided it has been configured for either.
HTTP
To configure the server for HTTP, compl ete these steps:

1. Define an attribute http within the top-level node attribute.
2. Define port within http. Where port is an integer parameter for the TCP port on which the server will listen.
Specify 80 or avaue between 1024-65535.

HTTPS
For HTTPS, specify the following parameters:

1. Define an attribute https within the top-level hode attribute.
2. Define the following within https:

e port: Aninteger parameter for the TCP port on which the server will listen. Specify 443 or a value between
1024-65535.

« certificates: An array of strings, which are paths to PEM format HTTPS certificate files.

* keys: An array of strings, which are pathsto PEM format HTTPS key files.

» pfx: A string, which isapath to a PFX file which must contain certificates, keys, and optionally Certificate
Authorities.

« certificateAuthorities (Optional): An array of strings, which are paths to certificate authorities files.

 certificateRevocationLists (Optional): An array of strings, which are paths to certificate revocation list (CRL)
files.

Note: When using HTTPS, you must specify pfx, or both certificates and keys.
Network example

In the example configuration, both HTTP and HTTPS are specified:

"node": {
"https": {
"i pAddresses": ["0.0.0.0"],
"port": 8544,

/I1pfx (string), keys, certificates, certificateAuthorities, and
certificateRevocationLists are all valid here.

"keys": ["../defaults/serverConfig/server.key"],

"certificates": ["../defaults/serverConfig/server.cert"]

}1

n t t pll . {
"i pAddresses": ["0.0.0.0"],
"port": 8543

}

Configuration Directories

When running, the App Server will access the server's settings and read or modify the contents of its resource storage.
All of thisdatais stored within a heirarchy of folders which correspond to scopes:

« Product: The contents of this folder are not meant to be modified, but used as defaults for a product.

« Site: The contents of thisfolder are intended to be shared across multiple App Server instances, perhaps on a
network drive.

« Instance: Thisfolder represents the broadest scope of data within the given App Server instance.

e Group: Multiple users can be associated into one group, so that settings are shared among them.

« User: When authenticated, users have their own settings and storage for the Apps that they use.

These directories dictate where the Configuration Dataservice will store content.


https://github.com/zowe/zlux/wiki/Configuration-Dataservice
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Directories example

/1l Al paths relative to zl ux-app-server/lib
/[l In real installations, these values will be configured during the
install.

"productDir":"../defaul ts",
"siteDir":"/ hone/ nyuser/.zowe/ wor kspace/ app-server/site",
"instanceDir":"/home/ myuser/.zowe/ wor kspace/ app- server",
"groupsDir":"/home/ nyuser/.zowe/ wor kspace/ app- server/ groups",
"usersDir":"/home/ myuser/.zowe/ wor kspace/ app- server/users",

Old defaults

Prior to Zowe release 1.8.0, the location of the configuration directories were initialized to be within the zI ux- app-
server folder unless otherwise customized. 1.8.0 has backwards compatibility for the existence of these directories,
but they can and should be migrated to take advantage of future enhancements.

Folder New L ocation Old Location Note
productDir Zlux-app-server/defaults Zlux-app-server/deploy/ Official installs place
product Zlux-app-server within

<RUNTIME_DIR>/
components/app-server/

share
siteDir <INSTANCE_DIR>/ Zlux-app-server/deploy/site  INSTANCE_DIRis
workspace/app-server/site ~/.zowe if not otherwise

defined. Siteis placed
within instance due to lack
of SITE DIRasof 1.8

instanceDir <INSTANCE_DIR>/ Zlux-app-server/deploy/
workspace/app-server instance

groupsDir <INSTANCE_DIR>/ Zlux-app-server/deploy/
workspace/app-server/ instance/groups
groups

usersDir <INSTANCE_DIR>/ Zlux-app-server/deploy/
workspace/app-server/users instance/users

pluginsDir <INSTANCE_DIR>/ Zlux-app-server/deploy/ Defaults located at zlux-
workspace/app-server/ instance/ZL UX/plugins app-server/defaults/plugins,
plugins previously at zlux-app-

server/plugins

Application plug-in configuration
This topic describes application plug-ins that are defined in advance.
In the configuration file, you can specify a directory that contains JSON files, which tell the server what application

plug-in to include and where to find it on disk. The backend of these application plug-ins use the server's plug-in
structure, so much of the server-side references to application plug-ins use the term plug-in.

To include application plug-ins, define the location of the plug-ins directory in the configuration file, through the top-
level attribute pluginsDir.

Note: In this example, the directory for these JSON filesisthe Application Server defaults. However, in an instance
of Zowe it is best to provide a folder unique to that instance - usually $I NSTANCE DI R/ wor kspace/ app-
server/ pl ugi ns.
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Plug-ins directory example

/1l Al paths relative to zl ux-app-server/lib
/1 In real installations, these values will be configured during the install
process.
/...
"pluginsDir":"../defaults/plugins",

Logging configuration

For more information, see Logging utility on page 380.

ZSS configuration

Running ZSS requires a JISON configuration file that is similar or the same as the one used for the Zowe Application
Server. The attributes that are needed for ZSS, at minimum, are:productDir, siteDir, instanceDir, groupsDir,
usersDir, pluginsDir and agent.http.port. All of these attributes have the same meaning as described above for the
server, but if the Zowe Application Server and ZSS are not run from the same location, then these directories can be
different.

Attributes that control ZSS are in the agent object. For example, agent.http.port isthe TCP port that ZSS will listen
on to be contacted by the App Server. Define thisin the configuration file as a value between 1024-65535. Similarly,
if specified, agent.http.ipAddresses will be used to determine which | P addresses the server should bind to. Only the
first value of the array is used. It can either be a hostname or an ipv4 address.

Example of the agent body:
"agent":
"host": "l ocal host",
"http": {
"i pAddresses": ["127.0.0.1"],
"port": 8542
}
}

Connecting App Server to ZSS

When running the App Server, simply specify afew flags to declare which ZSS instance the App Server will proxy
ZSS requests to:

e -h: Declares the host where ZSS can be found. Use as "-h \<hostname\>"
e -P: Declaresthe port at which ZSSislistening. Use as"-P \<port\>"

Configuring ZSS for HTTPS

To secure ZSS communication, you can use Application Transparent Transport Layer Security (AT-TLS) to enable
Hyper Text Transfer Protocol Secure (HTTPS) communication with ZSS.

Before you begin, you must have a basic knowledge of your security product, e.g. RACF, and AT-TLS, and you must
have Policy Agent configured. For moreinformation on AT-TLS and Policy Agent, see the zZ/OS Knowledge Center.

Y ou must have the authority to alter security definitions related to certificate management, and you must be
authorized to work with and update the Policy Agent.

To configure HTTPS communication between ZSS and the Zowe App Server, you need a key ring which contains
the ZSS server certificate and its Certificate Authority (CA) certificate. Y ou can use an internal CA to create the ZSS
server certificate, or you can buy the ZSS server certificate from awell-known commercial Certificate Authority.
Next you define an AT-TL S rule which points to the key ring used by the ZSS server. Then you copy the CA
certificate to the Zowe App Server key store and update the Zowe App Server configuration file.

Note: Bracketed values below (including the brackets) are variables. Replace them with values relevant to your
organization. Always use the same value when substituting a variable that occurs multiple times.


https://www.ibm.com/support/knowledgecenter/en/SSLTBW_2.1.0/com.ibm.zos.v2r1.halx001/transtls.htm
https://www.ibm.com/support/knowledgecenter/en/SSLTBW_2.2.0/com.ibm.zos.v2r2.halz002/pbn_pol_agnt.htm
https://www.ibm.com/support/knowledgecenter/en/SSLTBW_2.2.0/com.ibm.zos.v2r2/en/homepage.html
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Creating certificates and key ring for the ZSS server using RACF

In this step you will create aroot CA certificate and a ZSS server certificate signed by the CA certificate. Next you
create a key ring owned by the ZSS server with the certificates attached.

Key variables:

Variable Value

[ ca_common_nane]
[ca_l abel ]

[ server _userid]

[ server _conmon_nane]
[server | abel]
[ring_nane]

[ out put _dat aset _nane]

Note:

e [server_userid] mustbetheZSS server user ID.
e [server_comon_nane] must bethe ZSS server host name.

1. Enter the following RACF command to generate a CA certificate:

RACDCERT CERTAUTH GENCERT +
SUBJECTSDN(CN(' [ ca_common_nane] ') +
QU('[organi zational _unit]') +
(' [organi zation_nane]') +
L('[locality]") SP('[state_or_province]') C('[country]')) +
KEYUSAGE( CERTSI GN) +
W THLABEL(' [ca_l abel]') +
NOTAFTER( DATE([ yyyy/ nm dd])) +
S| ZE(2048)

1. Enter thefollow RACF command to generate a server certificate signed by the CA certificate:

RACDCERT | D(' [server _userid]') GENCERT +
SUBJECTSDN( CN( ' [ cormon_nane] ') +
OY(' [organizational _unit]') +
Q' [organi zation_nane]') +
L('[locality]') SP('[state or_province]') C('[country]')) +
KEYUSAGE( HANDSHAKE) +
W THLABEL(' [ server _| abel]") +
NOTAFTER( DATE([ yyyy/ m dd])) +
S| ZE(2048) +
S| GNW TH( CERTAUTH LABEL(' [ca_l abel]"))

1. Enter the following RACF commands to create a key ring and connect the certificates to the key ring:

RACDCERT | D([ server _userid]) ADDRI NG [ring_nane])

RACDCERT | D([ server userid]) CONNECT(ID([server _userid]) +
LABEL('[server _label]') RINE[ring_name]) DEFAULT)

RACDCERT | D([ server_userid]) CONNECT(CERTAUTH +
LABEL('[ca_label]') RINGE[ring_nane]))

1. Enter the following RACF command to refresh the DIGTRING and DIGTCERT classes to activate your changes:

SETROPTS RACLI ST( DI GTRI NG, DI GTCERT) REFRESH
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1. Enter the following RACF commands to verify your changes:

RACDCERT | D([ server _userid]) LISTRING|[ring _nane])
RACDCERT | D([ server_userid]) LISTCHAI N(LABEL(‘[server_label])’)

1. Enter the following RACF commands to allow the ZSS server to use the certificates. Only issue the RDEFINE
commandsiif the profiles do not yet exist.

RDEFI NE FACI LI TY | RR DI GTCERT. LI ST UACC( NONE)

RDEFI NE FACI LI TY | RR DI GTCERT. LI STRI NG UACC( NONE)

PERM T | RR DI GTCERT. LI ST CLASS( FACI LI TY) ACCESS( READ) +
| D([ server _userid])

PERM T | RR DI GTCERT. LI STRI NG CLASS( FACI LI TY) ACCESS( READ) +
| D([ server _userid])

SETROPTS RACLI ST(FACI LI TY) REFRESH

Note: These sample commands use the FACILTY class to manage certificate related authorizations. Y ou can also use

the RDATALIB class, which offers granular control over the authorizations.

1. Enter the following RACF command to export the CA certificate to a dataset so it can be imported by the Zowe
App Server:

RACDCERT CERTAUTH EXPORT(LABEL('[ca_l abel]"')) +
DSN(' [ out put _dat aset _nane] ') FORVAT( CERTB64)

Defining the AT-TLS rule
To definethe AT-TLS rule, use the sample below to specify valuesin your AT-TLS Policy Agent Configuration file:

TTLSRul e ATTLS1~ZSS
{
Local Addr Al l
Renot eAddr Al |
Local Port Range [ zss_port]
Jobnane kd
Userid &
Direction | nbound
Priority 255
TTLSG oupAct i onRef gAct 1~ZSS
TTLSEnvi r onnent Act i onRef eAct 1~ZSS
TTLSConnect i onAct i onRef cAct 1~-ZSS

}

TTLSG oupActi on gAct 1~ZSS
TTLSEnabl ed On
Trace 1

TTLSEnvi r onnent Acti on eAct 1~-ZSS

{

HandshakeRol e Server
Envi ronment User | nst ance 0
TTLSKeyr i ngPar ns Ref key~ZSS
Trace 1

}

TTLSConnecti onActi on cAct 1~ZSS
HandshakeRol e Server
TTLSC pher Par ns Ref ci pher ZSS
TTLSConnect i onAdvancedPar nsRef cAdv1~ZSS
Trace 1

}

TTLSConnect i onAdvancedPar ns cAdv1~ZSS



| User Guide | 184

{
SSLv3 O f
TLSv1 O f
TLSv1. 1 O f
TLSv1. 2 On
CertificatelLabel [ personal _I abel ]

}

TTLSKeyr i ngPar s key~ZSS
Keyri ng [ring_name]

}

TTLSC pher Par ns ci pher ~ZSS

{
V3G pher Sui t es TLS ECDHE ECDSA W TH_AES 128 CBC _SHA256
V3Ci pher Sui t es TLS ECDHE ECDSA WTH AES 256 CBC SHA384
V3Ci pher Sui t es TLS ECDHE RSA WTH AES 128 CBC SHA256
V3Ci pher Sui t es TLS ECDHE RSA WTH AES 256 CBC SHA384
V3Ci pher Sui t es TLS ECDHE ECDSA WTH AES 128 GCI\/I SHA256
V3G pher Sui t es TLS ECDHE ECDSA W TH_AES 256 GCM SHA384
V3G pher Sui t es TLS ECDHE RSA W TH_ AES 128 GCM SHA256
V3Ci pher Sui t es TLS ECDHE RSA WTH AES 256 GCNI SHA384

}

Configuring the Zowe App Server for HTTPS communication with ZSS

Copy the CA certificate to the ZSS server. Then in the Zowe App Server configuration file, specify the location of the
certificate, and add a parameter to specify that ZSSuses AT-TLS.

1. Enter the following command to copy the CA certificate to the correct location in UNIX System Services (USS):

cp "//'[output_dataset_nane]'" '[INSTANCE DI R]/wor kspace/ app- server/
serverConfig/[ca_cert]"’

1. Inthe[ | NSTANCE DI R] / wor kspace/ app-server/ server Confi g directory, open the
server. json file
2. Inthe nodehttps.certificateAuthorities object, add the CA certificate file path, for example:

"certificateAuthorities": ["[INSTANCE D R]/workspace/ app-server/
serverConfig/[ca cert]"]

1. Inthe agent.http object add the key-valuepair "at t | s": true, for example:

"agent": {
"host": "l ocal host"
"http": {
"i pAddresses": ["127.0.0.1"],
"port": 8542,

"attls": true

}
}

Installing additional ZSS instances

After you install Zowe, you can install and configure additional instances of ZSS on the same z/OS server. Y ou might
want to do thisto test different ZSS versions.

The following steps assume you have installed a Zowe runtime instance (which includes ZSS), and that you are
installing a second runtime instance to install an additional ZSS.
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1. Tostoptheinstaled Zowe runtime, in SDSF enter the following command:
I C ${ ZONE_PREFI X} ${ ZONE_| NSTANCE} SV

Where ZOWE_PREFIX and ZOWE_INSTANCE are specified in your configuration (and default to ZWE and 1)
2. Create anew Zowe instance directory by following stepsin Creating and configuring the Zowe instance directory
on page 148.
Note: Inthei nst ance. env configuration file, specify portsthat are not used by the first Zowe runtime.
3. Torestart the first Zowe runtime, in SDSF enter the following command:

/'S ZWESVSTC, | NSTANCE=" $| NSTANCE_DI R

Where $| NSTANCE_DI Risthe Zowe instance directory.
4. To specify aname for the new ZSS instance, follow these steps:

a. Copy the PROCLIB member JCL named ZWESISTC that wasinstalled with the new runtime.
b. Rename the copy to uniquely identify it asthe JCL that starts the new ZSS, for example ZWESI S02.
c. Edit the JCL, and in the NANVE parameter specify a unique name for the cross-memory server, for example:

/[ ZVEES| SO2 PROC NAME=' ZWESI S_MYSRV' , MEM=00, RGN=0M

Where ZVEESI S_MYSRYV is the unique name of the new ZSS.
5. To start the new ZSS, in SDSF enter the following command:

/'S ZWES| S02

6. Make sure that the TSO user ID that runsthefirst ZSS started task also runs the new ZSS started task. The default
ID isZWESVUSR.

7. Inthenew ZSSser ver. j son configuration file, add a" pri vi | egedSer ver Nanme" parameter and specify
the new ZSS name, for example:

"productDir":"../defaul ts",
/1 Al paths relative to zl ux-app-server/bin
/1 In real installations, these values will be configured during the

install.
"productDir":"../defaul ts",
"siteDir":"../deploy/site",
"instanceDir":"../depl oy/instance",
"groupsDir":"../depl oy/instance/ groups",
"usersDir":"../depl oy/instance/users",
"pluginsDir":"../defaul ts/plugins",
"privil egedServer Nane": " ZWESI S MYSRV" ,
"dat aservi ceAut hentication": { ... }

Note: Theinstance location of ser ver . j son is$l NSTANCE_DI R/ wor kspace/ app- server/
server Confi g/ server. j son, and the defaults are stored in $ROOT_DI R/ conponent s/ app- server/
shar e/ zl ux- app-server/ def aul t s/ server Confi g/ server.json

8. To start the new Zowe runtime, in SDSF enter the following command:

/'S ZWESVSTC, | NSTANCE=" $ZOWE_| NSTANCE DI R

9. To verify that the new cross-memory server is being used, check for the following messagesin the ZWESVSTC
server job log:

ZIS status - Ok (nanme='ZWESI S MYSRV ', cnsRC=0, description="Ck',
cl i ent Ver si on=2)
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Controlling access to applications

Y ou can control which applications are accessible (visible) to all Zowe desktop users, and which are accessible only
toindividual users. For example, you can make an application that is under development only visible to the team
working on it.

Y ou control access by editing JSON files that list the apps. Onefile lists the apps all users can see, and you can create
afilefor each user. When a user logs into the desktop, Zowe determines the apps that user can see by concatenating
their list with the all userslist.

Y ou can also control access to the JSON files. The files are accessible directly on the file system, and since they are
within the configuration dataservice directories, they are also accessible viaREST API. We recommend that only
Zowe administrators be allowed to access the file system locations, and you control that by setting the directories
and their contents to have file permissions on z/OS that only allow the Zowe admin group read & write access. Y ou
control who can read and edit the JSON files through the REST API by controlling who can Creating authorization
profiles on page 188 URL s that serve the JSON files.

Controlling application access for all users

1. Open the Zowe Application Server configuration JSON file. By default, thefile isin the following location:

$ROOT_DI R/ conponent s/ app- server/ shar e/ zI ux- app- server/ def aul t s/
server Confi g/ server.json

2. Toenable RBAC, inthedat aser vi ceAut henti cat i on object add the object: "rbac": true
3. Navigate to the following location:

$ROOT_DI R/ conponent s/ app- server/ shar e/ zIl ux- app- server/ def aul t s/ ZLUX/
pl ugi nSt or age/ or g. zowe. zl ux. boot st rap/ pl ugi ns

4. Copy theal | owedPl ugi ns. j son fileand paste it in the following location:

. zowe/ wor kspace/ app- server/ ZLUX/ pl ugi nSt or age/ or g. zowe. zl ux. boot strap
5. Openthecopied al | owedPl ugi ns. j son file and perform either of the following steps:

« Toan application unavailable, delete it from the list of objects.
* To make an application available, copy an existing plugin object and specify the application's valuesin the
new object. Identifier and version attributes are required.
6. Restart the app server.

Controlling application access for individual users

1. Open the Zowe Application Server configuration JSON file. By default, the file isin the following location:

$ROOT_DI R/ conponent s/ app- server/ shar e/ zl ux- app- server/ def aul t s/
server Confi g/ server.json

2. Toenable RBAC, inthedat aser vi ceAut hent i cat i on object add the object: "rbac": true
3. Intheuser'sID directory path, in the\ pl ugi nSt or age directory, create\ or g. zowe. z| ux. boot st r ap
\ pl ugi ns directories. For example:

. zowe\ wor kspace\ app- server\ user s\ TS6320\ ZLUX\ pl ugi nSt or age
\org. zowe. zl ux. boot st rap\ pl ugi ns

4. Inthe/ pl ugi ns directory, createan al | owedPl ugi ns. j son file. You can use the default
al | owedPl ugi ns. j son file asatemplate by copying it from the following location:

$ROOT_DI R/ conponent s/ app- server/ shar e/ zl ux- app- server/ def aul t s/ ZLUX/
pl ugi nSt or age/ or g. zowe. zl ux. boot st rap/ pl ugi ns
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5. Opentheal | owedPl ugi ns. j son file and specify applications that user can access. For example:

"al | owedPl ugi ns": [

{
"identifier": "org.zowe. appA",
"versions": [
D
]
}1
o
"identifier": "org.zowe. appB",
"versions": [
D
]
}1
}
Notes:

* ldentifier and version attributes are required.
* When auser logsin to the desktop, Zowe determines which apps they can see by concatenating the list of apps
available to all users with the apps available to the individual user.
6. Restart the app server.

Controlling access to dataservices

To apply role-based access control (RBAC) to dataservice endpoints, you must enable RBAC for Zowe, and then use
a z/OS security product such as RACF to map roles and authorities to the endpoints. After you apply RBAC, Zowe
checks authorities before allowing access to the endpoints.

Y ou can apply access control to Zowe endpoints and to your application endpoints. Zowe provides endpoints for a
set of configuration dataservices and a set of core dataservices. Applications can use Configuration Dataservice on
page 365 to store and their own configuration and other data. Administrators can use core endpoints to get status
information from the Application Framework and ZSS servers. Any dataservice added as part of an application plugin
isaservice dataservice.

Defining the RACF ZOWE class
If you use RACF security, take the following steps define the ZOWE class to the CDT class:

1. Makesurethat the CDT classis active and RACLISTed.
2. InTSO, issue the following command:

RDEFI NE CDT ZOWE UACC( NONE)
CDTI NFQ(
DEFAUL TUACC( NONE)
FI RST( ALPHA) OTHER( ALPHA, NATI ONAL, NUMERI C, SPECI AL)
MAXLENGTH( 246)
PCSI T(607)
RACLI ST( DI SALLOVED) )

If you receive the following message, ignore it:

"Warning: The POSIT value is not within the reconmended ranges for
installation use. The valid ranges are 19-56 and 128-527."

3. InTSO, issue the following command to refresh the CDT class:

SETROPTS RACLI ST(CDT) REFRESH
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4. InTSO, issue the following command to activate the ZOWE class:

SETROPTS CLASSACT( ZOVE)
For more information RACF security administration, see the IBM Knowledge Center at https://www.ibm.com/
support/knowledgecenter/.

Enabling RBAC

By default, RBAC is disabled and all authenticated Zowe users can access al dataservices. To enable RBAC, follow
these steps:

1. Open the Zowe Application Server configuration JSON file. In the a server instance, the configuration fileis
$I NSTANCE_DI R/ wor kspace/ app- server/ server Confi g/ server.json.
2. Inthedat aservi ceAut henti cati on object,add"rbac": true.

Creating authorization profiles

For users to access endpoints after you enable RBAC, in the ZOWE class you must create System Authorization
Facility (SAF) profiles for each endpoint and give users READ access to those profiles.

Endpoints are identified by URIsin the following format:

/ <product >/ pl ugi ns/ <pl ugi n_i d>/ servi ces/ <servi ce>/ <ver si on>/ <pat h>

For example:

/ ZLUX/ pl ugi ns/ or g. zowe. f oo/ servi ces/ baz/ _current/users/fred

Wherethe pathis/ user s/ f red.

SAF profiles have the following format:

<product >. <i nstance_i d>. <servi ce>. <pl ugi ni d_wi t h_under scor es>. <servi ce>. <HTTP_net hod>. <ur

For example, to issue a POST request to the dataservice endpoint documented above, users must have READ access
to the following profile:

ZLUX. DEFAULT. SVC. ORG_ZOWE_FQOO BAZ. POST. USERS. FRED

For configuration dataservice endpoint profiles use the service code CFG. For core dataservice endpoints use COR.
For all other dataservice endpoints use SVC.

Creating generic authorization profiles

Some endpoints can generate an unlimited number of URIs. For example, an endpoint that performsa DELETE
action on any file would generate a different URI for each file, and users can create an unlimited number of files. To
apply RBAC to this type of endpoint you must create a generic profile, for example:

ZLUX. DEFAULT. COR. ORG_ZOWE_FQOO. BAZ. DELETE. **

Y ou can create generic profile names using wildcards, such as asterisks (*). For information on generic profile
naming, see IBM documentation.

Configuring basic authorization
The following are recommended for basic authorization:

« To give administrators access to everything in Zowe, create the following profile and give them UPDATE access
toit: ZLUX. **

« To give non-administrators basic access to the site and product, create the following profile and give them READ
accesstoit: ZLUX. *. ORG _ZOWE _*

» To prevent non-administrators from configuring endpoints at the product and instance levels, create the following
profile and do not give them accessto it: ZLUX. DEFAULT. CFG. **

* Togive non-administrators all access to user, create the following profile and give them UPDATE accessto it:
ZLUX. DEFAULT. CFG. *. *. USER. **


https://www.ibm.com/support/knowledgecenter/
https://www.ibm.com/support/knowledgecenter/
https://www.ibm.com/support/knowledgecenter/en/SSLTBW_2.1.0/com.ibm.zos.v2r1.icha100/egnoff.htm
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Endpoint URL length limitations

SAF profiles cannot contain more than 246 characters. If the path section of an endpoint URL islong enough that the
profile name exceeds the limit, the path is trimmed to only include elements that do not exceed the limit. To avoid this
issue, we recommend that appliction devel opers maintain relatively short endpoint URL paths.

For information on endpoint URLSs, see Dataservice endpoint URL lengths and RBAC

Multi-factor authentication configuration
Multi-factor authentication is an optional feature for Zowe.

Asof Zowe version 1.8.0, the Zowe App Framework, Desktop, and all apps present in the SMP/E or convenience
builds support out-of-band MFA by entering an MFA assigned token or passcode into password field of the Desktop
login screen, or by accessing the app-server / aut h REST API endpoint.

For alist of compatible MFA products, see Known compatible MFA products
Session duration and expiration
After successful authentication, a Zowe Desktop session is created by authentication plugins.

The duration of the session is determined by the plugin used. Some plugins are capable of renewing the session prior
to expiration, while others may have afixed session length.

Zowe is bundled with afew of these plugins:

e apiml-auth; Callsthe Zowe APl Mediation Layer from the app-server for authentication. By default, the
Mediation Layer calls zZZOSMF to answer the authentication request. The session created mirrors the ZZOSMF
session.

« zosmf-auth: Calls ZZOSMF auth from the app-server to answer the authentication request. The created ZOSMF
session isvalid for about 8 hours.

* zss-auth: Calls Zowe ZSS from the app-server to answer the authentication request. The created ZSS session
isvalid for 1 hour, but is renewable on request prior to expiration. In the Desktop, the session is automatically
renewed if the user is detected as active. If the user is detected asidle, the session will expire.

When a session expires, the credentials used for the initia login are likely to beinvalid for re-use, since MFA
credentials are often one-time-use or time-based.

In the Desktop, Apps that you opened prior to expiration will remain open so that your work can resume after entering
new credentials.

Configuration

When you use the default Zowe SMP/E or convenience build configuration, you do not need to change Zowe to get
started with MFA.

To configure Zowe for MFA with a configuration other than the default, take the following steps:

1. Choose an App Server security plugin that is compatible with MFA. The Session duration and expiration on page
189 plugins are all compatible.

2. Locate the App Server's configuration filein $| NSTANCE_DI R/ wor kspace/ app- server/
server Confi g/ server.json

3. Edit the configuration file to modify the section dat aser vi ceAut henti cati on.

4. Setdef aul t Aut hent i cat i on to the same category as the plugin of choice, for example:

e apiml-auth: "apiml"
e zosmf-auth: "zosmf"
¢ zss-auth: "zss'


https://www.ibm.com/support/knowledgecenter/SSNR6Z_2.0.0/com.ibm.mfa.v2r0.azfu100/azf_server.htm
https://www.ibm.com/support/knowledgecenter/SSNR6Z_2.0.0/com.ibm.mfa.v2r0.azfu100/azf_oobconcepts.htm
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5. Definethe pluginsto use in the configuration file by adding a section for the chosen category within
dat aservi ceAut henti cati on. i npl ement at i onDef aul t s asan object with the attribute pl ugi ns,
which isan array of plugin ID strings, where the plugins each have the following IDs:

e apiml-auth: "org.zowe.zlux.auth.apiml”
» zosmf-auth: "org.zowe.zlux.auth.zosmf"
e zss-auth: "org.zowe.zlux.auth.zss"
The following is an example configuration for zss- aut h, as seen in adefault installation of Zowe:
"dat aservi ceAut henti cation": {
"def aul t Aut henti cation”: "zss",
"inmpl enent ati onDefaul ts": {
"zss": {
"plugins": [
"org. zowe. zl ux. aut h. zss"

]
}
}
}

Enabling tracing
To obtain more information about how a server isworking, you can enable tracing withintheser ver . j son file.

For example:

"l ogLevel s": {
" _zsf.routing": O,
" zsf.install": O,
" zss.tracelLevel ": 0O,
" zss.fileTrace": 1

}

Specify the following settings inside the logL evels object.
All settings are optional.
Zowe Application Server tracing

To determine how the Zowe Application Server (zI| ux- app- ser ver) isworking, you can assign alogging level to
one or more of the pre-defined logger namesintheser ver. j son file.

Thelog prefix for the Zowe Application Server is_zsf, which is used by the server framework. (Applications and
plug-ins that are attached to the server do not use the _zsf prefix.)

The following are the logger names that you can specify:

_zsf.bootstrap Logging that pertains to the startup of the server.

_zsf.auth Logging for network calls that must be checked for authentication and authorization purposes.
_zsf.static Logging of the serving of static files (such asimages) from an application's/ web folder.
_zsf.child Logging of child processes, if any.

_zsf.utils Logging for miscellaneous utilities that the server relies upon.

_zsf.proxy Logging for proxies that are set up in the server.

_zsf.install Logging for the installation of plug-ins.

_zsf.apiml Logging for communication with the api mediation layer.

_zsf.routing Logging for dispatching network requests to plug-in dataservices.

_zsf.network Logging for the HTTPS server status (connection, ports, |P, and so on)
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Log levels

Thelog levels are:

« SEVERE =0,

* WARNING =1,
« INFO=2,

* FINE=3,

* FINER =4,

* FINEST =5

FINE, FINER, and FINEST are log levels for debugging, with increasing verbosity.
Enabling tracing for ZSS

To increase logging for ZSS, you can assign alogging level (an integer value greater than zero) to one or more of the
pre-defined logger namesintheser ver . j son file.

A higher value specifies greater verbosity.

Thelog prefix for ZSSis_zss. The following are the logger names that you can specify:
_zss.tracel evel: Controls general server logging verbosity.

_zssfileTrace: Logsfile serving behavior (if file serving is enabled).
_zss.socketTrace: Logs general TCP Socket behavior.

_zss.httpParseTrace: Logs parsing of HTTP messages.

_zss.httpDispatchTrace: Logs dispatching of HT TP messages to dataservices.
_zss.httpHeader sTrace: Logs parsing and setting of HTTP headers.
_zss.httpSocketTrace: Logs TCP socket behavior for HTTP.

_zss.httpCloseConver sationTrace: Logs HTTP behavior for when an HTTP conversation ends.
_zss.httpAuthTrace: Logs behavior for session security.

When you are finished specifying the settings, savetheser ver . j son file

Zowe Application Framework logging

The Zowe Application Framework log files contain processing messages and statistics. The log files are generated in
the following default locations:

« Zowe Application Server: $| NSTANCE_DI R/ | ogs/ appSer ver - yyyy- mm dd- hh- nm | og
e ZSS: $I NSTANCE_DI R/ | ogs/ zssSer ver - yyyy- nm dd- hh-nm | og

The logs are timestamped in the format yyyy-mm-dd-hh-mm and older logs are deleted when anew log is created at
server startup.

Controlling the logging location
The log information is written to afile and to the screen. (On Windows, logs are written to afile only.)
ZLUX_NODE_LOG _DIR and ZSS_LOG_DIR environment variables

To control where the information is logged, use the environment variable ZLUX_NODE_LOG_DIR, for the Zowe
Application Server, and ZSS L OG_DIR, for ZSS. While these variables are intended to specify a directory, if you
specify alocation that is afile name, Zowe will write the logs to the specified fileinstead (for example: / dev/ nul |
to disable logging).

When you specify the environment variables ZLUX_NODE_LOG_DIR and ZSS LOG_DIR and you
specify directories rather than files, Zowe will timestamp the logs and del ete the ol der |ogs that exceed the
ZLUX_NODE_LOGS TO_KEEP threshold.
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ZLUX_NODE_LOG_FILE and ZSS_LOG_FILE environment variables

If you set the log file name for the Zowe Application Server by setting the ZLUX_NODE_LOG_FILE environment
variable, or if you set thelog file for ZSS by setting the ZSS LOG_FILE environment variable, there will only be one
log file, and it will be overwritten each time the server islaunched.

Note: When you set the ZLUX_NODE_LOG_FILE or ZSS L OG_FILE environment variables, Zowe will not
override the log names, set atimestamp, or delete the logs.

If the directory or file cannot be created, the server will run (but it might not perform logging properly).
Retaining logs

By default, the last five logs are retained. To specify a different number of logs to retain, set
ZLUX_NODE_LOGS TO_KEEP (Zowe Application Server logs) or ZSS LOGS TO_KEEP (ZSSlogs) to the
number of logs that you want to keep. For example, if you set ZLUX_NODE_LOGS TO_KEEP to 10, when the
eleventh log is created, the first log is del eted.

Administering the servers and plugins using an API

You can use aREST API to retrieve and edit Zowe Application Server and ZSS server configuration values, and list,
add, update, and delete plugins. If an administrator has configured Zowe to use RBAC, they must authorize you to
access the endpoints.

The API returns the following information in a JSON response:

API Description

/server (GET) Returns alist of accessible server endpoints for the Zowe
Application Server.

[server/config (GET) Returns the Zowe Application Server configuration from
thezl uxserver.j son file

[server/log (GET) Returns the contents of the Zowe Application Server log
file.

[/server/loglevels (GET) Returns the verbosity levels set in the Zowe Application
Server logger.

[/server/environment (GET) Returns Zowe Application Server environment

information, such as the operating system version, node
server version, and process ID.

[server/reload (GET) Reloads the Zowe Application Server. Only availablein
cluster mode.
[/server/agent (GET) Returns alist of accessible server endpoints for the ZSS
server.
[/server/agent/config (GET) Returnsthe ZSS server configuration from the
zl uxserver. j sonfile
/server/agent/log (GET) Returns the contents of the ZSSlog file.
/server/agent/loglevels (GET) Returns the verbosity levels of the ZSS logger.
[server/agent/environment (GET) Returns ZSS environment information.
/server/config/:attrib (POST) Specify values for server configuration attributes in the

zl uxserver. j son file. You can change a subset of
configuration values.

/server/logL evel s/name/:componentName/level/:level Specify the logger that you are using and a verbosity
(POST) level.

/plugins (GET) Returnsalist of all plugins and their dataservices.



https://docs.zowe.org/stable/user-guide/mvd-configuration.html#applying-role-based-access-control-to-dataservices
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API Description

/plugins (PUT) Adds anew plugin or upgrades an existing plugin. Only
availablein cluster mode.

/pluging:id (DELETE) Deletes aplugin. Only available in cluster mode.

Swagger API documentation is provided in the <RUNTI ME_DI R>/ conponent s/ app- server/ shar e/ zl ux-
app- server/ doc/ swagger/ server - pl ugi ns-api . yam file. To seeitin HTML format, you can paste
the contents into the Swagger editor at https://editor.swagger.iol.

Note: The "agent” end points interact with the agent specified intheser ver . j son file. By default thisis ZSS.

Configuring Zowe CLI

This section explains how to configure Zowe CL I, such as changing log levels and setting the home directory
location.

Tip: CLI configuration is stored on your computer in the directory C: \ User s\ user 01\ . zowe by default. The
directory includes log files, profile information, and installed CLI plug-ins. When troubleshooting, refer to the logsin
thei nper ati ve and zowe folders.

e Setting CLI log levels on page 193

»  Setting the CLI home directory on page 193

Setting CLI log levels

Y ou can set the log level to adjust the level of detail that iswritten to log files:

Important\! Setting the log level to TRACE or ALL might result in "sensitive" data being logged. For example,
command line arguments will be logged when TRACE is set.

Environment Variable Description Values Default

ZONE_APP_LOG LEVEL ZoweCLI logging level Log4JSlog levels (OFF, DEBUG
TRACE, DEBUG, INFO,
WARN, ERROR, FATAL)

ZOWE_| MPERATI VE_LOG lnfipeEdtive CLI Framework Log4JSlog levels (OFF, DEBUG
logging level TRACE, DEBUG, INFO,
WARN, ERROR, FATAL)

Setting the CLI home directory

Y ou can set the location on your computer where Zowe CLI creates the .zowe directory, which contains log files,
profiles, and plug-ins for the product:

Environment Variable Description Values Default
ZONE_CLI _HOVE Zowe CLI homedirectory  Any valid path on your Y our computer default
location computer home directory

Configuring the Zowe APIs
Review the security considerations for Zowe APIs and learn how to prevent the Denial of Service (DoS) attacks.

The default configuration before Zowe version 1.14.0 contains Data sets and Unix files and Jobs APl microservices
which might be vulnerable to DoS attacks in the form of slow https attacks. Y ou can add additional configuration to
the start script of these components in order to prevent resource starvation via slow https attacks.

* To update the configuration of the Data sets and Unix files component, modify the st ar t . sh script within the
runtime component directory / zowe/ r unt i me/ conponent s/ fil es-api/bin.
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» To update the configuration of the Jobs component, modify the st art . sh script within the runtime component
directory / zowe/ r unt i ne/ conponent s/ j obs- api / bi n.

Ensurethat the - Dser ver . connecti on-t i neout =8000 parameter is set. This parameter specifies how long
the component waits to receive all the required information from the client that makes a request.

See a snippet of aconfigured st art . sh script for the Jobs component as follows:

_BPX_JOBNAME=${ ZONE_PREFI X} ${ COVPONENT_CCDE} java - Xn816m - Xnx512m -
Di bm serversocket.recover=true -Dfil e.encodi ng=UTF-8 \

-Djava.io.tnpdir=/tnp - Xqui ckstart \

- Dserver. port=${JOBS_API _PORT} \

-Dcomibmjsse2. overrideDefaul t TLS=true \

- Dserver. ssl . keyAl i as=${ KEY_ALI AS} \

- Dserver. ssl . keySt or e=${ KEYSTCRE} \

- Dserver. ssl . keySt or ePasswor d=${ KEYSTORE_PASSWORD} \

- Dserver. ssl . keySt or eType=${ KEYSTORE_TYPE} \

- Dserver. conpressi on. enabl ed=true \

- Dserver. connection-ti neout =8000 \

- Dconnecti on. htt psPort =${ GATEWAY_PORT} \

- Dconnecti on. i pAddr ess=${ ZOAE_EXPLORER_HOST} \

- Dspri ng. mai n. banner - node=of f \

- Dj ava. prot ocol . handl er. pkgs=com i bm crypt o. provi der \

-jar ${ROOT_DI R}/ conponent s/ j obs- api / bi n/j obs- api -server-1. 0. 0-boot.jar

&

Inversion 1.14.0 and later, the preceding snippet reflects the default configuration.

Advanced Gateway features configuration

As a system programmer who wants to configure advanced Gateway features of the APl Mediation Layer, you can
customize Gateway parameters by modifying either of the following files:

e <Zowe install directory>/conponents/api-nediation/bin/start-gateway.sh
e <Zowe instance directory>/instance. env

The parameters begin with the - D prefix, similar to all the other parametersin thefile.
Note: Restart Zowe to apply changes to the parameter.
Follow the procedures in the following sections to customize Gateway parameters according to your preferences:

e Prefer IP Addressfor API Layer services on page 194

* SAF as an Authentication provider on page 195

« Gateway retry policy on page 195

« Gateway timeouts on page 195

e CORS handling on page 196

» Encoded slashes on page 196

e Connection limits on page 196

* APl Mediation Layer as a standalone component on page 197

Prefer IP Address for API Layer services

APl Mediation Layer services use the hostname when communicating with each other. This behavior can be changed
so that the IP address is used instead.

Follow these steps:

1. Openthe<Zowe i nstance directory>/instance. env configuration file.
2. Findthe property APl M__PREFER | P_ADDRESS and set thevauetot r ue.
3. Restart Zowe& trade.
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Note: Changing the value of this property might introduce problems with certificates. Ensure that the IP Address is
present on the certificate SAN name.
SAF as an Authentication provider

By default, the APl Gateway uses ZZOSMF as an authentication provider. It is possible to switch to SAF asthe
authentication provider instead of ZZOSMF. The intended usage of SAF as an authentication provider is for systems
without ZZOSMF. If SAF is used and the ZZOSMF is available on the system, the created tokens are not accepted by z/
OSMF. Use the following procedure to switch to SAF.

Follow these steps:

1. Openthe<Zowe i nstance directory>/instance. env configurationfile.
2. Find the property APl M__SECURI TY_AUTH_PROVI DER and set the value to saf .
3. Restart Zowe& trade.

Authentication requests now utilize SAF as the authentication provider. APl ML can run without ZZOSMF present on
the system.
Gateway retry policy

To change the Gateway retry policy, edit propertiesinthe<Zowe i nstall directory>/ conponents/api-
medi ati on/ bi n/ start. shfile

All requests are disabled as the default configuration for retry with one exception: the server retries GET requests that
finish with status code 503. To change this default configuration, include the following parameters:

« ribbon.retryableStatusCodes
Provides alist of status codes, for which the server should retry the request.

Example: - Dri bbon. ret ryabl eSt at usCodes="503, 404"
* ribbon.OkToRetryOnAllOperations

Specifies whether to retry all operations for this service. The default valueisf al se. In this case, only GET
reguests are retried if they return aresponse codethat islistedinr i bbon. ret r yabl eSt at usCodes.
Setting this parameter to t r ue enables retry requests for all methods which return a response code listed in
ri bbon. retryabl eSt at usCodes.

Note: Enabling retry can impact server resources due to request body buffering.
* ribbon.MaxAutoRetries

Specifies the number of times afailed request is retried on the same server. This number is multiplied with
ri bbon. MaxAut oRet ri esNext Ser ver . Thedefault valueisO.
* ribbon.MaxAutoRetriesNextServer

Specifies the number of additional serversthat attempt to make the request. This number excludes the first server.
The default value is5.

Gateway timeouts
Use the following procedure to change the global timeout value for the API Layer instance.
Follow these steps:

1. Openthefile<Zowe i nstance directory>/instance. env.
2. Find the property APl M__GATEWAY_TI MEQUT_M LLI S and set the value to the desired value.
3. Restart Zowe&trade.

If you require finer control, you can edit the <Zowe i nstal |l directory>/conponents/ api -
medi at i on/ bi n/ st art . sh, and modify the following properties:

e apiml.gateway.timeoutMillis

This property defines the global value for http/ws client timeout.
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Add the following properties to the file for API Gateway:
Note: Ribbon configures the client that connects to the routed services.
* ribbon.connectTimeout

Specifies the value in milliseconds which corresponds to the period in which APl ML should establish asingle,
non-managed connection with the service. If omitted, the default value specified in the APl ML Gateway service
configuration is used.

¢ ribbon.readTimeout

Specifies the time in milliseconds of inactivity between two packets in response from this serviceto APl ML. If
omitted, the default value specified in the APl ML Gateway service configuration is used.
« ribbon.connectionM anager Timeout

The HttpClient employs a special entity to manage accessto HT TP connections called by the HT TP connection
manager. The purpose of an HTTP connection manager is to serve as afactory for new HTTP connections, to
manage the life cycle of persistent connections, and to synchronize access to persistent connections. Internally, the
connections that are managed serve as proxies for real connections. Connect i onManager Ti meout specifies
aperiod during which managed connections with APl ML should be established. The value isin milliseconds. If
omitted, the default value specified in the APl ML Gateway service configuration is used.

CORS handling

By default, Cross-Origin Resource Sharing (CORS) is disabled in the API Gateway for the Gateway routes api /
v1l/ gat eway/ **. To enable CORS at the service level, it is necessary to enable CORS in the Gateway. Use the
following procedure to enable CORS.

Follow these steps:

1. Openthefile<Zowe i nstance directory>/instance. env.
2. Find the property APl M._CORS_ENABLED and set thevaluetot r ue.
3. Restart Zowe& trade.

Requests through the Gateway now contain a CORS header.

Encoded slashes

By default, the APl Mediation Layer accepts encoded slashes in the URL path of the request. If you are onboarding
applications which expose endpoints that expect encoded slashes, it is necessary to keep the default configuration. We
recommend that you change the property to f al se if you do not expect the applications to use the encoded dashes.

Use the following procedure to reject encoded slashes.
Follow these steps:

1. Openthefile<Zowe i nstance directory>/instance. env.
2. Find the property APl M__ ALLOW ENCODED_SLASHES and set thevaluetof al se.
3. Restart Zowe& trade.

Requests with encoded slashes are now rejected by the APl Mediation Layer.

Connection limits

By default, the APl Gateway accepts up to 100 conncurrent connections per route, and 1000 total concurrent
connections. Any further concurrent requests are queued until the completion of an existing request. The API
Gateway is built on top of Apache HTTP components that require these two connection limits for concurrent requests.
For more information, see Apache documentation.

Use the following procedure to change the number of concurrent connections.
Follow these steps:

1. Openthefile<Zowe i nstance directory>/instance. env.


http://hc.apache.org/httpcomponents-client-ga/tutorial/html/connmgmt.html#d5e393
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2. Find the property APl M__MAX_CONNECTI ONS_PER_ROUTE and set the value to an appropriate positive
integer.
3. Find the property APl M._MAX_TOTAL_CONNECTI ONS and set the value to an appropriate positive integer.

API Mediation Layer as a standalone component

By default, the Gateway, Zowe System Services, and Virtual Desktop start when Zowe runs. To limit consumed
resources when the Virtual Desktop or Zowe System Services are not required, it is possible to specify which
components start in the context of Zowe. No change is required during the installation process to support this setup.

Once Zowe isinstalled, use the following procedure to limit which components start.
Follow these steps:

1. Openthefile<Zowe i nstance directory>/instance. env.
2. Find the property LAUNCH COVPONENT _GROUPS and set GATEWAY
3. Restart Zowe& trade.

To learn more about the related section of the environment file, see Component groups on page 149.

API| Gateway configuration parameters

As an application developer who wants to change the default configuration of the APl Mediation Layer, set the
following parameters by modifying the<Zowe i nstal |l directory>/ conponents/api-nediation/
bin/start. shfile

¢ Runtime configuration on page 197

» Service configuration on page 199

e Zuul configuration on page 199

» Hystrix configuration on page 199

Runtime configuration

This section describes runtime configuration properties.
* apiml.service.hostname

This property is used to set the APl Gateway hostname.
e apiml.service.port

This property is used to set the APl Gateway port.
e apiml.service.discoveryServiceUrls

This property specifies the Discovery Service URL used by the service to register to Eureka.
e apiml.service.preferl pAddress

Set the value of this property tot r ue to advertize a service |P address instead of its hostname.
Notes:

» |If you set this property tot r ue on the Discovery service, ensure that you modify the value of
di scoverylLocati ons: tousetheIP addressinstead of the hostname. Failure to modify the
di scoverylLocati ons: value prevents Eureka from detecting registered services. As aresult, the
available-replicasis empty.
» Enabling this property may also cause issues with SSL certificates and Subject Alternative Name (SAN).
» apiml.cache.storage.location

This property specifies the location of the EhCache used by Spring.

Note: It is necessary for the APl ML process to have write access to the cache location.
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e apiml.security.sd.verifySslCertificatesOf Services
This parameter makesit possible to prevent server certificate validation.

Important! Ensure that this parameter isset to t r ue in production environments. Setting this parameter to
f al se in production environments significantly degrades the overall security of the system.

» apiml.security.auth.zosmfServiceld

This parameter specifies the ZZOSMF service id used as authentication provider. The serviceid is defined in the
static definition of ZZOSMF. The default valueiszosnf .

e apiml.zoweM anifest

This parameter lets you view the Zowe version by using the/ ver si on endpoint. To view the version requires
setting up the launch parameter of the APl Gateway - api m . zoweMani f est with apath to the Zowe

build mani f est . j son file. Thisfileisusually located in the root folder of Zowe build. If the encoding of
mani f est . j son fileisdifferent from UTF-8 and IBM 1047, it requires setting up the launch parameter of API
Gateway - api nl . zoweMani f est Encodi ng with correct encoding.

Note: It is also possible to know the version of APl ML and Zowe (if APl ML used as part of Zowe), using the/
api / vl/ gat eway/ ver si on endpoint in the APl Gateway service in the following format:

htt ps://1 ocal host: 10010/ api / vl/ gat eway/ ver si on

e apiml.security.auth.tokenProperties.expirationl nSeconds

This property isrelevant only when the JWT token is generated by the APl Mediation Layer. APl ML generation
of the JWT token occursin the following cases:

« Z/IOSMFisonly available as an older version which does not support JWT tokens
e The SAF provider is used

To use a custom configuration for zZOSMF which changes the expiration of the LTPA token, it is necessary to
also set the expiration in this parameter.

Note: The default value is 8 hours which mimicks the 8 hour default expiration of the LTPA token in ZZOSMF.
Follow these steps:

1. Openthefile<Zowe install directory>/conponents/api-mnmediation/bin/start.sh.

2. Findthelinethat contains- cp ${ ROOT_DI R} "/ conponent s/ api - nedi at i on/ gat eway-
service.jar":/usr/include/java_cl asses/| RRRacf.j ar.

3. Beforethisline, add anew linein the following format:

Dapi m . security. aut h. t okenProperties. expirationl nSeconds={expi rationTi nel nSeconds}
\

where;
« {expirationTi nmel nSeconds} refersto the specific time before expiration

1. Restart Zowe&trade.
¢ ibm.serversocket.recover

In amultiple network stack environment (CINET), when one of the stacks fails, no notification or Java™
exception occurs for a Java program that is listening on an | NADDR_ANY socket. When new stacks become
available, the Java application does not become aware of them until the application rebinds the | NADDR socket.
By default, this parameter is enabled in the API Gateway. As aresult, the Net wor kRecycl edExcepti on
exception is thrown to the application to allow it to either fail or attempt to rebind. For more information, see the
IBM documentation.


https://www.ibm.com/support/knowledgecenter/SSYKE2_7.1.0/com.ibm.java.zos.71.doc/user/cinet.html
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e java.io.tmpdir

This property is a standard Java system property which is used by the disk-based storage policies. It determines
where the VM writes temporary files, including those written by these storage policies. The default valueis
typically / t mp on Unix-like platforms.

» spring.profilesinclude

This property can be used to unconditionally add active profiles. For more information, see Spring documentation.
« server.maxTotalConnections and server.maxConnectionsPer Route

These two properties are used to set the number of concurrent connections. Any connection requests that are

made that would put the number of connections over either of these limits are queued until an existing connection
completes. The API Gateway is built on top of Apache HTTP components that require these two connection limits
for concurrent requests. For more information, see Apache documentation.

Service configuration

For information about service configuration parameters, see Onboarding a REST API service with the Plain Java
Enabler (PJE).

Zuul configuration

Asaprovider for routing and filtering, the API Gateway contains a Zuul configuration as shown in the following
example.

Example:

zuul
ssl Host naneVal i dati onEnabl ed: fal se
addPr oxyHeaders: true
traceRequest Body: true
i gnoreSecurityHeaders: fal se
i ncl udeDebugHeader: fal se
sensiti veHeaders: Expires, Date
i gnor edPatterns:
- ws/**
host :
connect TimeoutM I lis: ${apin.gateway.tineoutMIIis}
socket Ti meoutM I lis: ${apin .gateway.tineoutMIIis}
maxTot al Conneti ons: ${server. maxConnecti onsPer Rout e}
maxPer Rout eConnecti ons: ${server. maxTot al Connecti ons}
forceOrigi nal QueryStri ngEncodi ng: true
retryable: true
decodeUrl: false # Flag to indicate whether to decode the matched URL or
use it as is

The Zuul configuration alows the API Gateway to act as areverse proxy server through which API requests can be
routed from clients on the northbound edge to z/OS servers on the southbound edge.

Note: For more information about Zuul configuration parameters, see the Spring Cloud Netflix documentation.

Hystrix configuration
The API Gateway contains a Hystrix configuration as shown in the following example.

Example:

hystri x:
command:
def aul t:
fal | back:
enabl ed: fal se
ci rcuitBreaker:
enabl ed: fal se


https://docs.spring.io/spring-boot/docs/1.2.0.M1/reference/html/boot-features-profiles.html#boot-features-adding-active-profiles
http://hc.apache.org/httpcomponents-client-ga/tutorial/html/connmgmt.html#d5e393
https://cloud.spring.io/spring-cloud-netflix/multi/multi__router_and_filter_zuul.html
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execution:
ti meout :
enabl ed: fal se
i sol ati on:
t hr ead:
timeoutl nM | |i seconds:
${api M . gateway. ti neout M | | i s}
strategy: SEMAPHORE
semaphor e:
maxConcur r ent Request s: ${server. maxTot al Connect i ons}

Hystrix is alatency and fault tolerance library designed to isolate points of access to remote systems, services and
third-party libraries, stop cascading failure, and enable resilience in complex distributed systems where failureis
inevitable.

Note: For more information about Hystrix configuration parameters, see the Netflix - Hystrix documentation.

Using Zowe

Getting started tutorial
Contents

« Learning objectives on page 200

« Estimated time on page 201

» Prerequisites and assumptions on page 201

» Logging in to the Zowe Desktop on page 201

¢ Querying JES jobs and viewing related status in JES Explorer on page 203
» Using the 3270 Terminal in the Zowe Desktop to view the job on page 205
« Editing adatasetin MV S Explorer on page 215

« Using the Zowe CLI to edit a data set on page 216

¢ Viewing the data set changesin MV S Explorer on page 218

¢ Next steps on page 218

» Go deeper with Zowe on page 218
e Try the Extending Zowe scenarios on page 218
« Givefeedback on page 218

Learning objectives

Thistutorial walks you through the Zowe™ interfaces, including the Zowe Desktop and Zowe CL I, with severa
simple tasks to help you get familiar with Zowe.

» If you are new to Zowe, start with thistutorial to explore the base Zowe features and functions.
« |If you are dready familiar with Zowe interfaces and capabilities, you might want to visit the Extending section
which guides you to extend Zowe by creating your own APIs or applications.

e Onboarding Overview on page 293
¢ Overview on page 341
» Developing for Zowe CLI on page 279

By the end of the session, you'll know how to:

e Log in to the Zowe Desktop

* Query jobswith filters and view the related status by using the JES Explorer

* View jobs by using the 3270 Termina in the Zowe Desktop

* View and edit data sets by using the MV S Explorer

» Edit adata set and upload it to the mainframe by using Zowe Command-Line Interface (CLI1)


https://github.com/Netflix/Hystrix/wiki/Configuration#execution.isolation.strategy
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Asan introductory scenario, no previous knowledge of Zowe is needed.

Estimated time

This tutorial guides you through the steps in roughly 20 minutes. If you explore other concepts related to this tutorial,
it can take longer to complete.

Prerequisites and assumptions

Before you begin, it is assumed that you have already successfully installed Zowe. Y ou are ready to launch Zowe
Desktop and Zowe CLI.

For information about how to install Zowe, see Introduction on page 68.
Important!

« Inthistutorial, the following parameters are used as an example. Replace them with your own settings when you
follow the tutorial in your environment.

* URL to access the Zowe Desktop:

e Using APl mediation layer: ht t ps: // myhost : <gat eway port>/ui/vl/zl ux/
e Without the APl mediation layer: ht t ps: // myhost : <appserver httpsPort >/
¢ Mainframe credentials:

¢ Username: i buser
e Password: sysl

* Itisassumed that you perform the tasks in a Windows environment and that you have Visual Studio Code (VS
Code) installed.

Logging in to the Zowe Desktop

Access and navigate the Zowe Desktop to view the Zowe applications. In thistutorial, you will use the Firefox
browser to log in to the Zowe Desktop.

There are two waysto log in to the Zowe Desktop:
* Through the APl mediation layer: ht t ps: // nyhost : <gat eway port>/ui/v1/zl ux/
e Example: https://sOwl: 7554/ ui / v1/ zl ux/ ZLUX/ pl ugi ns/ org. zowe. zI| ux. boot st rap/
web/ i ndex. ht m
« Directly, if the mediation layer isnot used: ht t ps: // nyhost : <appserver httpsPort >/
e« Examplehttps://sOwl: 8544/ ZLUX/ pl ugi ns/ or g. zowe. zl ux. boot st r ap/ web/
i ndex. htm

» myHost isthe host on which you are running the Zowe Application Server.

« httpsPort is the value that was assigned to node.https.portin zI uxser ver . j son. For example, if
you run the Zowe Application Server on host myhost and the value that is assigned to node.https.port in
zl uxserver. j son is 12345, you would specify ht t ps: // nyhost : 12345/ ZLUX/ pl ugi ns/
org. zowe. zl ux. boot st rap/ web/ i ndex. ht m .

Follow these steps:
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1. Inthe addressfield, enter the URL to access the Zowe Desktop. In this tutorial, the following URL isused as an
example:

https://sOwl: 8544/ ZLUX/ pl ugi ns/ or g. zowe. zl ux. boot st rap/ web/ i ndex. ht m

@ @ https://s0w1:8544/ZLUX/plugins/org.zowe.zlux.bootstrap/web/index.htm| b g

Open. Simple. Familiar.
Username
l ibmuser l
Password
a0 ee l
Login
v. 1.0.1+20790228

2. On thelogin page of the Zowe Desktop, enter your mainframe credentials. In thistutorial, the following ID is used
as an example:

e Username: ibmuser
e Password: sysl
3. PressEnter.
Upon authentication of your user name and password, the Zowe Desktop opens. Several applications are pinned to the

taskbar. Click the Start menu to see alist of applications that are installed by default. Y ou can pin other applications
to the taskbar by right-clicking the application icon and selecting Pin to taskbar.
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Next, you will use the JES Explorer application to query the jobs with filters and view the related status.

Querying JES jobs and viewing related status in JES Explorer

Use the Job Entry Subsystem (JES) Explorer to query JES jobs with filters and view the related status.
Follow these steps:

1. Click the Start menu in the Zowe Desktop.

\ -
_I

2. Scroll down to find the JES Explorer icon and click to open it. The JES Explorer is displayed. If prompted to
provide credentials for authentication, enter your mainframe credentials.
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3. Click the Job Filters column to expand the filter criteria. Y ou can filter jobs on various criteria by Owner, Prefix,
Job ID, and Status. By default, the jobs are filtered by Owner. In thistutorial, the example owner is| BMUSER.

Owner= IBMUSER Prefix=*

Jobld=*
Job Filters ~
IBMUSER *

APPLY RESET

4. To query the jobs starting with SDSF and in an active status, clear the field of Owner, then enter SDSF* in the
Prefix field and select ACTIVE from the Status drop-down list, and click APPLY .

Note: Wildcard is supported. Valid wildcard characters are asterisk (*), percent sign (%), and question mark (7).

Owner= IBMUSER Prefix= " Jobld="

Jaob Filters -
Owner
[ IBMUSER)| *

APPLY RESET



5. From thejob filter results, click the job named SDSF. The data sets for this job are listed.

@ SDSFSTCO0018[ACTIVE]

B JESMSGLG
B EsicL

B JESYSMSG
BHsFLoG
B HSFTRACE
B sDsFLOG
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6. Click JESICL to open the JESICL data set. The contents of this data set are displayed. Y ou can a so select other
data sets to view their contents.

Tip: You can hover over the text in purple color to display a hover help window.

L]
OSSR T T B VR T I SR EV (U

[
[

Y ou used the JES Explorer to query the JES jobs with filters and viewed the related steps, files, and status.

[ETR I

[ /SDSF ISGLEVEL=1 STCeeals
//STARTING [N

KHSDSF JOoB

jo s The JOB Operation Field

xx:i:

A The first control statement. Marks the beginning of a job;

HK* W assigns a name to the job.

AXSDSF

KK+ The SDSFPARM DD Statement iSs opticnal. IF it iS not

XA+ present, SYSL1.PARMLIE will be aSSumed.

Close the JES Explorer window. Next, you'll use the TN3270 application plug-in in the Zowe Desktop to view the
same job that you viewed in this task.

Using the 3270 Terminal in the Zowe Deskto